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Introduction

Welcome to Fedora 7 Unleashed! This book covers the free Linux distribution named
Fedora and includes a fully functional and complete operating system produced by the
Fedora Project, sponsored by Red Hat.

Fedora is directly descended from one of the most popular Linux distributions ever: Red
Hat Linux. Those of you who know nothing about Linux might have heard of Red Hat; it
is enough to know that it is the largest Linux vendor in North America. Fedora benefits
directly from many Red Hat engineers as well as the wider contributions from free soft-
ware developers across the world.

If you are new to Linux, you have made a great decision by choosing this book. Sams
Publishing’s Unleashed books offer an in-depth look at their subjects, taking in both begin-
ner and advanced users and moving them to a new level in knowledge and expertise.
Fedora is a fast-changing distribution that can be updated at least twice a year. We have
tracked the development of Fedora from very early on to make sure that the information
contained in this book mirrors closely the development of the distribution. A full copy

of Fedora is included on the DVD, making it possible for you to install Linux in less than
an hour!

This book provides all the information that you need to get up and running with Fedora.
It even tells you how to keep Fedora running in top shape, as well as adapt Fedora to
changes in your needs and requirements. Fedora can be used at home, in the workplace,
or, with permission, at your school and college. In fact, you might want to poke around
your school’s computer rooms: You will probably find that someone has already beaten
you to the punch—Linux is commonly found in academic institutions. Feel free to make
as many copies of the software as you want. No copyright lawyers are going to pound on
your door because Fedora is freely distributable all over the world.

After this brief introduction you will get straight into the distribution, learning how to
install and configure Fedora and find your way around the Gnome graphical interface, as
well as learning about the command line. We will also take you through installing soft-
ware, managing users, and other common administrative tasks. For the more technically
minded, we cover some starting steps in programming across several languages—why not
pick one and give it a go? Through the book you will also find information on multi-
media applications, digital graphics, and even gaming for after hours when you are
finished tinkering. After you make it through the book, you will be well equipped with
the knowledge needed to use Linux successfully. We do assume that you are at least famil-
iar with an operating system already (even if it is not with Linux), and have some basic
computer knowledge. We round off the book by giving you some reference points for you
to access via the web, and also explore the origins of Fedora and Linux.
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Changes from Previous Editions

Readers who may already own previous editions of Fedora Unleashed may wonder what
work has gone into this edition. Well, we’ve overhauled the entire structure of the book,
making it far faster for you to get stuck into Fedora.

We have also substantially re-written several chapters and introduced new ones, such as
“Command Line Quickstart” and others. This book also looks at the three main ways in
which you can obtain Fedora: by using the DVD, Live CD, and KDE Live CD media. There
are many changes to this book and it’s taken a long time to come to fruition.

Licensing

An important thing to consider, given Linux’s unique place in the market, is the licensing
situation surrounding Fedora. Believe it or not, the software that you are about to install
is 100% free in every sense of the word. You may have handed over your money for this
book, but you can download the software itself or free from the Internet, or you can
purchase a CD for a small price (usually to cover postage and packaging). Not only that,
but you are able to examine the code behind all the packages and make changes yourself,
if you want to. This is in direct opposition to other vendors, who charge you for the oper-
ating system and then prevent you from making any changes at the code level. It is this
key difference that makes Linux into an Open Source operating system. Surprisingly
enough, these vendors never actually sell you the software for you to own; rather, they
give you only the right to use the software. As mentioned before, this is certainly not the
case with the software included with this book. You are entirely free to make copies of the
DVD, share them with friends, and install the software on as many computers as you
want—we encourage you to purchase additional copies of this book to give them as gifts,
however. Be sure to read the README file on the DVD included with this book for impor-
tant information regarding the included software and disk contents. Look under the
/usr/share/apps/LICENSES directory after you install Fedora to find a copy of the GNU
GPL (along with copies of other software licenses). You will see that the GPL provides
unrestricted freedom to use, duplicate, share, study, modify, improve, and even sell the
software.

You can put your copy of Fedora to work right away in your home or at your place of
business without worrying about software licensing, per-seat workstation or client
licenses, software auditing, royalty payments, or any other types of payments to third
parties. However, you should be aware that although much of the software included with
Fedora is licensed under the GPL, some packages on this book’s DVD are licensed under
other terms. There is a variety of related software licenses, and many software packages
fall under a broad definition known as open source. Some of these include the Artistic
License, the BSD License, the Mozilla Public License, and the Q Public License.

For additional information about the various GNU software licenses, browse to
http://www.gnu.org/. For a definition of open source and licensing guidelines, along with
links to the terms of nearly three dozen open source licenses, browse to http://www.
opensource.org/.
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http://www.opensource.org/
http://www.opensource.org/
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Who This Book Is For

This book is for anyone searching for guidance on using Fedora, and primarily focuses on
Intel-based PC platforms. Although the contents are aimed at intermediate to advanced
users, even new users with a bit of computer savvy will benefit from the advice, tips,
tricks, traps, and techniques presented in each chapter. Pointers to more detailed or
related information are also provided at the end of each chapter.

Fedora’s installer program, named Anaconda, makes the job of installing Linux as easy as
possible. However, if you are new to Linux, you might need to learn some new computer
skills, such as how to research your computer’s hardware, how to partition a hard drive,
and occasionally how to use a command line. This book will help you learn these skills
and show you how to learn more about your computer, Linux, and the software included
with Fedora. System administrators with experience using other operating systems will be
able to use the information presented in this book to install, set up, and run common
Linux software services, such as the Network File System (NFS), a File Transfer Protocol
(FTP) server, and a web server (using Apache, among other web servers).

What This Book Contains

Fedora 7 Unleashed is organized into seven parts, covering installation and configuration,
Fedora on the desktop, system administration, Fedora as a server, programming and
housekeeping, and a reference section. A DVD containing the entire distribution is
included so that you will have everything you need to get started. This book starts by
covering the initial and essential tasks required to get Fedora installed and running on a
target system.

If you're new to Linux, and more specifically, Fedora, first read the chapters in Part I,
“Installation and Configuration.” You will get valuable information on

» Detailed steps that take you by the hand through various types of installations
» Initial steps needed by new users transitioning from other computing environments

» Configuration and use of Gnome and X, the graphical interface for Linux

Part II, “Desktop Fedora,” is aimed at users that want to get productive with Fedora and
covers the following:

» Discovering the many productivity applications that come with Fedora
» Surfing the Internet and working with email and newsgroups

» Using Fedora to listen to music and watch video

» Using Fedora to download and manipulate images from digital cameras
» Setting up local printers for Fedora

» Alook at the current state of gaming for Linux
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Moving beyond the productivity and desktop areas of Fedora, Part III, “System
Administration,” covers

>

>

Managing users and groups

Automating tasks and using shell scripts

Monitoring system resources and availability

Backup strategies and software

Network connectivity, including sharing folders and securing the network

Internet connectivity via dial-up and broadband connections

Part IV, “Fedora As a Server,” looks at the opportunities provided by every Fedora system
by covering

>

>

Building and deploying web servers

Database creation, management, and manipulation

File and print servers

Using FTP for serving files across the Internet and local networks

Building and deploying email servers with Postfix as well as managing mailing lists
Creating remote access gateways and services

Configuring DNS for your network

Using LDAP for storing information on users and security

Configuring a local news server

Part V, “Programming Linux,” provides a great introduction into ways in which you can
extend Fedora’s capabilities even further, using the development tools supplied with it.
This part covers

>

>

Programming in Perl, using variables and scripting
An introduction to the Python language

Writing PHP scripts and linking them to databases
An introduction to the mono programming language

C and C++ programming tools available with Fedora, and how to use the GNU C
Compiler (gcc)

Part VI, “Fedora Housekeeping,” looks at some of the more advanced skills you need to
keep your system running in perfect condition, including

>

Securing your machine against attack from outsiders and viruses
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v

Performance tuning

» Command-line masterclass

v

Advanced yum

v

Kernel and module management and compilation

» Managing the file system

There is also an extensive reference in Part VII, “The Appendices,” which gives you an
opportunity to explore in even more depth some of the topics covered in this book. It
also gives you some history on Fedora and Linux, as well as an installation checklist.

Conventions Used in This Book

A lot of documentation is included with every Linux distribution, and Fedora is certainly
no exception. Although the intent of Fedora 7 Unleashed is to be as complete as possible, it
is impossible to cover every option of every command included in the distribution.
However, this book offers numerous tables of various options, commands, or keystrokes
to help condense, organize, and present information about a variety of subjects.

This edition is also packed full of screenshots to illustrate nearly all Fedora-specific graphi-
cal utilities—especially those related to system administration or the configuration and
administration of various system and network services.

To help you better understand code listing examples and sample command lines, several
formatting techniques are used to show input and ownership. For example, if the
command or code listing example shows typed input, the input is formatted in boldface
like this:

$ 1s

If typed input is required, as in response to a prompt, the sample typed input also is in
boldface, like so:

Delete files? [Y/n] y

All statements, variables, and text that should appear on your display use the same bold-

face formatting. Additionally, command lines that require root or super-user access are
prefaced with a pound sign like this:

# printtool &
Command-line examples that can be run by any user are prefaced with a dollar sign (§),
like so:

$ 1s
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The following elements provide you with useful tidbits of information that relate to the
discussion of the text:

A note provides additional information you might want to make note of as you are
working, augment a discussion with ancillary details, or point you to an article, a
whitepaper, or another online reference for more information about a specific topic.

A tip can contain special insight or a timesaving technique, as well as information
about items of particular interest to you that you might not find elsewhere.

CAUTION

A caution warns you about pitfalls or problems before you run a command, edit a
configuration file, or choose a setting when administering your system.

Sidebars Can Be Goldmines

Just because it is in a sidebar does not mean that you will not find something new
here. Be sure to watch for these elements that bring in outside content that is an
aside to the discussion in the text. You will read about other technologies, Linux-based
hardware, or special procedures to make your system more robust and efficient.

Other formatting techniques used to increase readability include the use of italics for
placeholders in computer command syntax. Computer terms or concepts also are itali-
cized upon first introduction in text.

Finally, you should know that all text, sample code, and screenshots in Fedora 7 Unleashed
were developed using Fedora and open source tools.

Read on to start learning about and using the latest version of Fedora. Experienced users
will want to consider the new information presented in this edition when planning or
considering upgrades. New users, or users new to Fedora, will benefit from the details
presented in this book.
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CHAPTER 1
Installing Fedora

This chapter shows you how to get a basic installation of
Fedora up and running. You will learn how to start installa-
tion, as well as specify certain configuration options during
the install. Before you even insert the disc, you’ll have a
chance to consider choices that will affect how you install
Fedora. It is impossible to take you through every single
variation of the install, but you will get a step-by-step guide
of a typical installation, including how to log in to your
new system and shut down or reboot the system.

Before You Begin the Installation

It can be a big step to wipe off whatever was on your hard
drive and replace it with Fedora. Before you even go near
the CD/DVD drive you should prepare for the installation
by researching some basic information about your hard-
ware. In Appendix B you'll find a useful section on hard-
ware specifications, with a list of hardware devices that
you’d probably want. Fortunately you can now take a test
drive with Fedora without ever having to install it to your
hard drive, as Fedora has created Live CD spins of the
distribution.

If you’ve not come across Live CDs then you may be a
bit unsure as to what they are. Basically a Live CD is
a single CD that enables you to boot into a fully func-
tional operating system, in this case Fedora. The Live
CD stores all the system files on the CD in a
compressed format, uncompressing parts of the oper-
ating system as needed. The upshot of this is that
you can give Fedora a try without having to repartition
or otherwise modify your hard drive.

IN THIS CHAPTER

» Before You Begin the
Installation

» Choosing How to Install Fedora

» Step-by-Step Installation

» Logging In and Shutting Down

» Reference
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More importantly, though, the Live CD enables you to test your hardware to make sure
that it is compatible with Fedora. When you are happy, you can use the Live CD to give
you a base Fedora installation. Just double-click the install icon on the desktop and
follow the installation instructions found later in this chapter. For now, download and
burn the Live CD iso file to a blank CD. using your favorite CD burning application—it
will come in handy later!

Planning Partition Strategies

If you are a die-hard Windows user, then partitioning is something that may never have
entered your mind. Put simply, it is the efficient layout of information on your hard
drive, and how you want to partition your drive thatl is certainly worth giving thought
ahead of the installation.

What Is a Partition?

It can be difficult to explain to new users about partitions. A useful analogy is of a
kitchen, in which there are many different drawers and cupboards. Imagine the kitchen
is your hard drive, and the drawers and cupboards are partitions. In one cupboard you
may keep cups, another might hold ingredients, yet another may hold pots and pans.
They are all part of the kitchen but have specific roles within the kitchen.

Taking this back to your hard drive, you may have a partition to hold your user informa-
tion, another partition to hold the files you will use for serving web pages, and another
for boot-up information.

Typically Fedora creates three partitions on your drive, a /boot partition that stores infor-
mation to help Fedora boot up, a / partition (or root partition) that stores the bulk of
your information, and a swap partition that Fedora uses to temporarily store information
when your RAM is full. For the majority of people this is fine, and many users go ahead
and use the default partition options. However, there may be occasions when you want to
store your /home? directory (which contains your user settings and documents) on a sepa-
rate partition. This might be the case if you plan on upgrading your distribution fairly
often, and don’t want to lose settings unique to you. You should be mindful of not only
the current business requirements, but also any anticipated requirements, especially if you
are in a growing company. It can be very painful when you are running out of storage
space because you underestimated storage or partitioning requirements.

Knowing how software is allocated on your hard drive for Linux involves knowing how
Fedora organizes its file system—its layout of directories on storage media. This knowl-
edge can help you make the most out of hard drive space; and in some instances, such as
planning to have user directories mounted via NFS or other means, it can help head off
data loss, increase security, and accommodate future needs. Create a great system, and
you'll be the hero of information services.
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To plan the best partitioning scheme, research and know the answers to these questions:

>

>

How much disk space does your system require?
Do you expect your disk space needs to grow significantly in the future?
Will the system boot just Fedora, or do you need a dual-boot system?

How much data will require backup, and what backup system will work best? (See
Chapter 13, “Backing Up” for more information on backing up your system.)

Most new users to Fedora will want to run a dual-boot system, meaning a system that will
enable you to boot into Windows and Fedora. To do this you need to make sure that you
have allocated space on your hard drive for Fedora to use during installation.
Unfortunately Anaconda, the Fedora installation program, does not allow you to re-size
NTFS partitions, so you need to either use a program such as Partition Magic, or, if you
don’t want to spend money on an application that you’d only use once or twice, down-
load a copy of the Fedora Live CD and use gParted.

gParted is a simple GUI program that allows you to resize your NTFS partition to make
room for Fedora. You can find gParted under the Applications, System Tools menu on the
LiveCD. Its simple interface is shown in Figure 1.1.

GParted Edit View Device Partition Help

Partition Filesystem Size Used Unused Flags
jdev/sdal ntfs 232.88 GIB 7334 GIB 159.55 GIB boot

0 operations pending

/dev/sda - GParted

) /devjsda (232.88 GiB) %

Jdevjsdal
232.88 GiB

FIGURE 1.1 gParted enables you to work with the partitions on your hard drive to make
room for Fedora.

To get started, right-click on the main Windows partition shown and select Resize/Move
to bring up the resizing options as shown in Figure 1.2 and Figure 1.3.
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/dev/sda - GParted

GParted Edit View Device Partition Help

El v ey
ﬁ »I . = /dev/sda (232.88 GIB) ¢
New  Delete  Resize/Move Copy Paste Undo Appl
Jdev/sdal
232.88 GIiB
Partition Filesystem
/devjsdal [l ntfs 232.88 GIB ) ; rlllil 5 GIB boot
@ Delete Delete
{5 Copy ctri+C
Paste Ctrl+v
&3 Format to v

Unmount

Manage Flags
Check

0 operations pending @ Information

FIGURE 1.2 Select Resize/Move from the right-click menu to start the resizing process.

In Figure 1.3 you can see that you have the choice to resize the partition so that you have
space free at either the beginning or end of the current partition. We strongly recommend
that you add the free space following the existing partition, and in Figure 1.3 you can see
that we have selected 8000MB as the free space after the existing partition.

Alternatively you can click and drag either side of the partition bar shown to resize the
partition accordingly.

Resize/Move [dev/sdal

Minimum Size: 75111 MiB Maximum Size: 238473 MiB

Free Space Preceding (MiB):
New Size (MiB): 230473 |3
Free Space Following (MiB): 8000 E

| X Cancel l [*l Resize{Mcvel

FIGURE 1.3 Either enter a value in the Free Space Following field, or click and drag the
arrows to either side of the partition bar.

As soon as you are happy, click the Move/Resize button and gParted returns to the main
screen, with the pending operation listed in the lower half of the screen as shown in
Figure 1.4. As you are working with file systems, gParted does not make the changes
straight away because you may want to carry out other operations on the file system
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before committing the changes. However, in this case you just want to re-size the disk, so
to commit the changes go to Edit, Apply All Operations or click the Apply button in the

toolbar to start the process. gParted asks you whether you are sure, so click Apply only if

you are really ready to commit your changes.

3 /dev/sda - GParted sl
GParted Edit View Device Partition Help
v — /devjsda (232.88 GiB) 2
Undo  Apply

fdev/fsdal

225.07 GiB
Partition Filesystem Size Used Unused Flags

jdev/sdal ntfs 225.07 GiB 73.34 GiB 151.74 GiB boot
7.81 GiB

| Move jdev/sdal to the left and shrink it from 232.88 GiB to 225.07 GiB

1 operation pending

FIGURE 1.4 This is the point of no return. After you have clicked Apply, gParted prompts you
one last time before it starts to resize your partition.

After a few minutes, gParted completes the operation and returns you to the main screen,
as shown in Figure 1.5

DVD INSTALLATION JUMPSTART

To install Fedora from the DVD included with this book, you must have at least a
Pentium-class CPU, 800MB hard drive, and 128MB RAM. You need at least 192MB to
install with Fedora’s graphical installer. A 10GB hard drive can easily host the entire
distribution, leaving about 3GB free for other data. Most modern systems have signifi-
cantly larger drives, but it is still a good idea to invest in more storage from your local
computer store.

To begin the installation, you need to get into your computer’s BIOS to set the boot
sequence so that the CD/DVD drive is the first drive that is booted. Insert the DVD
into the drive and let the system boot. When the boot: prompt appears, press the
Enter key and follow through the various dialog boxes to install Fedora.

Make sure that you make a note (mental or otherwise) of the root password because

you will need it later. When the installer is finished, the DVD ejects and you are asked

to reboot the computer. A few more dialog boxes appear to allow you to do some more
initial configuration of the system before you are greeted with a login prompt. Make
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sure to log in as the user you created during the installation and not as root. Finally,
finish the install, remove the DVD from your computer, and reboot. Then log in and
enjoy Fedora!

/dev/sda - GParted

GParted Edit View Device Partition Help

— /dev/sda (232.88 GiB) 3

Jdev/sdal

225.07 GiB
Partition Flesystem Size Used Unused Flags
/dev/sdal ntfs 225.07 GiB 73.34 GiB 151.73 GiB boot
7.81 GiB

0 operations pending

FIGURE 1.5 All done and ready for a Fedora install, you can see that gParted has created
7.81GB of unallocated space.

Choosing How to Install Fedora

Fedora can be installed in a variety of ways, using different techniques and hardware.
Most users install Fedora by booting to the installation directly from a CD or DVD. Other
options include

» Booting to an installation and installing software over a network or even via the
Internet, using FTP or HTTP protocols.

» Booting to an installation and installing software from an NFS-mounted hard drive.

How you choose to install (and use) Fedora depends on your system’s hardware, network-
ing capabilities, corporate information service policy, or personal preference. The follow-
ing sections describe the issues surrounding each of these types of installation.

Installing from CD or DVD

Most PCs’ BIOSes support booting directly from a CD or DVD drive, and offer the capabil-
ity to set a specific order of devices (such as floppy, hard drive, CD-ROM, or USB) to
search for bootable software. Turn on your PC, set its BIOS if required (usually accessed by
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pressing a Function or Del key after powering on); then insert the Fedora installation disc,
and boot to install Fedora.

To use this installation method, your computer must support booting from your optical
drive, and the drive itself must be recognizable by the Linux kernel. You can verify this by
checking your BIOS and then booting your PC.

The file boot.iso is a 8.5MB CD-ROM image found under the images directory on the
Fedora DVD. The image can be burned onto a blank CD, and supports booting to a
network install. This is a convenient way to boot to a network install on a PC with a
bootable CD-ROM drive, but no installed floppy drive, or when you don’t want to use
multiple floppies during an install requiring driver disks.

You burn the image onto optical media by using the wodim command. For example, copy
the file to your hard drive, insert a blank CD-R into your CD-RW drive, and then use a
command line like so:

# wodim -v speed=40 dev=0,0,0 -data -eject boot.iso

This example creates a bootable CD-ROM, and then ejects the new CD-ROM after writing
the image. The speed (40, in this example) depends on the capabilities of your CD writing
device. The device numbers are those returned by running cdrecord with its scanbus
option, like so:

# wodim -scanbus

Installing Using a Network

Fedora can be installed from a local network (or even over the Internet if you have broad-
band access). You need access to a web, FTP, or NFES server hosting the installation pack-
ages. To boot to a network install, use the bootable CD-ROM created with the boot.iso
boot image as described previously, or the Fedora DVD included with this book. Boot
your PC with the boot floppy or, if you use CD-ROM, type linux askmethod at the boot
prompt. Follow the prompts, and you will be asked to choose the type of network instal-
lation.

TIP

Just press Enter at the boot prompt if you boot to a network install by using a CD-R
created with the boot.iso image. You will boot a graphical network install.

To install from an FTP location, select the network IP address assignment for your target
PC, such as DHCP, or manually enter an IP address along with optional gateway IP
address and nameserver addresses. You are then asked for the FTP site name. You can
enter the name or IP address of a remote FIP server hosting the Fedora release. The name
of the remote directory depends on where the Fedora install files are located on the
remote server.
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Using the File Transfer Protocol (FTP) to install Fedora requires access to an FTP server (see
Chapter 20, “Remote File Serving with FTDP,” to see how to set up a server and use FTP).
You have to know the hostname or IP address of the server, along with the path (direc-
tory) holding the Fedora software. One way to prepare a server to host installs is to follow
these steps:

1. Create a directory named Fedora under the FTP server’s pub directory. The directory
is usually /var/ftp/pub on a Linux server.

2. Create a directory named base and a directory named RPMS underneath the Fedora
directory.

3. Copy or download all RPM packages included with Fedora into the
pub/Fedora/RPMS directory.

4. Copy all original base files (comps.rpm, comps.xml, hdlist, hdlist2, hdstg2.img,
netstg2.img, stage2.img, TRANS.TBL) from the DVD’s base directory into the
pub/Fedora/base directory.

Using this approach, enter pub when asked for the name of the remote directory holding
the Fedora install software.

Installing Fedora from a remotely mounted Network File System (NFS) is similar to a hard
drive installation, but requires access to an NFS server. You need access permission, a
permitted IP address or hostname for your computer, the hostname or IP address of the
NFS server, and the path to the Fedora software. See Chapter 14, “Networking,” for more
information about NFS and network addressing.

To install Fedora with HTTP, you need the hostname or IP address of the remote web
server, along with the directory containing Fedora’s software. See Chapter 17, “Apache
Web Server Management,” to see how to set up a web server.

NOTE

See Chapter 20 for details on how to configure the vsftpd FTP server. Chapter 17
provides information on how to set up and configure Apache for web service. See
Chapter 19 for Samba settings. Note that you can have your server perform all three
duties.

Step-by-Step Installation

This section provides a basic step-by-step installation of Fedora from the DVD included
with this book. There are many different ways to proceed with an install, and the installer
can provide a graphical or text-based interface in a variety of modes.
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NOTE

If you are using the Live CD, then we assume that you have double-clicked the install
icon on the desktop. Pick up the instructions below at the Release Notes point.

This example installation prepares a computer for general duties as a desktop workstation,
giving you access to office productivity applications and Internet applications.

CAUTION

If you are wanting to dual-boot with Windows, then make sure you have prepared your
partitions, using the instructions detailed earlier.

Before you begin, you should ensure that your computer is not connected to the Internet.
Although you can use the installer to set up network protection during the install, it is
best to check your system settings after any install and before opening up any public
services (see the section “Firewall and Security Configuration” later in this chapter).

TIP

If you are installing to a system that has an older display monitor, it is a good idea to
have your monitor’s manual handy during the installation. If the install does not detect
your monitor settings, you might need to specify the monitor’s vertical and horizontal
frequencies. This does not happen often, but if it does, you will be prepared.

Starting the Install

To get started, insert the DVD into your drive and reboot your computer. You first see a
boot screen that offers four options for booting (see Figure 1.6). You can pass options to
the Linux install kernel by pressing e at this screen.

The basic options most often used are

» Install or Upgrade an Existing System—This starts the graphical installation, using
Anaconda.

» Install or Upgrade an Existing System (text mode)—Starts the install, using a text
interface.

» Rescue Installed System—Boots into rescue mode to allow you to rescue a “broken”
system

» Boot from Local Drive—Boots whatever operating system is present on your hard
drive.
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Helcome to Fedora?

ﬂnstall or upgrade an existing system

Install or upgrade an existing system (text mode)
Rescue installed system

Boot from local drive

Press [Tabl to edit options

FIGURE 1.6 Select an installation option in this first Fedora boot screen.

The installer starts automatically in 60 seconds. Press the spacebar, reboot, or turn
off your PC if you need to halt the install.

After you press Enter, the installer’s kernel loads, and you're asked (in a text-based screen)
whether you would like to perform a media check of your installation media, as shown in
Figure 1.7.

Welcome to Fedora

CD Found
To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

o [0

<Tab>/<Alt-Tab> between elements 1| <{Space> selects | <F12> next screen

FIGURE 1.7  You can check your CD-ROM or DVD media before installing Fedora.
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This check can take quite some time (depending on the speed of your optical drive), but
can ensure the integrity of the CD-ROM/DVD'’s contents, as an md5sum value is embedded
on each CD-ROM and DVD. This check can help foil installation of malicious software
from CD-ROMs and DVDs with tampered contents. The check can also be helpful to
make sure that the CD-ROM or DVD you are using works on your PC and in your optical
drive. To perform the check, choose OK; otherwise, use the Tab key to navigate to the
Skip button and press Enter to choose it.

After you check your CD-ROM or DVD or even skip the check, the display clears. The
Fedora installer, Anaconda, loads, and you are presented with a graphical welcome screen,
as shown in Figure 1.8. The installer should recognize your PC’s graphics hardware and
mouse. You can then click on the Release Notes button to get detailed information about
Fedora, along with tips on hardware requirements and how to perform various installs.

Fedora Release Notes

Version 7.0.0 (2007-04-20) ‘
Copyright © 2007 Red Hat, Inc. and others |

This document is .re\eased under the terms of the Open Publication License. For more details, read the |
full legalnotice in Section 3, “Legal Notice
" Latest Release Notes on the Web

These release notes may be updated. Visit http://docs.fedoraproject.orgjrelease-
notes/ to view the latest release notes for Fedora Core.

[Revision History
Revision 7.0.0 |[2007-04-20 Il “
Push new version for final |

1. Welcome to Fedora ‘F‘

A Pelemes il

‘ X Close ‘

FIGURE 1.8 Read Help or Release Notes before installing Fedora.

NOTE

Fedora’s installer supports the capability to monitor background and install processes
running during an installation. You can watch the progress of an install and hardware
information reported by the Linux install kernel by navigating to a different console
display or virtual console. To do so, simultaneously press the Ctrl, Alt, and appropriate
function key (such as F1-F5).

Use this approach to watch for kernel messages, monitor hardware detection, gain
access to a single-user shell, and view the progress of the installer script.
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When using a graphical installer, press Ctrl+Alt+F4 (then Alt+F2 or Alt+F3) to navigate
to the various screens. Press Alt+F7 to jump back to the installer. When performing a
text-based installation, use Alt+F2 (then Alt+F3 or Alt+F4). Use Alt+F1 to jump back to
a text-based install.

If your pointing device (mouse) is not recognized, you can press Alt+R to “press” the
Release Notes button. Similarly, you can press Alt+H to hide text shown on the left side of
the screen, but you should take a minute to read the frame’s contents.

Click Next (or press Alt+N) to continue, and the installer asks you to select one of 31
different languages for the installation, as shown in Figure 1.9.

‘What language would you like to use during the
installation process?

| Chinese(simplified) (&) [=]
Chinese(Traditional) (Eg8k77)

Croatian (Hrvatski)

Czech (Cestina) H
Danish (Dansk)

Dutch (Nederlands)

Estonian (eesti keel)

Finnish (suomi)

French (Frangais)

German (Deutsch)

Greek (EAAnvwkd)

Guijarati (apwzidl) I+

‘ [} Release Notes | | 4 Back |

FIGURE 1.9 Select a language to use when installing Fedora.

You can navigate the installer’s dialogs (during a text-based or graphical install) by using
the Tab key. You can scroll through lists by using your cursor keys. Note that you can now
step backward through the install by using a Back button. Select a language and click the
Next button.

You'll then be asked to select a keyboard for the install, as shown in Figure 1.10.

Scroll to the appropriate keyboard option. You use this option to configure the install to
support one of 53 different language keyboards. Click Next after making your selection.

If an existing Linux install is detected, you are asked whether you want to upgrade and
reinstall; otherwise, you are asked to partition your disk to make room for Fedora, as
shown in Figure 1.11.
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® Select the appropriate keyboard for the system.

=

Slovenian

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil {Inscript)
Tamil (Typewriter)
Turkish

U.S. English

U.S. International
Ukrainian

United Kingdom

|DBeIease Nntes| ‘ 4a Back | | & Next |

FIGURE 1.10 Select a default keyboard to use when installing and using Fedora.

Installation requires partitioning of your hard drive. By default, a partitioning layout is chosen which is reasonable
for most users. You can either choose to use this or create your own.

Create custom layout ¢
Select the drive(s) to use for this installation.

!cﬂ- Advanced storage ccnﬁguraticng

What drive would you like to boot this installation from?

|DBeIease thes| ‘ 43 Back | | & Next |

FIGURE 1.11  Select how you want to partition your drive.
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Partitioning Your Hard Drive

For the moment, select Create Custom Layout and click Next to move to the screen

shown in Figure 1.12. You could, however, opt to del

ete all partitions (including Windows

partitions) on the drive, remove only Linux partitions on the drive, or use only unallo-

cated space.

NOTE

If you followed the earlier partitioning instructions the
Selected Drives And Create Default Layout.

n choose to Use Free Space On

If you choose one of these three, you get a default layout that uses logical volume
management. This is a special type of partitioning that makes disk partitions much easier
to work with.

Drive /dev/sda (8189 MB) (Model: VMware, VMware Virtual 5)

sda
8087 MB

Drive /dev/sdb (10237 MB) (Model: VMware, VMware Virtual S)

Free
10240 MB

New | [ Edr 7'| | Delete | | Reset = [ map

Mount Point/
RAID/Volume

Size

Device (MB)

Type Format Start End

= LVM Volume Groups

8064
1024
7008

< VolGroup00
LogVol01
LogVoloo

~ Hard Drives
[ Hide RAID device/LVM Volume Group members

swap
ext3

| [ Release Notes ‘

[ |

FIGURE 1.12
unique to your requirements.

Fedora’s powerful partitioning tool enables you to create a partition scheme

Logical Volume Management for Beginners

Logical volume management sounds a lot more difficu
does is allow you to produce single logical partitions tl
physical drives. Logical volumes can also be resized a

It than it is. In effect, what it
hat can be made up of multiple
s required, something that is

usually difficult when dealing with ext3 partitions (Fedora’s native partition type). There

is one thing that you need to remember: Create a sep
dent of the logical volumes; otherwise your system wil

arate /boot partition indepen-
| not boot!
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This example looks at creating a partition table on one hard drive. To get started, click the
New button to bring up the screen shown in Figure 1.13. First of all, you need to create a
small partition that has the mount point /boot. This is to enable Fedora to actually boot
and needs to be a maximum of only about 100MB in size. Make sure that only the first
disk is checked (sda in the example) and select /boot from the drop-down mount point
menu. Finally change the size of the partition to 100MB and click the OK button to create
the first partition.

Add Partition

Mount Point: [,’bcct | v }

File System Type: [ext3 H }

o sda 8189 MB VMware, VMware Virtual S

Allowable Drives: | sdb 10237 MB  VMware, VMware Virtual 5

size (MB): [100 B
Additional Size Options
@ Fixed size

O Fill all space up to (MB):

O Fill to maximum allowable size

[] Force to be a primary partition

X Cancel ok

FIGURE 1.13 Make sure to create your boot partition; otherwise all your good work will be
in vain!

Now we need to create physical volumes that will allow Fedora to combine them into a
logical volume. Click the New button again to bring up the same window as Figure 1.13,
but this time you want to change the File System Type to physical volume (LVM). Make
sure that only one drive is checked, and finally select the option Fill to Maximum
Allowable Size to instruct Fedora to use all available space.

When you have created the physical volumes, you now need to bind them together
through a logical volume. Click the LVM button in the partitioner’s main window to
bring up the LVM options (see Figure 1.14). You can give your logical volume group a
more meaningful name than VolGroup00, but you must ensure that there are no spaces
in the name. Next you can choose a physical extent size for your volumes, or rather the
size of chunks that the disks will be “cut up into.” Unless you really have a specific need
to change this setting, you should leave it at 32.

Now you need to create your partitions within your logical volume group, and you do
this as you would any other Linux distribution, making sure that you at least have a /
partition and a swap partition. In the example, click the Add button to be taken to the
Make Logical Volume screen (see Figure 1.15) where you can specify a mount point, file
system type, volume name (again no spaces), and finally the size of the partition.
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Make LVM Volume Group

Volume Group Name: IGmupl ]
Physical Extent: |32 MB 2
sdaz2 8064.00 MB

Physical Volumes to Use:

Used Space: 0.00 MB (0.0 %)
Free Space: 8032.00 MB (100.0 %)
Total Space: 8032.00 MB

Logical Volumes

Logical Volume Name Mount Point Size (MB)

~

¥ Cancel &o

FIGURE 1.14 Harness the flexibility of logical volumes through Fedora’s easy-to-use utility.

Make LVM Volume Group

Volume Group Name: [Grcupl ]
Physical Extent: 32 MB s
Make Logical Volume

PO poncpan:  [pome ]

Fle System Type: ext3 2
Used Space: —
Free Space: | | ggical Volume Name: |LogVol00

Total Space:

Logical Vo (Max size is 5056 MB)

Root X Cancel

X Cancel ok

FIGURE 1.15 Use this screen to define the logical volumes that make up your logical group.

You have to create at least two partitions: the / partition and the swap partition. However,
you can add several mount points, depending on your specific requirements. Some users
find it helpful to create a separate /home partition, which we do in the example. As you
add each logical volume, it appears in the main LVM Group options screen (refer to
Figure 1.14). When you are finished, click the OK button to return to the main partition
screen, which should look similar to Figure 1.16.

Now you are ready to proceed to the next screen by clicking the Next button.
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Drive /dev/sda (8189 MB) (Model: VMware, VMware Virtual s)

sda2
BOBT MB
Drive /dev/sdb (10237 MB) (Model: VMware, VMware Virtual S)

Free
10240 MB

New Edit | | Delete | | Reset | RAID LM
- : ‘ = =
) Mount Point/ Size
Device RADNolme  YPE Format i) | Start End
< LVM Volume Groups
< Groupl 8032
LogVoloo ! ext3 2976
LogVol02 swap o 1024
Laavoln Ihome ext3 s 4032 =
[] Hide RAID device/LVM Volume Group members
| [ Release Nnte5| ‘ 4a Back | | & Next |

FIGURE 1.16 The completed masterpiece. It is worthwhile spending extra time to get the
best partition layout for your requirements.

Choosing, Configuring, and Installing the Boot Loader

After you accept the partitioning scheme, a screen appears asking you to select a boot
loader for booting Fedora (see Figure 1.17). This screen also enables you to choose not to
use a boot loader (when booting from removable media, a commercial boot utility, a DOS
partition, or over a network), and to boot other operating systems if you have configured
a dual-boot system.

TIP

Fedora works well with other operating systems, but the reverse is not always true. If
you need specialized help with configuring a dual-boot system, check various HOWTOs
at http://www.tldp.org for hints and tips.

Select the GRUB boot loader. GRUB is typically installed in the MBR of the first IDE hard
drive in a PC. However, the boot loader can also be installed in the first sector of the
Linux boot partition, or even not installed on the hard drive. Note that you can also
backtrack through the install process to change any settings.

Note that you can assign a password for the boot loader. If you choose to use this option,
you have to enter a password at the GRUB boot screen (see the section “Logging In and
Shutting Down” at the end of this chapter for information on graphical logins). Carefully
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note the password! It does not have to be the same password used to log in, but if you
password protect booting through your computer’s BIOS and use a boot loader password
here, you will subsequently need to enter three passwords (BIOS, boot loader, and login)
to access Linux. Type in a password of at least eight characters twice (once on each line);
then click OK or Cancel to exit the dialog.

@ The GRUB boot loader will be installed on /dev/sda.

3 No boot loader will be installed.

You can configure the boot loader to boot other operating systems by selecting from the list. To add an
operating systems that was not automatically detected, click 'Add.' To change the operating system booted
by default, select 'Default’ next to the desired operating system.
Default Label Device | Add |
Fedora /dev/Groupl/LogVol00 | Edit |
| |

Delete

A boot loader password prevents users from changing options passed to the kernel. For greater system
security, it is recommended that you set a password.

[] Use a boot loader password

[] Configure advanced boot loader options

Dtese oies| [wmac | (o]

FIGURE 1.17 Select whether you want to use a boot loader and configure other boot
options.

NOTE

If you are planning to dual boot your PC with Windows, it appears in the list of boot
options as Other. You can click the Edit button to access options that enable you to
rename it something a little more informative, or even set Windows as the default
option for GRUB.

If you click the Configure Advanced Boot Loader Options button, you are asked for argu-
ments to pass to the Linux kernel before booting. Kernel arguments are used to enable or
disable various features of Linux at boot time. If you install the source to the Linux
kernel, you can find documentation about the more than 200 different kernel arguments
in the file kernel-parameters.txt under the /usr/src/linux/Documentation directory.

Click Next to set your boot loader configuration. You then proceed to the network inter-
face configuration, as shown in Figure 1.18.
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Network Devices

Active on Boot Device IPvd4/Netmask IPvG/Prefix
etho DHCP Auto

Hostname
Set the hostname:
) automatically via DHCP

® manually |optimus.hudsen.com| (e.g., host.domain.com)

Miscellaneous Settings

|DBeIease Nnte5| ‘ 4a Back | | & Next |

FIGURE 1.18 Select or enter networking configuration information.

Network Configuration

If you have an installed network adapter, you are asked for network configuration details,
as already shown in Figure 1.18. Fedora can be set to automatically configure networking
upon booting. Note that you can also configure networking following installation, using
Fedora’s system-config-network graphical network administration tool (see Chapter 10,
“Managing Users,” for details about using these tools).

NOTE

If the Linux kernel finds more than one network interface installed on your computer,
you might be asked to configure a second ethernet device. This might be the case, for
example, if you are installing Fedora on a computer that serves as a gateway or fire-
wall. If you configure more than one ethernet device, the device named etho is the first
active interface when you start Fedora.

You can choose to have your interface information automatically set with DHCP.
Otherwise, especially if you are configuring a DHCP server, manually enter an IP address,
hostname, or gateway address (such as for a router), along with DNS information if you
click the Edit button listed by the interface (such as eth@ in the example). After making
your selection, click Next to continue.
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Setting the Time Zone

You are next shown a Time Zone Selection dialog (see Figure 1.19). There are two
“clocks,” or times, when using a PC: the hardware clock, maintained by hardware in the
computer and a backup battery; and the system time, set upon booting and used by the
Linux kernel. It is important to keep the two times accurate and in synchronization
because automated system administration might need to take place at critical times. Many
computer installations use computers with hardware clocks set to GMT, which stands for
Greenwich Mean Time. The more modern designation is UTC or Coordinated Universal Time.
The Linux system time is set relative to this time and the default time zone, such as
Eastern Standard Time, which is -5 hours of UTC.

Selected city: London, Europe

‘ Europe/London -

System clock uses UTC

| [ Release Notes | | @Back | [ Next 1

FIGURE 1.19 Select your time zone.

Setting the computer’s hardware clock to UTC (GMT) has the advantage of allowing the
Linux system time to be easily set relative to the geographic position of the computer and
resident time zone (such as a Linux laptop user who would like to create files or send elec-
tronic mail with correct time stamps, and who has traveled from New York to Tokyo).

TIP

Read the man page for the hwclock command to learn how to keep a running Linux
system synchronized with a PC’s hardware clock.

Choose your time configuration, and then click Next.
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Creating a Root Password and User Accounts

You are next asked to enter a root operator password, as shown in Figure 1.20. Type in a
password, press Tab or Enter, and then type it again to make sure that it is verified. The
password, which is case sensitive, should be at least eight characters (or more) and consist
of letters and numbers. Note that the password is not echoed back to the display. Your
root password is important because you need it to perform any system administration or
user management with Fedora.

O The root account is used for administering the

system. Enter a password for the root user.

Root Password: | .............. ‘

Confirm: | ..............

| () Release Notes | | @Back | | & Next

FIGURE 1.20 Type in, and do not forget, your root password.

Do not forget your system’s BIOS, boot loader, or root passwords! Some equipment,
such as notebook computers, might require factory replacement of motherboard
components if the owner forgets the BIOS password. The BIOS settings on most
desktop PCs can usually be reset via a jumper or removal and insertion of the mother-
board battery. If you forget your boot loader password, use a boot disk (perhaps
created during installation as shown later on in this chapter) or boot to a rescue mode
by using your Fedora disc and reset the root password, using the passwd command.

When finished, click Next to continue with software package selection for your
new server.
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NOTE

You can create a root account only during a Fedora install. You will have to create user
accounts after booting, using a command-line program (such as adduser) or the graphi-
cal system-config-users client. Create an account for yourself and any additional
users. Usernames traditionally consist of the first letter of a person’s first name and
then the last name. For example, Tom Denning would have a username of tdenning. Do
not forget to enter a password for any new user! If you create a user without a creating
a password, the new user will not be able to log in.

You should create at least one user for your server in addition to the root operator.
This is for security purposes and to avoid logging in as root, either through the
keyboard at the server or remotely over the network. The default shell and home direc-
tory settings should remain set at the defaults, which are the Bourne Again SHell
(bash) and the /home directory.

See Chapter 4 for how to become the root user or run root commands as a regular
user. See Chapter 10 for details on managing users.

TIP

Good passwords are essential for system security. However, some people still rely on
passwords as simple as admin. This is asking for trouble, and we would encourage you
to create a strong password made up of letters, numbers, and even punctuation. It can
be difficult to create a password that is easily memorable and that includes punctua-
tion, but it can be simpler than you think. For instance, George Nedeff may want to use
his full name as a password, but that would be easy to crack. What he could do is use
punctuation and numbers to replace similar letters in his name, such as
G30rg3n3defF. This is a very strong password, and not easily broken, but at the same
time it is very easy to remember.

Software Selection and Installation

Fedora enables you to select three pre-defined options for the installation package mani-
fest. For this example we’re just going to use Office and Productivity, but if you are going
to explore the chapters in the latter third of this book then you will need Software
Development, and you will definitely need Web Server if you are going to use what you
learn in Chapter 17. This screen is shown in Figure 1.21.

What Happened to Install Everything?

In previous versions of Fedora and Red Hat Linux, there was an option to install every-
thing available. This has now been removed from Fedora for a number of reasons. First
of all, installing all the packages can create dependency nightmares when upgrading
and installing new packages. Second, there can be too many packages for new users
to handle. Third, and perhaps most importantly, it can pose a huge security risk to your
system. The more software you have installed, the greater the risk that someone could
find a vulnerable entry point into your system.
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The default installation of Fedora includes a set of software applicable for general
internet usage. What additional tasks would you like your system to include support for?

|® Office and Productivity
[ Software Development
[ web server

Please select any additional repositories that you want to use for software installation.

| <p Add additional software repositories

You can further customize the software selection now, or after install via the software
management application.

@ Customize later ) Customize now

| Dﬂelease Nntes| ‘ %A Back | i}ﬂext

FIGURE 1.21 Fedora’s new and simplified package selection screen.

NOTE

Fedora can enter your own repositories at install time. Fedora takes these new reposi-

tories into account when you go through the Customize Packages screens. All you have
to do is provide a name for the repository, as well as the FTP or HTTP server and path

details to the repomd.xml file. Just click the Add Repository button to do this.

You are also able to specify whether you want to customize your package selection further
by selecting the Customize Now button and clicking Next. Otherwise, just click Next to
land at the final screen.

If you decide to customize your package choice, you will see a screen similar to

Figure 1.22. On the left side are the generic categories that contain software. As you click
on each category, a new set of package groups appears on the right side. Mark the check
box against each package group to install the default packages associated with that group.
If you want to specify additional packages within the group, click the optional packages
button to see all the other packages available for the group. Select the ones that you
require and click close to add them to your package list. After you finish selecting your
packages, click Next to allow Fedora to scan for any dependency problems.
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Desktop Environments B 7"&' GNOME Desktop Environment
Applications @ m KDE (K Desktop Environment)

Development
Servers

Base System
Languages

|KDE is a powerful graphical user interface which includes a panel, desktop, system
icons, and a graphical file manager.

‘Dﬂelease Notes| | 4 Back | ‘ & Next ‘

FIGURE 1.22 Fine-tune your installation by selecting only the packages that you really need.

You finally arrive at the last screen before Fedora actually starts to install anything, so it is
a good idea to take a deep breath and think about anything you might have forgotten. It
is easy to go back to any stage of the installation process by clicking the Back button until
you reach where you want to go.

When you are happy, click Next to allow Fedora to install the system. Now is a good time
to make a cup of coffee because it can take up to an hour to install Fedora, depending on
the options that you have chosen. As Fedora is installed, it tells you which package it is
currently working on, as shown in Figure 1.23.

If you are installing over a network or by DVD, take a break because the install proceeds
unattended through the software installation.

Finishing the Install
You are finished! Click the Exit button, and the installer ejects any inserted media and
reboots. The GRUB boot loader presents a boot prompt as shown in Figure 1.24.

If you have set a GRUB password, press P, type your password, and press Enter. If you do
nothing for five seconds, or press Enter, either boot loader boots Linux.

After installation, you can edit the file /boot/grub/grub.conf and change the timeout=
setting to change the boot time to a value other than five seconds.
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fedord®

D 33 of 805 packages completed

Installing nss - 3.11.5-2.fc7.i386 (1 MB)
Network Security Services

[ Release Notes

o
=3

FIGURE 1.23 The Fedora installer formats your drive, and then installs selected software
package groups.

Pressrany kKey tolenter the meni

Booting Fedora (2.6.21-1.3194. fe7) in 3| seconds. .. [}

fedora®

FIGURE 1.24 Boot Fedora with GRUB by pressing the Enter key or waiting five seconds.
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Firstboot Configuration

Although the vast majority of configuration is done during the actual installation, Fedora
allows you to choose some more options before you log in for the first time. When you
boot Fedora, it loads firstboot, which is the utility responsible for personalizing your
computer. It asks you a few straightforward questions and the end result is that you are
able to log in to Fedora.

The first screen welcomes you to firstboot and you should click Next to start. The next
screen asks whether you accept the conditions under which Fedora is released. If you
agree with what is said, click the Yes button and then click Next.

NOTE

To read the end user licensing agreement for Fedora, go to http://fedoraproject.org/
wiki/Legal/Licenses/EULAT.

Firewall configuration is up next (see Figure 1.25), and you should always have your fire-
wall enabled. Sensibly Fedora defaults to this, but it also asks you whether you want to
allow access to specific ports to allow services to run. Depending on your requirements,
you might want to select one or more of the boxes. You can also enter in specific ports
and the protocol (TCP or UDP), although you should be aware that the more services or
ports you allow access to, the less secure your system becomes as it opens up more oppor-
tunities for attack.

Welcome =) .
&= Firewall
Information
Firewall You can use a firewall to allow access to specific services on your
SELinux . computer from other computers and prevent unauthorized access from
. the outside world. Which services, if any, do you wish to allow access to?
Date and Time
Hare!ware Firewall: | Enabled H
Profile
Create User Trusted services: [ Frp
Sound Card .
O Mail (SMTP)
[1 NFs4
SS5H
[0 samba

[ Secure WWW (HTTPS)

]

= Other ports

Ports Proto =k Add
= Remove

fEdorO [ 4mBack } |§‘£nrward|

FIGURE 1.25 The Firewall is a key part of your defense against would-be crackers. When you
are happy with your selection, click the Next button to start configuring SELinux.
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SELinux allows a much more detailed security policy, and is still in development.
Introduced in Fedora Core 2, SELinux is an NSA initiative to provide Linux with an in-
depth mandatory access control system that compartmentalizes the system. Basically, if
an intruder gets onto the system, then SELinux limits the amount of damage that the
intruder can cause.

As mentioned earlier, SELinux came from the NSA (National Security Agency), one of
the most secret organizations in the United States. The community’s shock at having
this technology released to them can be summed up by Larry Loeb when he said, “Let
me assure you that this action by the NSA was the crypto-equivalent of the Pope
coming down off the balcony in Rome, working the crowd with a few loaves of bread
and some fish, and then inviting everyone to come over to his place to watch the
soccer game and have a few beers. There are some things that one just never expects
to see, and the NSA handing out source code along with details of the security mecha-
nism behind it was right up there on that list.”

You are able to select specific behavior according to your requirements, but unless you
have a specific reason to change any of the default settings, just click the Next button to
continue. The default settings provide a very secure system.

Following on from SELinux, Fedora gives you a chance to set up your time and date
settings. You already gave Fedora your location in the world, but this screen (see Figure
1.26) enables you to fine-tune your time and date, as well as opt to use the Network Time
Protocol and get an accurate time from one of the many hundreds of time servers across
the world.

OK

After the Time and Date settings comes your chance to actively contribute to Fedora'’s
development. Smolt (see Figure 1.27) was designed to gather information about your
hardware configuration so that the Fedora Project could build up a database of known
working hardware configurations. It enables the Fedora Project to analyze on what kinds
of systems Fedora is being used, and also enables them to prioritize development on
specific platforms. If you have a network connection, we recommend that you take part.
No personal details will be sent as part of Smolt’s submission and you will be helping in
the future development of Fedora.

Clicking Next takes you to the Add New User screen (see Figure 1.28) and allows you to
enter details for one user initially. You can enter the user’s full name, username, and pass-
word (which you need to enter again to confirm) and also choose any other authentica-
tion settings such as use of Kerberos or NIS services. When you have completed
firstboot, you can create other users, using the system-config-users utility.
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Welcome

Date and Time

Information

Firewall Please set the date and time for the system.
SELinux y -
A ims Date & Jime | Network Time Protocol
Hardware : [DFER e
Profile 4 June v {2007 » Current Time : 21:45:07
Create User sun Mon Tue Wed Thu Fi Sat Hour: |21 =
Sound Card 1 2
; + B e 7 8 9 Minute : |42 =
10 11 12 13 14 15 16 second: [25 =

17 18 19 20 21 22 23
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fedora sk | [ ravad]

FIGURE 1.26 Never be late again by setting your system clock correctly.

Welcome

License
Information

% Hardware Profile

Firewall Smolt is a hardware profiler for The Fedora Project. Submitting your
SELinux - profile is a great way to give back to the community as this information is
used to help focus our efforts on popular hardware and platforms.

Date and Time ¢ Submissiens are anonymous. Sending your profile will enable a monthly

Hardware update.

iy UUID: 1165112f-d89e-433b-b71a-b1cb17373ea [
Create User 05: Fedora release 7 (Moonshine)

Sound Card Default run level: 5

Language: en_US.UTF-8

Platform: i686

BogoMIPS: 6865.23

CPU Vendor: Genuinelntel

CPU Model: Intel{R) Pentium(R) 4 CPU 3.40GHz
Number of CPUs: 1

CPU Speed: 3398

System Memory: 503

System Swap: 1023

Vendor: VMware, Inc.

System: VMware Virtual Platform None
Form factor: unknown

Kernel: 2.6.21-1.3194.fc7

- =

Send Profile

» Do not send profile

fEdOl"Q [ 4 Back I I»ﬁurwardl

FIGURE 1.27 Help Fedora by submitting information about your hardware.
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Welcome

Create User

Information

Firewall It is recommended that you create a 'usemame’ for regular (non-
SELinux . administrative) use of your system. To create a system 'username,’
please provide the information requested below.

Username: andrew

Date and Time

Hardware
Profile

Create User Full Name: Andrew Hudson

Sound Card

Password: CEEETER)

If you need to use network authentication, such as Kerberos or NIS,

please click the Use Network Login button.
Use Network Login...

fedora [ gasecic I, ab rorvi

FIGURE 1.28 Add your first user in this screen.

After adding your user, you are taken to the Sound Card options, as shown in Figure 1.29.
Fedora usually does a good job of detecting your sound card, but to make sure, click the
Play button in the Sound Test area to play a sample sound.

Welcome

License % Sound Card

Information
Firewall An audio device has been detected in your computer.

SELinux Click the "Play" button to hear a sample sound. You should hear a series
Date and Time ) of three sounds. The first sound will be in the right channel, the second
Hardware e sound will be in the left channel, and the third sound will be in the center.

Profile
Create User
* Sound Card Selected card
Vendor: Ensonig
Model: ES1371 [AudioPCI-97]
Module: snd-ens1371

The following audio device was detected.

Sound test

3 [ | --- Stopped --- [] Repeat
Volume settings
Q (= D)
Device settings

PCM device | ES1371 DAC2/ADC ]

fedoro €a Back Finish |

FIGURE 1.29 Test your sound card to make sure you can hear music!
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Finally click the Finish button to go straight to the login prompt, as shown in Figure 1.30.
Here you should log in as the user you created during firstboot; do not log in as root
because you can cause some serious damage if you do not know what you are doing.

. I 8 Andrew Hudson

Username:

= —
P Tter your username |

| © Language & Options S shut Down i

]ﬂ
... fadora

Tue Jun 05, ¢ PM
optimus.hudson.com

FIGURE 1.30 Enter your username and password to log in to Fedora.

Logging In and Shutting Down

If you chose to use the text-based installer during the installation, you normally log in at
a text-based login prompt. If you used the graphical install and didn’t remove X from the
package manifest, you log in using a graphical login prompt, the screen clears after your
system boots, and you are presented with a graphical login screen, as shown previously
in Figure 1.30.

To log in at the text-based prompt, type your username and press Enter. You are then
prompted for your password. After you press Enter, you are at the Linux command line. If
you use a graphical login, you can use the shutdown or reboot menus in the screen’s
dialog to shut down or reboot your system. To immediately shut down your system from
the command line of a text-based session, use the su command and its -c option to run
the halt command, like this:

$ su -¢ '/sbin/shutdown -h now'
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You can also use the reboot command to restart your computer like this:

$ su -c '/sbin/reboot'

For new users, installing Fedora is just the beginning of a new and highly rewarding
journey on the path to learning Linux. See Chapter 4 for additional information about
using Linux commands. For Fedora system administrators, the task ahead is to fine-tune
the installation and to customize the server or user environment.

Reference

» http://fedoraproject.org—The place to start when looking for news, information,
and documentation about installing, configuring, and using Fedora.

» http://tinyurl.com/c2x5u—Symantec’s PartitionMagic utility includes BootMagic,
which can be used to support booting of Linux or, regrettably, other less-capable
operating systems, such as Windows XP.

» http://www.v-com.com/product/System_Commander_Home.html—V
Communications, Inc.’s System Commander, a commercial 4.2MB download that
can be used to support booting of any operating system capable of running on
today’s PCs. An intelligent partitioning utility, Partition Commander, is included.

» http://www.nwc.com/columnists/1101colron.html—How to use Intel’s Pre-
execution Environment (PXE) protocol to remote boot workstations.

» http://www.gnu.org/software/grub/—Home page for the GRUB boot loader.
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CHAPTER 2
Fedora Quick Start

Part of the challenge of moving to a new operating
system is moving beyond any pre-conceived ideas about
how things should work. If you have been locked into a
Windows environment and this is your first move to Linux,
then you may start out by hunting for the My Documents
and My Computer icons on your desktop, but without
much success as you won't find them there. Likewise, if
you are used to a Mac OS X desktop then you may feel
somewhat lost without the presence of the dock to help
launch applications. No matter, though; in this chapter you
will learn the fundamentals of working with Fedora so that
you can comfortably progress through the rest of the book.

Done In this chapter we will look at how to find your way
around your new desktop, what each of the menu options
contain, as well as taking you through the pre-installed
software. We will also look at how to install new software,
and more importantly ensuring that your installed software
is kept up to date with relevant patches and security
updates. Connecting to a network, either wirelessly or
through a physical connection is something that is
common to almost everyone, so we will look at this later
on in the chapter.

The Fedora Desktop

After you have logged in to Fedora for the first time, you
will be greeted with the default desktop. It resembles some-
thing like that shown in Figure 2.1.

Along the top and bottom are panels, which can contain
items such as menu options (like on the top panel) or other
shortcuts such as the web browser icon to the right of the
System menu. The main window contains three icons:
Computer, Home, and Trash.

IN THIS CHAPTER

» The Fedora desktop
» Getting Around Fedora
» Available Applications

» Keeping Your Software Up
to Date

» Configuring Wireless Networks



42 CHAPTER 2 Fedora Quick Start

£ Appications Places System @ E B S all  Andrew Hudson  4:51 PM ]

o>

~®

# fedor
[ 1
FIGURE 2.1 The Fedora desktop, your gateway to a better computing life.

NOTE

In Linux-speak, the tilde character (~) represents Home, or the folder that contains
information that is specific to your login. So my home directory is called andrew’s
home, as this matches my login name. Your login name will differ, unless of course
your name is andrew too!

It's useful to remember the tilde, especially when you come to the Command Line
Quickstart (Chapter 4) or the Command Line Masterclass (Chapter 32) as it will help
you with navigating via the terminal.

Apart from these three icons, there are a set of shortcut icons immediately to the right of
the System menu that represent five useful applications you may want to access quickly.
You'll also see the clock farther along the top panel, as well as a speaker icon representing
the sound options. You may also see an icon denoting your wireless network connection
status; more on this as part of the Wireless Networking section.

At the bottom left of the screen is another small icon that is used to show your desktop.
When you have many different windows open and you need to quickly access something
on your desktop, then you can click on this icon and all the windows minimize, leaving
you with your desktop. If you want, you can then click again on this icon and the
windows all re-appear.
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The bottom-right side of the screen holds something that until recently was exclusive to
Unix/Linux platforms, and this is the workspace switcher. You can click on any of the
four screens to access that screen.

Workspace Switcher—A Quick Primer

Workspaces are something that you probably haven’t come across in other operating
systems, but you will see them a lot in Fedora and other Linux, FreeBSD, and Unix
systems. Essentially Fedora creates four workspaces across which you can run several
applications, depending on how you work. For instance, you could use workspace one
for your word processor, workspace two for your spreadsheet, workspace three for your
email, and workspace four for your configuration tools.

Accessing each workspace is as simple as clicking on it in the Workspace Switcher.
Fedora immediately switches to that workspace and displays whatever applications are
present. Your desktop and any icons on it remain on the workspace, ready for your use.

Alternatively, if you want to use the keyboard to switch between workspaces, you need
to press Ctrl+Alt and either the left or right cursor key to move left a workspace or
right a workspace. Fedora keeps you in the loop as to which workspace is currently
active by highlighting it in the Workspace Switcher. You can also see small windows
open within the workspaces that have active applications.

Finally, in the bottom-right corner is the trash can, to which you can drag files to be
deleted when you are ready. By default it is empty, but as you delete things the trash can
becomes full, indicating that there is something there.

Getting Around Fedora

As mentioned earlier, Fedora is the gateway to a better computing life. But getting to that
better computing life means that you need to understand where Fedora stores things on
its desktop. We have already covered the basics of what the desktop looks like, but in this
section we go a little deeper and explore some of the menu options, as well as some of
the tips and tricks you can use to get around Fedora.

The Menu Options

Fedora automatically creates three menu options for you along the top panel. These are
Applications, Places, and System. Don’t be confused into thinking that the Fedora logo is
a menu in itself; it is just part of the Applications menu.

The three menus hold different things, and it is important for you to understand where
you can find specific applications, utilities, and shortcuts that you will use to interact
with your system.

The Applications menu holds all the GUI applications that are currently installed on your
system, arranged into pre-defined groups such as Accessories, Office, Internet and so on.
At the bottom of this menu is an entry that enables you to add or remove additional
applications.
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The Places menu enables you to quickly navigate to certain locations that are either local
to your computer or, in the case of network server, that are on remote machines. You will
also find options for searching as well as accessing recent documents in the Places menu.

The final entry is the System menu, which holds all the associated utilities that you need
to administer your system, including options to log out, suspend, and shut down your
system. Two sub-menus under the System menu neatly separate system-wide changes from
user-based changes. The Preferences sub-menu enables you to change settings that are
specific to your user login, so they affect only you and not any other users. Adminis-
tration, on the other hand, enables you to make system-wide changes such as adding
printers, working with logical volumes, and modifying system services, to name but a few.

Window Selector

An important part of the Fedora desktop is the window selector (shown in Figure 2.2),
which appears on the bottom panel by default. As you launch applications, they appear
in the main desktop and an icon and associated application name appear in the bottom
panel. Each application appears in the panel for that specific workspace, enabling you to
easily organize your applications. The Window Selector also enables you to quickly switch
between windows by clicking on each entry. By clicking on each entry you bring the asso-
ciated window to the front of the screen. If you then click again on the entry you mini-
mize that application, and maximize it if you click on it once more.

[3) (1 gFp 2.018 | B root@teletranjetcred |8 Computer 1 m

FIGURE 2.2  Use the window selector to switch between open applications.

The Computer Icon

As an entry point to your system, the Computer icon is one tool for navigating through
your system with the GUI interface. The interface itself is called Nautilus, and is the
default file manager for Fedora. You will see a screen similar to that in Figure 2.3,
although it may vary depending on whether you have additional drives and storage
devices attached to your computer. You navigate through the file system by double-click-
ing each icon, opening the contents of the folder into a new window.

The Home Icon

Fedora uses the Unix method of assigning a Home directory to every end-user. The direc-
tories are collectively stored under the /home directory, so you may see entries for
/home/andrew or /home/bernice. However, Fedora also creates a shortcut icon for each
user that appears on her desktop when she logs in. This shortcut icon takes the user
directly to her home directory, where she can store documents and files that are specific
to her. All your personalized settings are stored under the home directory, as they are
specific to you.
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FIGURE 2.3 Use Nautilus, Fedora’s GUI file manager, to navigate through the directories on
your file system.

NOTE

So we said that all your personalized settings are stored in your home directory, but
when you open it up you find that you can’t see anything but the default directories.
This is because all your personalized settings are stored in hidden folders, commonly
prefixed with a period. Simply go to the View menu and select Show Hidden Files and
suddenly you'll see all the folders that are related to your settings.

In older releases, Fedora left the Home directory pretty much empty (with the exception
of the personalized settings, which are hidden) but now there are seven folders to help
you organize your files. You don’t have to keep any of them, but they are there as a
helping hand in your move to Fedora.

When you double-click a folder, the icon changes to denote that the folder’s contents are
open in another window, as shown in Figure 2.4.

If you find that you are working with a lot of folders, then Nautilus has a handy feature
that lets you close all folders, or just the parents of the folder with which you are
currently working. Just select the File menu within the Nautilus window and select your
desired option.

Accessing the Command Line

Throughout this book you will see references to the command line, also known as the
terminal. This is your way to execute commands directly, using a text-based input rather
than a GUI utility.

Previous versions of Fedora kept the Terminal application in the Applications, Accessories
menu. Fedora 7 has changed this so that the Terminal now appears under Applications,
System Tools, reflecting its status as a tool for accessing system settings and carrying out
administration. You can use several terminal applications, but Fedora defaults to gnome -
terminal, and unless you have a really good reason for switching, you should find it does
everything you need.
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FIGURE 2.4 Keep track of which folders are open by looking at the folder icons.

Available Applications

If you have installed Fedora using the DVD supplied with this book, and used the default
selection of packages (Productivity) then congratulations, because you now have a fully
functional operating system, complete with word processor, spreadsheet, email client,
calendar, instant messaging client, and other programs that will allow you to work

with Fedora.

This section touches briefly on the different applications installed when you use the
Productivity package set that is defined during the installation.

Office Suite

The office suite of choice for Fedora is OpenOffice.org. If you have hung around any
Linux geeks for long enough you are bound to have heard of this increasingly popular
open source office suite. It comprises several components, but Fedora delivers word
processing (Writer), spreadsheet analysis (Calc), and presentation delivery (Impress) out of
the box. Chapter 6, “Productivity Applications,” looks at OpenOffice.org in more depth.
You can access Writer, Impress, and Calc by clicking on the shortcut icons in the top
panel.

Internet Workstation

Linux was designed with communication in mind, and it is fitting that Fedora comes
with a suite of Internet tools, including the popular Firefox web browser, Evolution PIM
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(Personal Information Management) software, Pidgin (Instant Messaging client formerly

known as GAIM), and Ekiga (video conferencing). You can launch Firefox by clicking the
globe icon in the top panel bar, and can launch Evolution by clicking the envelope icon,
again in the top panel bar. Chapter 5, “On the Internet,” covers Internet applications.

Multimedia

Multimedia is a big thing these days, with many different people carrying USB flash
drives full of music, photos and other media types. Fedora itself includes the GIMP, a
powerful graphic manipulation package, along with gThumb for managing your photo
collections. It is also well served in the music department, offering a CD player, CD
ripper, and media player to handle various free codec-based files. You are also able to
obtain software to watch DVDs and other proprietary video formats, although this may
be illegal in your country.

NOTE

Fedora doesn’t ship with MP3 support as standard, nor does it include support for
many of the standard formats found within Windows or Mac OS X. This is down to the
patents that are used in the development of these formats, more commonly known as
codecs. Inclusion of these codecs in Fedora is prevented due to the legality of the
licenses and patents involved. However, all is not lost. Some third-party repositories
offer plugins for the multimedia applications bundled with Fedora, which allow them to
use additional codecs.

Games

Since Windows 386 included Reversi, it’s kind of been a given that most operating
systems include some simple games. Fedora follows in this tradition with a selection of
games and puzzles to provide a momentary distraction. We don't actually cover the
default selection of games because they’re pretty straightforward, but Chapter 9, “Games,”
takes a look at some of the better known games available for Fedora.

Keeping Your Software Up To Date

With any operating system it is important to ensure that you have the most recent bug
fixes and patches, which are designed to make your applications even more stable.

Fedora makes updating your software extremely easy and relies on an application called
pup, which can be found under Applications, System Tools as the Software Updater entry.
In fact, when you log in to Fedora, pup automatically checks the configured software
repositories to see whether any updates are available and then asks whether you wish to
download them. This is shown in Figure 2.5.
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There are 7 package updates available.
| View Updates .

FIGURE 2.5 pup keeps an eye out for any updates and notifies you through an alert in the
top panel.

The nice thing about updating with pup is that it updates all the software installed

through Fedora in one go, as shown in Figure 2.6, rather than updating only the core
operating system or certain parts of it.

(= PackageUpdater  —Ex

% Package Updater

Updates available

¥ Updated firefox packages available
Updated freetype packages available
Updated libexif packages available
Updated libwnck packages available
Updated mutt packages available

B & & /& &

Updated pidgin packages available

]

Updated yelp packages available

P Update Details

‘ aguit | Apply updates

FIGURE 2.6  Use pup to manually update your entire system.

The partner to pup is pirut, or the Add/Remove Software item under the Applications
menu. This is Fedora’s default software management tool and allows you to install further
software packages or remove them as necessary. Pirut (shown in Figure 2.7) enables you
to select using groups of packages (for example, Window Managers, Software
Development), individual packages from a list, or by searching for specific packages.
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FIGURE 2.7 pirut helps you manage your selection of software.

Configuring Wireless Networks

Wireless networking used to be a pig to configure for Linux, requiring a lot of compli-
cated steps to connect to a wireless network. However, Fedora includes a great utility
called NetworkManager that makes connecting to and managing wireless networks
extremely easy. Thanks to the inclusion of several wireless chipset drivers in the Fedora
Linux kernel, it is now very easy to connect to WEP-and WPA-encrypted wireless
networks.

Fedora now includes support for Intel wireless chipsets out of the box, so if you have a
Centrino notebook then you should have no problem connecting to a wireless network.
This also extends to anyone who uses a device based upon the zd1211 chipset, which
includes some USB adaptors. However, for Broadcom-based wireless systems, you need to
retrieve the fwcutter program to extract the firmware from the relevant driver file. Head
on over to http://tinyurl.com/eemyd for full instructions on where to retrieve the driver
files and also how to use fwcutter. When you have extracted the firmware, you need

to place it (as root) in the /1ib/firmware directory. Regardless of the chipset that you
use, you need to activate NetworkManager in system-config-services as well as
NetworkManager Dispatcher. When these are activated, nm-applet appears in the notifica-
tion area of your top panel (see Figure 2.8). This is the applet that handles and monitors
network connections.
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FIGURE 2.8 The Network Manager notification applet, shown here already connected to a
wireless net.

It is worthwhile rebooting at this point so that Fedora can detect the presence of the
firmware. When you have logged back in, click the nm-applet icon in the toolbar to
connect to a wireless network. If your wireless access point broadcasts its SSID, it should
appear in the list under wireless networks (similar to Figure 2.7). Simply click on the
required network and NetworkManager senses what encryption (if any) is in use and asks
you for the passkey. Enter this and Network Manager starts the wireless connection. The
passkey is then stored in the default keyring, so if you have not yet used the keyring, you
are asked to create a password. From now on, whenever you log in to Fedora, you will be
asked for the key to unlock the keyring.

If for some reason your wireless network does not appear (you might have your SSID
hidden), you have to use the Connect to Other Wireless Network option, which brings up
the screen shown in Figure 2.9

Connect to Other Wireless Network

@ Existing wireless network
Enter the name of the wireless

network to which you wish to connect.

Network Name:  |SKY35120 |

Wireless Security: |WPA Personal = l

Password: [uuuuuuu| ]

] Show password

Type: |Autnmatic (Default) s |

| X Cancel | [ =g=Connect ]

FIGURE 2.9 Use NetworkManager to configure your wireless network connection settings.
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NetworkManager can handle WEP and WPA encryption. You are advised to use WPA
encryption as it is the stronger of the two.

NetworkManager can also connect to Cisco VPN connections, using the networkmanager -
vpnc software. Use yum to install this, and you will be able to specify connection settings
as appropriate, or if you have access to a pre-defined configuration (.pcf file) you can
import it directly into NetworkManager.
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CHAPTER 3
Working with GNOME

Imagine a world of black screens with white text, or for
those of you who remember, green screens with green text.
That used to be the primary interface for users accessing
computers. Computing has moved on significantly since
then and has adopted the graphical user interface, or GUI,
as standard on most desktop and workstation platforms.

Fedora is no different and its primary window manager is
called GNOME (the Gnu Network Object Model
Environment). Based upon the ethos of simplicity by
design, GNOME offers a rich and full interface that you can
use easily to be productive. The principle design objectives
include an intuitive system, meaning that it should be easy
to pick up and use, as well as good localization/internation-
alization support and accessibility.

GNOME is founded upon the X Window System, the
graphical networking interface found on many Linux distri-
butions, which provides the basis for a wide range of
graphical tools and window managers. More commonly
known as just X, it can also be referred to as X11R7 and
X11 (such as that found on Mac OS X). Coming from the
world-renowned Massachusetts Institute of Technology, X
has gone through several versions, each of which has
extended and enhanced the technology. The open source
implementation is managed by the X.Org foundation, the
board of which is made up of several key figures from the
open source world.

The best way to think about how X works is to see it as a
client/server system. The X server provides services to
programs that have been developed to make the most of
the graphical and networking capabilities that are available
under the server and in the supported libraries. X.Org
provides versions for many different platforms, including
Linux and Mac OS X. Originally implemented as XFree86,
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X.Org was forked when a disagreement broke out over certain restrictions that were going
to be included in the XFree86 license. Taking a snapshot of code that was licensed under
the previous version of the license, X.Org drove forward with its own implementation
based on the code. Almost in unison, most Linux distributions turned their back on
XFree86 and switched their development and efforts to X.Org.

In this chapter you will learn how to work with GNOME and also the version of X that is
included with Fedora. We look at the fundamentals of X, as well as how to get X to work
with any upgrades that might affect it, such as a new graphics card or that new flat panel
display you just bought. We also take a look at some of the other Window Managers that
are included with Fedora, including KDE and Xfce.

The Red Hat and Fedora Desktop

If you have used prior versions of Fedora and indeed Red Hat Linux, you will be more
than aware of Bluecurve and perhaps also Clearlooks. Fedora has now settled on a
consistent style throughout the whole distribution and has finally done away with the
slightly older-looking Bluecurve icon set in favor of the Echo theme. Based on the
Clearlooks theme, Fedora now looks better than ever, giving users a beautiful desktop
to work with. KDE, another window manager you’ll learn about later, has also

received some polish, and the two window managers have a consistent look and feel.

The GNOME Desktop Environment

A desktop environment for X provides one or more window managers and a suite of
clients that conform to a standard graphical interface, based on a common set of software
libraries. When they are used to develop associated clients, these libraries provide graphi-
cal consistency for the client windows, menus, buttons, and other onscreen components,
along with some common keyboard controls and client dialogs. The following sections
discuss the primary desktop environment that is included with Fedora: GNOME.

The GNOME project, which was started in 1997, is the brainchild of programmer whiz
Miguel de Icaza. GNOME provides a complete set of software libraries and clients.
GNOME depends on a window manager that is GNOME-aware. This means that to
provide a graphical desktop with GNOME elements, the window manager must be written
to recognize and use GNOME. Some compliant window managers that are GNOME-aware
include Havoc Pennington’s metacity (the default GNOME window manager),
Enlightenment, Compiz, Window Maker, IceWM, and beryl.

Fedora uses GNOME'’s user-friendly suite of clients to provide a consistent and user-
friendly desktop. GNOME is a staple feature of Red Hat Enterprise Linux distribution and
Fedora because Red Hat actively supports its development. GNOME clients are found
under the /usr/bin directory, and GNOME configuration files are stored under the
/etc/GNOME and /usr/share/GNOME directories, with user settings stored in the home
directory under .GNOME and GNOME2.
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A representative GNOME desktop, running the removable media preferences tool used for
setting actions to events, is shown in Figure 3.1.

[ Peelcation: Puces System ARLEE ol Ancrew Hudson  8:71 PM o]

REmovable Drives wnd Medii Piefernces
Stofage Mutimeda Cameras PDAS Printers & Scanners | input Devices

Removable Storage
¥ Mount remavable drives when hot-plugged
= & Mot removable media when inserted

1 Browse removable media when iserted
"] Auto-run programs on new drives and media
[7] Auta-gpeen files on new drives and meda

Blank €O and OVD Discs
[] Buem a CO or DVD when a blank disc ks inserted

E2 [ memovable Orives and Meda

FIGURE 3.1 Fedora’s GNOME desktop uses the metacity window manager and offers a selec-
tion of GNOME themes.

You can configure your desktop in various ways and by using different menu items under
the Preferences menu, which can be found as part of the main Desktop menu. The
myriad of configuration options allows you to tailor every aspect of your system'’s look
and feel. In Figure 3.2 you can see a selection of the preferences options available to you.

[ Preferences 3 ﬁ Personal
g\{ Administration  » Look and Feel

e @ Internet and Network
& Help

‘€ About GNOME
£ About Fedora

7 Hardware 1 (=) Default Printer
% System ¥ == Keyboard

& Desktop Switching Tool

Lock Screen Qt4 Config [.l" PalmOSs Devices

ﬂ Log Out andrew... L:; Removable Drives and Media
B suspend Screen Resolution
@ shut Down... B sound

FIGURE 3.2 You can customize your Fedora desktop by using the Preference settings that
are available in the System, Preferences menu.
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AIGLX—Eye Candy for the Masses

Recent development work carried out on X has allowed the introduction of a number of
hardware-accelerated effects within Fedora and its window managers. No longer do you
have to drool at your Mac OS X-using colleagues when they work; now Fedora has a
whole load of “wow” effects designed to add that professional touch to Linux.

Up until recently, enabling these desktop effects has required a lot of work, including
downloading specific packages and using the console to configure some of them.
However, with Fedora 7 this has been largely done away with and there is very little that
you need to do to get access to the effects.

If you want the flashy effects then Fedora relies upon the alternate Compiz window
manager, which to most end users does not appear any differently than Metacity, the
standard window manager in use by Fedora. You need to make sure you have the latest
version of drivers for your graphics card/chipset; we cover this in Chapter 9, “Games.”

You may wonder why installation of graphics drivers is placed alongside information on
games. For the most part 3D acceleration is not a necessity if you are using Fedora
for productivity only. However, if you are intending to work off a bit of aggression by
blowing away some opponents in Unreal Tournament, then you are going to need 3D
acceleration enabled, and you need the specific graphics drivers for that.

After you have verified your graphic driver situation, you will find a menu option under
System, Preferences, Look and Feel, called Desktop Effects (see Figure 3.3). Open it and
select the option to Enable Desktop Effects. After a couple of seconds you may see your
window decorations (title bar, minimize and maximize buttons) disappear and then reap-
pear. It may seem that nothing has happened, but check the box to activate Wobbly
Windows and then grab hold of the window title bar and move it around. If everything
has gone according to plan then it should wobble! Click Keep Settings to save the
settings, and welcome to a world of fancy effects.

G Desktop Effects x|

Desktop Effects

[ Enable Desktop gl‘fects]

Windows Wobble when Moved
Workspaces on a Cube

¥ Close

FIGURE 3.3 Use the Desktop Effects tool to set the scene for some snazzy 3D effects.

The ‘wobbly windows’ are the most obvious effect, and it provides a fluid effect when you
move your windows around the desktop area. Or if you hold down the Ctrl and Alt keys



Basic X Concepts 57

and press either the left or right cursor button, then your desktop should move as if it is
part of a cube, taking you from one virtual desktop to another.

This technology is still very much in its infancy, so expect great things in future versions!

Basic X Concepts

The underlying engine of X11 is the X protocol, which provides a system of managing
displays on local and remote desktops. The protocol uses a client/server model that allows
an abstraction of the drawing of client windows and other decorations locally and over a
network. An X server draws client windows, dialog boxes, and buttons that are specific to
the local hardware and in response to client requests. The client, however, does not have
to be specific to the local hardware. This means that system administrators can set up a
network with a large server and clients and enable users to view and use those clients on
workstations with totally different CPUs and graphics displays.

NOTE

We couldn’t think of a better way to demonstrate the capability of X to handle remote
clients than by using its capabilities to produce this chapter. Although the
OpenOffice.org file for this chapter resided on a Mac mini (running Fedora), the display
and keyboard used were actually part of an Acer Ferrari notebook running Ubuntu 6.06
LTS, via an ethernet connection. Revisions were done with the Logitech keyboard and
mouse of a desktop machine running Fedora 6, again connected to the Mac mini via X,
but this time using a wireless connection.

Because X offers users a form of distributed processing, this means that Fedora can be
used as a very cheap desktop platform for clients that connect to a powerful X server. The
more powerful the X server, the larger the number of X-based clients that can be accom-
modated. This functionality can breathe new life into older hardware, pushing most of
the graphical processing on to the server. A fast network is a must if you intend to run
many X clients because X can become bandwidth-hungry.

X is hugely popular in the Unix and Linux world for a variety of reasons. It supports
nearly every hardware graphics system, and strong multiplatform programming standards
give it a solid foundation of developers committed to X. Another key benefit of X is its
networking capability, which plays a central point in administration of many desktops
and can also assist in the deployment of a thin-client computing environment. The capa-
bility to launch applications on remote desktops and also standardize installations high-
light the versatility of this powerful application.

More recent versions of X have also included support for shaped windows (that is, non-
rectangular), graphical login managers (also known as display managers), and compressed
fonts. Each release of X brings more features designed to enhance the user experience,
including being able to customize how X client applications appear, right down to
buttons and windows. Most office and home environments run Linux and X on their
local machines. The more-enlightened companies and users harness the power of the
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networking features of X, enabling thin-client environments and allowing the use of
customized desktops designed specifically for that company. Having applications launch
from a single location makes the lives of system administrators a lot easier because they
have to work on only one machine, rather than several.

Using X

X.Org 7.2 is the X server that is used with Fedora. The base Xorg distribution consists of
30 RPM packages (almost 120MB), which contain the server, along with support and
development libraries, fonts, various clients, and documentation. An additional 1,000 or
more X clients, fonts, and documentation are also included with Fedora.

A full installation of X and related X.0rg 7.2 files can consume more—usually much
more—than 170MB of hard drive space. This happens because additional clients,
configuration files, and graphics (such as icons) are under the /usr/bin and
/usr/share directory trees. You can pare excessive disk requirements by judiciously
choosing which X-related packages (such as games) to install on workstations.
However, with the increased capacity of most desktop PC hard drives today, the size
requirements are rarely a problem, except in configuring thin-client desktops or embed-
ded systems.

The /usr directory and its subdirectories contain the majority of Xorg’s software. Some
important subdirectories are

» /usr/bin—This is the location of the X server and various X clients. (Note that not
all X clients require active X sessions.)

» /usr/include—This is the path to the files necessary for developing X clients and
graphics such as icons.

» /usr/lib—This directory contains required software libraries to support the X server
and clients.

» /usr/lib/X11—This directory contains fonts, default client resources, system
resources, documentation, and other files that are used during X sessions and for
various X clients. You can also find a symbolic link to this directory, named X11,
under the /usr/1lib directory.

» /usr/lib/modules—This path to drivers and the X server modules used by the X
server enables use of various graphics cards.

The main components required for an active local X session are installed on your system
if you choose to use a graphical desktop. These components are the X server, miscella-
neous fonts, a terminal client (that is, a program that provides access to a shell prompt),
and a client known as a window manager. Window managers administer onscreen displays,
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including overlapping and tiling windows, command buttons, title bars, and other
onscreen decorations and features.

Elements of the xorg.conf File

The most important file for Xorg is the xorg.conf configuration file, which can be located
in the /etc/X11 directory. This file contains configuration information that is vital for X
to function correctly, and is usually created during the installation of Fedora. Should you
need to change anything post-install, you should use the system-config-display applica-
tion, which is covered later in this chapter. Information relating to hardware, monitors,
graphics cards, and input devices is stored in the xorg.conf file, so be careful if you
decide to tinker with it in a text editor!

Of course, we would not send you in blindly to edit such an important file. Let us take a
look at the contents of the file so that you can get an idea of what X is looking for. The
components, or sections, of the xorg.conf file specify the X session or server layout, along
with pathnames for files that are used by the server, any options relating directly to the
server, any optional support modules needed, information relating to the mouse and
keyboard attached to the system, the graphics card installed, the monitor in use, and of
course the resolution and color depth that Fedora uses. Of the 12 sections of the file,
these are the essential components:

» ServerLayout—Defines the display, defines one or more screen layouts, and names
input devices.

» Files—Defines the location of colors, fonts, or port number of the font server.
» Module—Tells the X server what graphics display support code modules to load.

» InputDevice—Defines the input devices, such as the keyboard and mouse; multiple
devices can be used.

» Monitor—Defines the capabilities of any attached display; multiple monitors can
be used.

» Device—Defines one or more graphics cards and specifies what optional features (if
any) to enable or disable.

» Screen—Defines one or more resolutions, color depths, perhaps a default color
depth, and other settings.

The following sections provide short descriptions of these elements; the xorg.conf man
page contains full documentation of all the options and other keywords you can use to
customize your desktop settings.

The ServerLayout Section

As noted previously, the ServerLayout section of the xorg.conf file defines the display
and screen layouts, and it names the input devices. A typical ServerLayout section from
an automatically configured xorg.conf file might look like this:
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Section "ServerLayout"

Identifier "single head configuration"

Screen @ "Screend" 0 0

InputDevice "Mouse@" "CorePointer"

InputDevice "Keyboard@" "CoreKeyboard"

InputDevice "DevInputMice" "AlwaysCore"
EndSection

In this example, a single display is used (the numbers designate the position of a screen),
and two default input devices, Mouse® and Keyboardo, are used for the session.

The Files Section
The Files section of the xorg.conf file might look like this:

Section "Files"

RgbPath "/usr/lib/X11/rgb"
FontPath "unix/:7100"
EndSection

This section lists available session colors (by name, in the text file rgb.txt) and the port
number to the X font server. The font server, xfs, is started at boot time and does not
require an active X session. If a font server is not used, the FontPath entry could instead
list each font directory under the /usr/1lib/X11/fonts directory, as in this example:

FontPath "/usr/lib/X11/fonts/100dpi"
FontPath "/usr/lib/X11/fonts/misc"

FontPath "/usr/lib/X11/fonts/75dpi"
FontPath "/usr/lib/X11/fonts/typel"
FontPath "/usr/lib/X11/fonts/Speedo"

These directories contain the default compressed fonts that are available for use during
the X session. You configure the font server by using the file named config under the
/etc/X11/fs directory. This file contains a listing, or catalog, of fonts for use by the font
server. By adding an alternate-server entry in this file and restarting the font server,
you can specify remote font servers for use during X sessions. This can help centralize
font support and reduce local storage requirements (even though only 25MB is required
for the almost 5,000 fonts installed with Fedora and X).

The Module Section
The Module section of the xorg.conf file specifies loadable modules or drivers to load for
the X session. This section might look like this:

Section "Module"
Load "dbe"
Load "extmod"
Load "fbdevhw"
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Load "glx
Load "record"
Load "freetype"

Load "typel"
Load ‘"dri"
EndSection

These modules can range from special video card support to font rasterizers. The modules
are located in subdirectories under the /usr/lib/modules directory.

The InputDevice Section
The InputDevice section configures a specific device, such as a keyboard or mouse, as in
this example:

Section "InputDevice"
Identifier "KeyboardQ"

Driver "Kbd"

Option "XkbModel" "pc105"

Option "XkbLayout" "us"
EndSection

Section "InputDevice"
Identifier "MouseQ"

Driver "mouse”

Option "Protocol" "IMPS/2"

Option "Device" "/dev/input/mice"

Option "ZAxisMapping" "4 5"

Option "Emulate3Buttons" "yes"
EndSection

You can configure multiple devices, and there might be multiple InputDevice sections.
The preceding example specifies a basic keyboard and a two-button PS/2 mouse (actually,
a Dell touchpad pointer). An InputDevice section that specifies use of a USB device could
be used at the same time (to enable mousing with PS/2 and USB pointers) and might look
like this:

Section "InputDevice"
Identifier "MouseQ"

Driver "mouse”

Option "Device" "/dev/input/mice"
Option "Protocol" "IMPS/2"

Option "Emulate3Buttons" "off"
Option "ZAxisMapping" "4 5"

EndSection
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NOTE

If you change your computer’s pointing device, you should then run Fedora’s system-
config-mouse client, which automatically updates your system’s xorg.conf file.

CAUTION

From Fedora Core 3 onward, the location for the mouse device changed from
/dev/mouse to /dev/input/mice. Unfortunately, when system-config-display
writes the xorg.conf file, it sometimes gets a little confused and still maps the
mouse to /dev/mouse rather than /dev/input/mice. This is where a little knowledge
of vi comes in handy!

The Monitor Section
The Monitor section configures the designated display device as declared in the
ServerLayout section, as shown in this example:

Section "Monitor"
Identifier "MonitorQ@"

VendorName "Monitor Vendor"
ModelName "Monitor Model"
DisplaySize 300 220

HorizSync 31.5-48.5

VertRefresh 50-70

Option "dpms"
EndSection

Note that the X server automatically determines the best video timings according to the
horizontal and vertical sync and refresh values in this section. If required, old-style mode-
line entries (used by distributions and servers prior to XFree86 4.0) might still be used. If
the monitor is automatically detected when you configure X (see the “Configuring X"
section, later in this chapter), its definition and capabilities are inserted in your xorg.conf
file from the MonitorsDB database. This database contains more than 600 monitors and is
located in the /usr/share/hwdata directory.

The Device Section
The Device section provides details about the video graphics chipset used by the
computer, as in this example:

Section "Device"
Identifier "Videocardo"
Driver "radeon”
VendorName "Videocard vendor"
BoardName "ATI Radeon Mobility M6"

EndSection
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This example identifies an installed video card as using an ATI Mobility M6 graphics
chipset. The Driver entry tells the Xorg server to load the radeon_drv.o module from the
/usr/lib/modules/drivers directory. Different chipsets have different options. For
example, here’s the entry for a NeoMagic video chipset:

Section "Device"
Identifier "NeoMagic (laptop/notebook)"

Driver "neomagic"
VendorName "NeoMagic (laptop/notebook)"
BoardName "NeoMagic (laptop/notebook)"
Option "externDisp"
Option "internDisp"
EndSection

In this example, the Device section specifies the driver for the graphics card
(neomagic_drv.o) and enables two chipset options (externDisp and internDisp) to allow
display on the laptop’s LCD screen and an attached monitor.

The Xorg server supports hundreds of different video chipsets. If you configure X11 but
subsequently change the installed video card, you need to edit the existing Device section
or generate a new xorg.conf file, using one of the X configuration tools discussed in this
chapter, to reflect the new card’s capabilities. You can find details about options for some
chipsets in a companion man page. You should look at these sources for hints about opti-
mizations and troubleshooting.

The Screen Section

The Screen section ties together the information from the previous sections (using the
Screen®, Device, and Monitor Identifier entries). It can also specify one or more color
depths and resolutions for the session. Here’s an example:

Section "Screen"
Identifier "Screen0"

Device "Videocardo"
Monitor "MonitorQ@"
DefaultDepth 24

SubSection "Display"
Viewport 00

Depth 16
Modes "1024x768" "800x600" "640x480"
EndSubSection

EndSection

In this example a color depth of thousands of colors and a resolution of 1024x768 is the
default, with optional resolutions of 800x600 and 640x480. Multiple Display subsection
entries with different color depths and resolutions (with settings such as Depth 24 for
millions of colors) can be used if supported by the graphics card and monitor combina-
tion. You can also use a DefaultDepth entry (which is 24, or thousands of colors, in the
example), along with a specific color depth to standardize display depths in installations.
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You can also specify a desktop resolution larger than that supported by the hardware in
your monitor or notebook display. This setting is known as a virtual resolution in the
Display subsection. This allows, for example, an 800x600 display to pan (that is, slide
around inside) a virtual window of 1024x768.

If your monitor and graphics card support multiple resolutions and the settings are
properly configured, you can use the key combination of Ctrl+Alt+Keypad+ or
Ctrl+Alt+Keypad- to change resolutions on the fly during your X session.

Configuring X

Although the Fedora installer can be used to configure X during installation, problems
can arise if the PC’s video card is not recognized. If you are unable to configure X during
installation (refer to Chapter 1, “Installing Fedora”), do not specify booting to a graphical
configuration and skip the X configuration portion of the installation. Note that some
installs, such as for servers, don’t require that X be configured for use to support active X
sessions, but might require installation of X and related software to support remote users
and clients.

You can use the following configuration tools, among others, to create a working
xorg.conf file:

» system-config-display—This is Fedora’s graphical configuration tool, which
launches an X session to create an xorg.conf file.

» Xorg—The X server itself can create a skeletal working configuration.

The following sections discuss how to use each of these software tools to create a working
xorg.conf file.

Configuring X with the system-config-display Client

You can use the system-config-display client to create or update an xorg.conf file. You
can start by clicking the Display menu item found under System, Administration if you
are already running X, but you can also begin, as root, by starting the client from the
command line during a console session, like this:

# system-config-display

The screen clears, and system-config-display attempts to start an X session. If you start
this client during an X session, its main window appears, as shown in Figure 3.4.

The Display Settings main screen is a dialog showing the current monitor and video card
settings (if configured). You can change the resolution (horizontal and vertical pixels) and
color depth (number of supported colors) by clicking one or the other of the drop-down
menus. Click the OK or Cancel button to save or cancel any change.
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Display Settings

Settings |ﬂardware Igual head

Please select the resolution and color depth that you wish to use:

Resolution: 1280x1024 H

Color Depth: | Millions of Colors H

FIGURE 3.4 The system-config-display client provides a graphical configuration interface
for creating or updating a system’s xorg.conf file. Here you see the Display Settings main
screen, offering resolution and color-depth settings.

If you click the Hardware tab, other configuration options become available, as shown in
Figure 3.5.

Display Settings

Settings | Hardware | Dual head
| Monitor Type: C17-5 (autoconfigured) Configure...

Video Card: Intel Corporation B2915G/GV/910GL Integrated Graphics Controller | Configure...

. X Cancel &oK

FIGURE 3.5 system-config-display’s Hardware settings are used to configure a monitor
and video card (and multihead video card) for X11R7.

Click the Configure button in the Monitor Type area of the Hardware tab dialog to
change your Monitor settings, as shown in Figure 3.6. You can use this dialog to configure
a different monitor or to change current monitor settings.
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Settings | Hardware | Dual head |

Monitol |—
- { Please select the model of your monitor.

Display Settings Q@@

Monitor

[conra.]

Dell 2007WFP (Digital)
Dell 2405FPW (Analog)
Dell 2405FPW (Digital)
Dell 2407WFP (Analog)
Dell 2407WFP (Digital)
Dell 2707WFP

Video C

&l

Show all available monitors ‘E et to wlefault|
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FIGURE 3.6 You can scroll to select a new monitor to use for your X sessions.

First, scroll through the list of monitor brands (from the MonitorDB database), and then
click the small triangle to the left of the name of the manufacturer or type. You then see a
list of model names. Click to select one, and when you are finished, click the OK button
to use the new settings or click the Cancel button to abort changes.

To configure a video card, you can click the Video Card area’s Configure button in the
Hardware tab dialog. The Video Card dialog appears, as shown in Figure 3.7.

a

Settings | Hardwa
{ Moni

Display Settings Q@@

Video Card

Configure...
Please select the model of your video card. i‘
Configure...

w- videq |glint - 3DLabs/Texas Instruments GLINT and Permedia cards
i128 - Number 9 Imagine 128 cards

i740 - Intel 1740 chipset

1810

- Intel Integrated Graphics Chipsets, including i810, i815, 830M,
intel - Experimental modesetting driver for Intel integrated graphid
maga - Matrox Millennium, Mystigue, Millennium 11, G100, G200, G400
neomagic - NeoMagic MagicGraph 128, 256

[« 1l I D!

FIGURE 3.7 Use the Hardware tab’s Video Card Configure button to choose a new video card
for your X sessions.
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You can scroll through the list of video cards. You can click one to select it and when you
are finished, click the OK button to finalize your selection.

If your video card supports the use of two or more monitors, you can use the Dual head
tab to configure multiple monitor support. Xorg supports multiple displays, using a
feature named Xinerama. This feature enables multiple monitors to appear as a single
display, and each display can be located in any quadrant of a screen’s layout.

To use Xinerama for your desktop sessions, you must start the Xorg server with its
+xinerama option. Your xorg.conf file must also have proper settings, and each display
must be capable of supporting identical color depth (usually 16bpp or thousands of
colors). Details about using Xinerama with Xorg can be found in the Xorg man page and
in the Xinerama HOWTO at http://www.tldp.org/HOWTO/Xinerama-HOWTO/.

When you have finished your changes to your X server settings, click the OK button. You
will then see a dialog advising that you have to log out and then log back in (or exit your
X session and restart X) to use the new settings.

The new settings are stored in a new xorg.conf file under the /etc/X11 directory. If you
find that the new settings do not work, you can simply copy the backup xorg.conf file
named xorg.conf.backup to xorg-conf in the same directory to revert to your original
settings.

Using Xorg to Configure X

You can create the xorg.conf file manually by typing one from scratch in a text editor,
but you can also create one automatically by using the Xorg server or configuration utili-
ties (as discussed in the previous sections). As the root operator, you can use the following
on the server to create a test configuration file:

# X -configure

After you press Enter, a file named xorg.conf.new is created in root’s home directory, the
/root directory. You can then use this file for a test session, like this:

# X -config /root/xorg.conf.new

Starting X

You can start X sessions in a variety of ways. The Fedora installer sets up the system
initialization table /etc/inittab to have Linux boot directly to an X session, using a
display manager (that is, an X client that provides a graphical login). After you log in, you
use a local session (running on your computer) or, if the system is properly configured, an
X session running on a remote computer on the network. Logging in via a display
manager requires you to enter a username and password. You can also start X sessions
from the command line. The following sections describe these two methods.
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Using a Display Manager

An X display manager presents a graphical login that requires a username and password
to be entered before access is granted to the X desktop. It also allows you to choose a
different desktop for your X session. Whether or not an X display manager is presented
after you boot Linux is controlled by a runlevel—a system state entry in /etc/inittab.
The following runlevels are defined in the file:

# 0 - halt (Do NOT set initdefault to this)

# 1 - Single user mode

# 2 - Multiuser, without NFS (The same as 3, if you do not have networking)
# 3 - Full multiuser mode

# 4 - unused

#5 - X1

# 6

- reboot (Do NOT set initdefault to this)

Runlevel 5 is used for multiuser mode with a graphical X login via a display manager;
booting to runlevel 3 provides a console, or text-based, login. The initdefault setting in
the /etc/inittab file determines the default runlevel:

id:5:initdefault:

In this example, Linux boots and then runs X.
The default display manager might also be specified in /etc/inittab, like this:

x:5:respawn: /usr/bin/xdm -nodaemon

However, Fedora uses a shell script named prefdm, found under the /etc/X11 directory, to
set the display manager:

x:5:respawn:/etc/X11/prefdm -nodaemon

According to this script, the display manager is based on the file named desktop under
the /etc/sysconfig directory. The words GNOME, KDE, and XDM following a DESKTOP= entry
determine what display manager is used for login. The following sections describe how to
configure the three most commonly used display managers: gdm, kdm, and xdm.

Configuring gdm

The gdm display manager is part of the GNOME library and client distribution included
with Fedora, and it provides a graphical login when a system boots directly to X. Its login
(which is actually displayed by the gdmlogin client) hosts pop-up menus of window
managers, languages, and system options for shutting down (halting) or rebooting the
workstation. Although you can edit (as root) gdm.conf under the /etc/X11/gdm directory
to configure gdm, a much better way to configure GNOME'’s display manager is to use the
gdmsetup client.
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You can use the gdmsetup client to configure many aspects and y. You launch this client
from the GNOME System Menu, under Administration, Login Screen, or from the
command line, like this:

# gdmsetup &

After you press Enter, you see the GDM Setup window, as shown in Figure 3.8.

Login Window Preferences

General | Local ] Remote 1 Accessibility 1 Security | Users |

Show visual feedback (asterisks) in the password entry

[] Use circles instead of asterisks in the password entry
Restart the Xserver with each login

Disable multiple logins for a single user

o

Default session: I Default System Session

[ GEkRC file: [ (None) |

o

Use 24 Hour Clock: I auto

Edit Commands...|

FIGURE 3.8 You use gdmsetup to configure the gdmlogin screen when using gdm as a
display manager.

You can specify settings for security, remote network logins, the X server, and session and
session chooser setup by clicking on the tabs in the GDM Setup dialog.

Configuring kdm

The kdm client, which is part of KDE (which is covered later on in this chapter), offers a
graphical login similar to gdm. You configure kdm by running the KDE Control Center
client kcontrol, as the root operator, which you do by clicking the Control Center menu
item from the KDE kicker or desktop panel menu. You can also start KDE Control Center
by using the kcontrol client at the command line like so:

$ kcontrol &
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In the Index tab of the left pane of the KDE Control Center window, you click the System
Administration menu item to open its contents, and then you click the Login Manager
menu item. The right pane of the Control Center window displays the tabs and configu-
ration options for the kdm Login Manager, as shown in Figure 3.9.

G Login Manager- Cantral Center 2 ox
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& Sound & M..
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T Date &..
T Fontin.. GUI style: |<default> -]
@ IBM Th..,
3 Image . Colar scheme: ‘Fed{xm Flying High ‘v]
| Echo mode: [Gne Star ‘ ]
3 Paths
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~Appearance

Greeting: [WElcome to %s at %n

Position:

e

() Show logo

Local
(Languagg: Z ]

Help (v ok |[v apply |[3¢ cancel |

FIGURE 3.9 You configure kdm by choosing tabs and settings in the Control Center
dialog box.

To make any changes to the KDE display manager while logged in as a regular user, you
must first click the Administrator Mode button, and then enter the root operator pass-
word. You can click on a tab in the Control Center dialog to set configuration options.
Options in these tabs enable you to control the login display, prompts, user icons, session
management, and configuration of system options (for shutting down or rebooting). After
you make your configuration choices in each tab, click the Apply button to apply the
changes immediately; otherwise, the changes are applied when the X server restarts.

Using the xdm Display Manager

The xdm display manager is part of the Xorg distribution and offers a bare-bones login for
using X. Although it is possible to configure xdm by editing various files under the
/etc/X11/xdm directory, GNOME and KDE offer a greater variety of options in display
manager settings. The default xdm login screen’s display is handled by the xsetroot client,
which is included with Xorg, and Owen Taylor’s xsri client, as specified in the file
Xsetup_0 in the xdm directory under /etc/X11. The xsri client can be used to set the back-
ground color of the login display’s desktop and to place an image in the initial display.
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Starting X from the Console by Using startx

If you have Fedora set to boot to runlevel 3, a text-based console login, you can start an X
session from the command line. You use the startx command (which is actually a shell
script) to do so. You launch the X server and an X session by using startx, like this:

$ startx

startx first looks in your home directory for a file named .xinitrc. This file can contain
settings that will launch an alternative desktop and X clients for your X session. The
default system .xinitrc is found in the /etc/X11/xinit directory, but a local file can be used
instead to customize an X session and launch default clients.

Using a custom .xinitrc is not necessary if you're using Fedora’s desktop, which runs X
and either a GNOME-aware window manager or KDE as a desktop environment.

You can also use the startx command with one or more command-line options. These
options are passed to the X server before it launches an X session. For example, you can
use startx to specify a color depth for an X session by using the -depth option, followed
by a number such as 8, 16, 24, or 32 for 256, thousands, or millions of colors (as defined
in the X configuration file and if supported). Using different color depths can be useful
during development for testing how X clients look on different displays, or to conserve
use of video memory, such as when trying to get the highest resolution (increased color
depth can sometimes affect the maximum resolution of older video cards).

For example, to start a session with thousands of colors, you use the startx command
like this:

$ startx -- -depth 16

Another option that can be passed is a specific dots-per-inch (dpi) resolution that is to be
used for the X session. For example, to use 100 dpi, you use the -dpi option followed by
100, like this:

$ startx -- -dpi 100

You can also use startx to launch multiple X sessions. This feature comes as a result of
Fedora'’s support for virtual consoles, or multiple text-based displays. To start the first X
session, you use the startx command followed by a display number, or an X server
instance (the first is 0, using screen 0) and a number that represents a virtual console. The
default console used for X is number 7, so you can start the session like this:

$ startx -- :0 vt7
After X starts and the window manager appears, you press Ctrl+Alt+F2 and then log in

again at the prompt. Next, you start another X session like this, specifying a different
display number and virtual console:

$ startx -- :1 vt8
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Another X session starts. To jump to the first X session, press Ctrl+Alt+F7. You use
Ctrl+Alt+F8 to return to the second session. If you exit the current session and go to
another text-based login or shell, you use Alt+F7 or Alt+F8 to jump to the desired session.

Using startx is a flexible way to launch X sessions, but multiple sessions can be confus-
ing, especially to new users, and are a horrific resource drain on a system that does not
have enough CPU horsepower and memory. A better approach is to use multiple work-
spaces, also known as virtual desktops, as discussed in the following section.

Using Fedora’s switchdesk Client

You can use Fedora’s switchdesk client to change the default window manager or desktop
environment such as GNOME or KDE. Most desktop environments also include the capa-
bility to save a session state (such as running applications, the applications’ window sizes

and positions, and so on), using a feature known as session management.

You can also use the switchdesk utility when running X or at a text-based console, along
with a keyword (such as GNOME or KDE), to set the default X desktop before launching X.
For example, to specify that you want to use the KDE desktop environment as the default,
you use switchdesk like this:

$ switchdesk KDE

Red Hat Linux switchdesk 4.0

Copyright (C) 1999-2004 Red Hat, Inc

Redistributable under the terms of the GNU General Public License
Desktop now set up to run KDE.

For system defaults, remove /home/andrew/.Xclients

This example shows that the default X session will now use KDE. Settings are saving in
the file named .Xclients in the home directory. You can launch switchdesk during an X
session by clicking the Desktop Switching Tool menu item from the System, Preferences
menu or from the command line of an X11 terminal like this:

$ switchdesk-gui &

After you press Enter, you get a graphical dialog offering a choice of window managers for
X sessions (depending on the window managers that are installed on the system), as
shown in Figure 3.10.

Choosing a window manager is a matter of preference, necessity, or policy. You might
prefer to use one of the other window managers—such as the Tab Window Manager (twm)
or XFce —on legacy PCs because they have lower system resource requirements (that is,
they require less hard drive space, CPU horsepower, and system memory). Newer desktop
environments require 128MB or even more memory for good performance. The following
sections describe some of the most popular window managers and their uses.
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Desktop Switcher

The Desktop Switcher is a tool which enables users to easily
switch between various Desktops that they have installed.

Please select the default desktop for the system.

—Available Desktops

@ GNOME
O KDE
) XFce
O TWM

(O System defaults

[ Change only applies to current display

xgancell[ Pox ]

FIGURE 3.10 You use switchdesk to set the default window manager for X sessions.

KDE—The Other Environment

One of the great things about Fedora is the choice it gives you. For many years, GNOME
has been the desktop environment of choice for Fedora. However, with Fedora 7 you can
now download a Live CD variant of Fedora that allows you to use the K Desktop
Environment, or KDE for short.

KDE is somewhat different from GNOME in that it uses the QT libraries rather than GTK
libraries, so the windows and other elements look different. Linus Torvalds himself
expressed a distinct preference for KDE, and it also helps that KDE allows you to
customize your working environment in pretty much any way imaginable.

If you used the DVD supplied with this book to install Fedora and did not choose to
customize your installation, then you need to use Applications, Add/Remove Software to
select the base packages for KDE.

A standard KDE desktop is shown in Figure 3.11.

Fedora uses GNOME by default, but you can use the switchdesk utility as described in the
previous section to move to KDE. Alternatively, you can use the Options button on the
login screen, click Select Session and choose KDE. When you log in you are prompted
whether you want to use KDE as your default environment, or just for this session. If you
are dipping your toes into the water then we’d suggest using the one-time-only option.
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FIGURE 3.11 Unlimited customization options abound within KDE; just be prepared
to switch!

XFce

XFce is another desktop environment, suitable for computers with not much memory or
processing power. It’s based upon the same GTK libraries that are in use by GNOME, so it
shares some of the look and feel of the GNOME desktop. That said, it comes bundled
with a number of Xfce-specific applications to replace GNOME tools such as nautilus.

Some people just prefer the simplicity of Xfce, so we will leave it up to you if you want to
use it. You can access it in the same way as KDE (described previously) and a sample
desktop is shown in Figure 3.12.

Related Fedora and Linux Commands

You can use these commands to create and configure the X Window System in Fedora:

» Xorg—The X server that is provided with the X Window System distribution from
The X.0rg Foundation

mouseconfig—Fedora’s text-based GUI pointing-device—configuration program
kcontrol—The KDE Control Center client
system-config-display—~Fedora’s graphical X11R7 configuration tool

vV v vy

system-config-mouse—Fedora’s graphical mouse configuration tool
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» gdmsetup—The GNOME display manager configuration client

» startx—A shell script that is used to start one or more X sessions from the
shell command line

» xsri—A display manager root desktop decoration client
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FIGURE 3.12 XFce—light weight and simplicity, molded together in a great package.

Reference

>

>

http://www.x.org/—Curators of the X Window System.

http://www.x.org/Downloads_mirror.html—Want to download the source to the
latest revision of X? Start at this list of mirror sites.

http://www.xfree86.org/—Home of The XFree86 Project, Inc., which has provided a
graphical interface for Linux for nearly 10 years.

http://www.kde.org/—The place to get started when learning about KDE and the
latest developments.

http://www.gnome.org/—The launch point for more information about GNOME,
links to new clients, and GNOME development projects.
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http://people.redhat.com/~hp/metacity/—Havoc Pennington’s metacity download
page, where you can get the latest full-source version of this window manager.

http://sawmill.sourceforge.net/—The home page for the sawfish window manager
(formerly called sawmill).

http://www.windowmaker.org/—The source for the latest version of Window Maker.
http://www.icewm.org/—IceWM’s home page.

http://www.lesstif.org/—The home page of the LessTif project, which aims to
provide GNU GPL versions of OSF/Motif-compatible software libraries.

http://scwm.sourceforge.net/—The home page of a lightweight, yet virtual desktop-
enabled window manager.

http://www.fvwm.org/—The home page for FVWM2, where you can download the
latest version.

http://www.novell.com/products/desktop/—The place to get started with Ximian
GNOME.
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CHAPTER 4

Command Line
Quickstart

The command line is one of the most powerful tools avail-
able for use with Fedora, and indeed Linux. Knowledge of
the commands associated with it and also how to string
them together will make working with Fedora that much
easier, particularly if you are having a problem getting X
to work.

This chapter looks at some of the basic commands that you
need to know to be productive at the command line. You
will find out how to get to the command line, and also get
to grips with some of the commands used to navigate
around the file system. Later on in this book is the
Command Line Masterclass (Chapter 32), which explores
the subject in more depth.

Understanding the Command Line

Hang around Linux users for any length of time and it will
not be long before you hear them speak in hushed tones
about the command line or the terminal. Quite rightly too,
as the command line offers a unique and powerful way to
interact with Linux. However, for the most part you may
never need to access the command line because Fedora
offers a slew of graphical tools that enable you to configure
most things on your system.

But sometimes things go wrong and you may not have the
luxury of a graphical interface to work with. It is in these
situations that a fundamental understanding of the
command line and its uses can be a real life saver.

It is tempting to think of the command line as the product
of some sort of black and arcane art, and in some ways it
can appear to be extremely difficult to use. By the end of

IN THIS CHAPTER

» Understanding the Command
Line

» Getting to the command line

» Working with files and
directories

» Reading Documentation
» Using the Shell

» Using the Text Editors
» Working As root

» Reference
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this chapter you should at least be comfortable with using the command line and ready

to

move onto Chapter 32, “Command Line Masterclass.”

More importantly, though, you will be able to make your way around a command
line-based system, which you are likely to encounter if you work within a server environ-
ment.

This chapter introduces you to a number of commands, including commands that enable
you to do the following tasks:

» Perform routine tasks—Logging in and out, using the text console, changing pass-
words, listing and navigating directories

» Carry out basic file management—Creating files and folders, copying or moving
them around the file system, renaming and ultimately deleting them (if necessary)

» Execute basic system management—Shutting down or rebooting, reading man
pages, and using text-based tools to edit system configuration files

The information in this chapter is valuable for individual users or system administrators
who are new to Linux and are learning to use the command line for the first time.

TIP

Those of you who have used a computer for many years will probably have come into
contact with MS-DOS, in which case being presented with a black screen will fill you
with a sense of nostalgia. Do not get too comfy; the command line in Linux is far
superior to its distant MS-DOS cousin. Whereas MS-DOS skills are transferable only to
other MS-DOS environments, the skills that you learn at the Linux command line can
be transferred easily to other Unix-like operating systems, such as Solaris, OpenBSD,
FreeBSD, and even Mac OS X as it allows you access to a terminal.

One concept you will have to get used to is that of user-based security. By and large,
only two types of users will access the system as actual users. The first type is the
regular user, of which you created one when you started Fedora for the first time (see
Chapter 1 “Installing Fedora”). These users can change anything that is specific to
them, such as the wallpaper on the desktop, their personal preferences, and so on.
These users are prevented from making changes that will affect other users than
themselves, sometimes called system-wide changes.

To make system-wide changes, you need to use the super-user or root account. This is
a special-access privilege that gives you complete control over the entire system, with
the ability to destroy everything should you so wish. If you have installed Linux on your
own PC then you automatically have access to the root account as you set it up during
the installation. However, it is not unusual for users to not have any access to the root
user, especially in corporate environments where security and system stability are of
paramount importance.
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An example of the destructive nature of root can be found in the age-old example of
#rm -rf /, which erases all the data on your hard drive. You need to be especially
careful when working as root, otherwise you may make irreparable damage to your
system.

Don’t let this worry you, though, as the root user is fundamental to a healthy Linux
system. Without it you would not be able to install new software, edit system configu-
ration files, or do any number of administration tasks. By the end of this chapter you
will feel comfortable working as root and be able to adequately administer your
system.

As with most things, Fedora offers you a number of ways to access the command line.
You can use the terminal entry in Applications, System Tools, but by far the simplest way
is to press Ctrl + Alt + F1. Fedora switches to a black screen and a traditional login prompt
that resembles the following:

Fedora Core 6 Release (Zod)
Kernel 2.6.18-1.2895.fc6 on an 1686
Login:

TIP

This is actually one of six virtual consoles that Fedora provides for your use. After you
have accessed a virtual console, you can use the Alt key and F1 through F6 to switch
to a different console. If you want to get back to the graphical interface, press Alt +
F7. You can also switch between consoles by holding the Alt key and pressing either
the left or the right cursor key to move down or up a console, such as vtl to vt2.

Fedora is waiting for you to log in as a user, so go ahead and enter your username and
press the return key. Fedora then prompts you for your password, which you should enter.
Note that Fedora does not show any characters while you are typing your password in.
This is a good thing because it prevents any shoulder surfers from seeing what you've
typed or the length of the password.

Hitting the Return key drops you to a shell prompt, signified by the dollar sign:

andrew@hound ~]$

This particular prompt tells me that I am logged in as the user andrew on the system
hound and I am currently in my home directory (Linux uses the tilde as shorthand for the
home directory).

TIP

Navigating through the system at the command line can get confusing at times, espe-
cially when a directory name occurs in several different places. Fortunately, Linux
includes a simple command that tells you exactly where you are in the file system. It's
easy to remember because the command is just an abbreviation of present working
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directory, so type pwd at any point to get the full path of your location. For example,
typing pwd after following these instructions shows /home/yourusername, meaning that
you are currently in your home directory.

Using the pwd command can save you a lot of frustration when you have changed direc-
tory half a dozen times and have lost track.

Another way to quickly access the terminal is to go to Applications, Accessories and
choose the Terminal entry. Fedora opens up gnome -terminal, which allows you to access
the terminal while remaining in Gnome. This time, the terminal appears as black text on
a white background. Accessing the terminal this way, or by using the Ctrl + Alt + F1
method makes no difference because you are interacting directly with the terminal itself.

Navigating Through the File System

Use the cd command to navigate through the Fedora file system. This command is gener-
ally used with a specific directory location or pathname, like this:

$ cd /usr/X11R6/1ib/X11/doc

Under Fedora, the cd command can also be used with several shortcuts. For example, to
quickly move up to the parent (higher-level) directory, use the cd command like this:
$cd ..

To return to one’s home directory from anywhere in the Linux file system, use the cd
command like this:

$ cd

You can also use the $HOME shell environment variable to accomplish the same thing.
Type this command and press Enter to return to your home directory:

$ cd $HOME

You can accomplish the same thing by using the tilde (~) like this:

$ cd ~

CAUTION

Don’t forget the pwd command to remind you where you are within the file system!

Another important command to use is the 1s command, which lists the contents of the
current directory. It's commonly used by itself, but a number of options (or switches)
available for 1s give you more information. For instance, the following command returns
a listing of all the files and directories within the current directory, including any hidden
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files (denoted by a . prefix) as well as a full listing, so it will include details such as the
permissions, owner and group, size and last modified time and date:

$ 1s -al

You can also issue the command
$ 1s -R
which scans and lists all the contents of the sub-directories of the current directory. This

might be a lot of information, so you may want to redirect the output to a text file so you
can browse through it at your leisure by using the following:

$ 1s alR > listing.txt

Table 4.1 shows some of the standard directories found in Fedora.

TABLE 4.1 Basic Linux Directories

Name Description

/ The root directory

/bin Essential commands

/boot Boot loader files, Linux kernel

/dev Device files

/etc System configuration files

/home User home directories

/initrd Initial RAM disk boot support (used during boot time)

/1ib Shared libraries, kernel modules

/lost+found Directory for recovered files (if found after a file system check)
/media Mount point for removable media, such as DVDs and floppy disks
/mnt Usual mount point for local, remote file systems

/opt Add-on software packages

/proc Kernel information, process control

/root Super-user (root home)

/sbin System commands (mostly root only)

/selinux Holds the data for SELinux, the security component of Fedora
/sys Real-time information on devices used by the kernel

/tmp Temporary files

/usr Secondary software file hierarchy

/var Variable data (such as logs); spooled files

Some of the important directories in Table 4.1, such as those containing user and root
commands or system configuration files, are discussed in the following sections. You use
and edit files under these directories when you use Fedora.
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Linux also includes a number of GNU commands you can use to search the file system.
These include the following:

>

>

whereis command—Returns the location of the command and its man page.
whatis command—Returns a one-line synopsis from the command’s man page.

locate file—Returns locations of all matching file(s); an extremely fast method of
searching your system because locate searches a database containing an index of all
files on your system. However, this database (about 4MB in size and named
slocate.db, under the /var/lib/slocate directory) is built daily at 4:20 a.m. by
default, and does not contain pathnames to files created during the workday or in
the evening. If you do not keep your machine on constantly, you can run the
updatedb command as the super-user to manually start the building of the database.

apropos subject—Returns a list of commands related to subject.

Managing Files with the Shell

Managing files in your home directory involves using one or more easily remembered
commands. If you have any familiarity with the now-ancient DOS, you recognize some of
these commands (although their names are different from those you remember). Basic file
management operations include paging (reading), moving, renaming, copying, searching,
and deleting files and directories. These commands include the following:

>

>

cat filename—Outputs contents of filename to display

less filename—Allows scrolling while reading contents of filename
mv file1 file2—Renames file? to file2

mv file dir—Moves file to specified directory

cp file1 file2—Copies file? and creates file2

rm file—Deletes file

rmdir dir—Deletes directory (if empty)

grep string file(s)—Searches through files(s) and displays lines containing
matching string

Note that each of these commands can be used with pattern-matching strings known as
wildcards or expressions. For example, to delete all files in the current directory beginning
with the letters abc, you can use an expression beginning with the first three letters of the
desired filenames. An asterisk (*) is then appended to match all these files. Use a
command line with the rm command like this:

$ rm abc*
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Linux shells recognize many types of filenaming wildcards, but this is different from the
capabilities of Linux commands supporting the use of more complex expressions. You
learn more about using wildcards in Chapter 11.

NOTE

Learn more about using expressions by reading the ex or grep manual pages.

Working with Compressed Files

Another file management operation is compression and decompression of files, or the
creation, listing, and expansion of file and directory archives. Linux distributions usually
include several compression utilities you can use to create, compress, expand, or list the
contents of compressed files and archives. These commands include

» bunzip2—Expands a compressed file

» bzip2—Compresses or expands files and directories
» gunzip—Expands a compressed file

» gzip—Compresses or expands files and directories
» shar file—Creates a shell archive of files

» tar—Creates, expands, or lists the contents of compressed or uncompressed file or
directory archives known as tape archives or tarballs

» unshar—Reassembles files from the shell archive
» uudecode file.uu—Decodes an uuencoded text file to its binary form

» uuencode file—Encodes a binary file to text file format for transmission via email

Most of these commands are easy to use. The tar command, however, has a somewhat
complex (although capable) set of command-line options and syntax. Even so, you can
quickly learn to use tar by remembering a few simple invocations on the command line.
For example, to create a compressed archive of a directory, use tar’s czf options like this:

$ tar czf dirname.tgz dirname
The result is a compressed archive (a file ending in .tgz) of the specified directory (and all
files and directories under it). Add the letter v to the preceding options to view the list of

files added during compression and archiving. To list the contents of the compressed
archive, substitute the ¢ option with the letter t, like this:

$ tar tzf archive
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Of course, if many files are in the archive, a better invocation (to easily read or scroll
through the output) is

$ tar tzf archive | less

To expand the contents of a compressed archive, use tar’s zxf options, like so:

$ tar zxf archive

The tar utility decompresses the specified archive and extracts the contents in the current
directory.

Use Essential Commands from the /bin and /sbin Directories

The /bin directory (about SMB if you do a full install) contains essential commands used
by the system for running and booting Linux. In general, only the root operator uses the
commands in the /sbin directory. Many (though not all) these commands are statically
linked; which means that these commands do not depend on software libraries residing
under the /1ib or /usr/1lib directories. Nearly all the other applications on your system
are dynamically linked—meaning that they require external software libraries (also known
as shared libraries) to run.

Use and Edit Files in the /etc Directory

More than 65MB of system configuration files and directories reside under the /etc direc-
tory if you install all the software included with this book. Some major software packages,
such as Apache, OpenSSH, and xinetd, have directories of configuration files under /etc.

Other important system-related configuration files in /etc are

» fstab—The file system table is a text file listing each hard drive, CD-ROM, floppy,
or other storage device attached to your PC. The table indexes each device’s parti-
tion information with a place in your Linux file system (directory layout) and lists
other options for each device when used with Linux (see Chapter 35, “Managing
the File System”). Nearly all entries in fstab can be manipulated by root using the
mount command.

» inittab—The system initialization table defines the default runlevel, also known as
run-control level or system state. Changes to this file can determine whether your
system boots to a graphical or text login, as well as whether dial-up remote access is
enabled. (You learn about default runlevels in the section “System Services and
Runlevels” located in Chapter 11, “Automating Tasks.” See the section “Starting X”
located in Chapter 3 to learn more about changing inittab to boot to a graphical
interface. The section “Configuring a Dial-In PPP Server” in Chapter 14 discusses
editing inittab to enable dial-up remote access.)

» modprobe.conf—This configuration file contains directions and options used when
loading kernel modules to enable various types of hardware, such as sound, USB,
networking, and so on (discussed in the section “Managing Modules” in Chapter 36
“Kernel and Module Management”). The contents of this file are used during boot
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time, and the file can be manually edited or automatically updated by Fedora’s
kudzu hardware management tool.

» passwd—The list of users for the system, along with user account information. The
contents of this file can be changed by various programs, such as useradd or chsh.

» printcap—The system’s printer capabilities database (discussed in the section
“Overview of Fedora Printing” in Chapter 8, “Printing with Fedora”).

» shells—A list of approved shells (command-line interfaces).

The /etc/sysconfig directory contains many different hardware and software settings
critical to the operation of your Fedora system. Knowing the location and contents of
these files can be helpful if you need to troubleshoot new hardware configurations. The
best way to list the contents of /etc/sysconfig is to use the tree command like so:

$ tree -afx /etc/sysconfig

The settings in various files under /etc/sysconfig (such as firstboot, keyboard, clock,
and so on) are usually created automatically by a related Fedora graphical or console-
based configuration utility.

These contents might change dynamically if you use the kudzu hardware configuration
service. The kudzu service also prompts you at boot time to remove, configure, or ignore a
related setting if kudzu detects new or different hardware (such as a new USB keyboard,
network card, or monitor). The kudzu service creates a file called hwconf that contains a
hardware profile of your PC’s current state. Note that if kudzu is not enabled or running,
you can use device-specific configuration utilities such as system-config-keyboard, or
you can manually edit configuration files.

Information about the type of keyboard attached to the PC, for example, is contained in
the file /etc/sysconfig/keyboard:

KEYBOARDTYPE="pc"
KEYTABLE="uk"

Here the keyboard in use is the UK layout, but if you are in the USA then you will likely
see:

KEYBOARDTYPE="pc"
KEYTABLE="us"

CAUTION

If you are new to Linux, the system-config-keyboard client is the best tool to use to
configure a keyboard. You should manually edit system hardware configuration files
used by graphical management clients only as a last resort.
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Protect the Contents of User Directories—/home

The most important data on a Linux system resides in the user’s directories, found under
the /home directory. Segregating the system and user data can be helpful in preventing
data loss and making the process of backing up easier. For example, having user data
reside on a separate file system or mounted from a remote computer on the network
might help shield users from data loss in the event of a system hardware failure.

Use the Contents of the /proc Directory to Interact with the Kernel

The content of the /proc directory is created from memory and exists only while Linux is
running. This directory contains special “files” that either extract information from or
send information to the kernel. Many Linux utilities extract information from dynami-
cally created directories and files under this directory, also known as a virtual file system.
For example, the free command obtains its information from a file named meminfo:

$ free

total used free shared buffers cached
Mem: 1026320 822112 204208 0 41232 481412
-/+ buffers/cache: 299468 726852
Swap: 2031608 0 2031608

This information constantly changes as the system is used. You can get the same informa-
tion by using the cat command to see the contents of the meminfo file:

$ cat /proc/meminfo

MemTotal: 1026320 kB
MemFree: 204200 kB
Buffers: 41252 kB
Cached: 481412 kB
SwapCached: 0 kB
Active: 307232 kB
Inactive: 418224 kB
HighTotal: 122692 kB
HighFree: 244 kB
LowTotal: 903628 kB
LowFree: 203956 kB
SwapTotal: 2031608 kB
SwapFree: 2031608 kB
Dirty: 0 kB
Writeback: 0 kB
AnonPages: 202804 kB
Mapped: 87864 kB
Slab: 21736 kB
SReclaimable: 12484 kB

SUnreclaim: 9252 kB
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PageTables: 5060 kB
NFS_Unstable: 0 kB
Bounce: 0 kB

CommitLimit: 2544768 kB
Committed_AS: 712024 kB
VmallocTotal: 114680 kB

VmallocUsed: 6016 kB
VmallocChunk: 108148 kB
HugePages_Total: 0
HugePages_Free: 0
HugePages_Rsvd: 0
Hugepagesize: 4096 kB

The /proc directory can also be used to dynamically alter the behavior of a running Linux
kernel by “echoing” numerical values to specific files under the /proc/sys directory. For
example, to “turn on” kernel protection against one type of denial of service (DOS) attack
known as SYN flooding, use the echo command to send the number 1 (one) to the follow-
ing /proc path:

# echo 1 >/proc/sys/net/ipv4/tcp_syncookies

NOTE

The Linux kernel has a number of built-in protections, but good system administration
security policies and a secure firewall protecting your gateway, router, or Internet-
connected system are the best protection you can use. See Chapter 30, “Securing
Your Machines” for an overview of firewalling and examples of how to implement
network security tools included with Fedora.

Other ways to use the /proc directory include
» Getting CPU information, such as the family, type, and speed from /proc/cpuinfo.

» Viewing important networking information under /proc/net, such as active inter-
faces information under /proc/net/dev, routing information in /proc/net/route,
and network statistics in /proc/net/netstat.

» Retrieving file system information.

» Reporting media mount point information via USB; for example, the Linux kernel
reports what device to use to access files (such as /dev/sda) if a USB camera or
hard drive is detected on the system. You can use the dmesg command to see this
information.

» Getting the kernel version in /proc/version, performance information such as
uptime in /proc/uptime, or other statistics such as CPU load, swap file usage, and
processes in /proc/stat.
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Work with Shared Data in the /usr Directory

The /usr directory (nearly SGB in size if you do a full install) contains software applica-
tions, libraries, and other types of shared data for use by anyone on the system. Many
Linux system administrators give /usr its own partition. A number of subdirectories
under /usr contain the X Window System (/usr/bin/X), manual pages (/usr/share/man),
software package shared files (/usr/share/name_of_package, such as /usr/share/emacs),
additional application or software package documentation (/usr/share/doc), and an
entire subdirectory tree of locally built and installed software, /usr/local.

Temporary File Storage in the /tmp Directory

As its name implies, the /tmp directory is used for temporary file storage; as you use
Linux, various programs create files in this directory. The /tmp directory is cleaned of stale
files each day by the tmpwatch command. (A stale file is any file not used after 10 days.)
Settings in your system'’s scheduling table, /etc/crontab, configure Fedora by default to
use tmpwatch to check /tmp each day.

Access Variable Data Files in the /var Directory

The /var directory contains subdirectories used by various system services for spooling
and logging. Many of these variable data files, such as print spooler queues, are tempo-
rary, whereas others, such as system and kernel logs, are renamed and rotated in use.
Incoming electronic mail is usually directed to files under /var/spool/mail.

Linux also uses /var for other important system services. These include the top-most File
Transfer Protocol (FTP) directory under /var/ftp (see Chapter 20, “Remote File Serving
with FTP”), and the Apache web server’s initial home page directory for the system,
/var/www/html. (See Chapter 17, “Apache Web Server Management,” for more informa-
tion on using Apache.)

Logging In to and Working with Linux

You can access and use a Linux system in a number of ways. One way is at the console
with a monitor, keyboard, and mouse attached to the PC. Another way is via a serial
console, either by dial-up via a modem or a PC running a terminal emulator and
connected to the Linux PC via a null modem cable. You can also connect to your system
through a wired or wireless network, using the telnet or ssh commands. The information
in this section shows you how to access and use the Linux system, using physical and
remote text-based logins.

NOTE

This chapter focuses on text-based logins and use of Linux. Graphical logins and using
a graphical desktop are described in the section “Working with Ghome” in Chapter 3.
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Text-based Console Login

If you sit down at your PC and log in to a Linux system that has not been booted to a
graphical login, you see a prompt similar to this one:

Fedora release 6 (Zod)
Kernel 2.6.19-1.2895 FC6 on an 1686

login:

Your prompt might vary, depending on the version of Fedora you are using. In any event,
at this prompt, type in your username and press Enter. When you are prompted for your
password, type it in and press Enter.

NOTE

Note that your password is not echoed back to you, which is a good idea. Why is it a
good idea? Well, people are prevented from looking over your shoulder and seeing how
many characters are on your screen. It is not difficult to guess that a five-letter pass-
word might correspond to the user’s spouse’s first name!

Logging Out

Use the exit or logout commands to exit your session. Type the command and press
Enter. You are then returned to the login prompt. If you use virtual consoles, remember to
exit each console before leaving your PC. (Otherwise, someone could easily sit down and
use your account.)

Logging In and Out from a Remote Computer

Although you can happily log in on your computer, an act known as a local login, you
can also log in to your computer via a network connection from a remote computer.
Linux-based operating systems provide a number of remote access commands you can use
to log in to other computers on your local area network (LAN), wide area network (WAN),
or the Internet. Note that not only must you have an account on the remote computer,
but the remote computer must be configured to support remote logins—otherwise, you
won't be able to log in.

NOTE

See Chapter 14 to see how to set up network interfaces with Linux to support remote
network logins and Chapter 11 to see how to start remote access services (such
as sshd).

The best and most secure way (barring future exploits) to log in to a remote Linux
computer is to use the ssh or Secure Shell client. Your login and session are encrypted
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while you work on the remote computer. The ssh client features many different
command-line options, but can be simply used with the name or IP address of the remote
computer, like this:

[andrew@laptop ~]$ ssh 192.168.0.41

The authenticity of host '192.168.0.41 (192.168.0.41)' can't be established.
RSA key fingerprint is el:db:6c:da:3f:fc:56:1b:52:f9:94:e0:d1:1d:31:50.

Are you sure you want to continue connecting (yes/no)? yes

The first time you connect with a remote computer using ssh, Linux displays the remote
computer’s encrypted identity key and asks you to verify the connection. After you type
yes and press Enter, you are warned that the remote computer’s identity (key) has been
entered in a file named known_hosts under the .ssh directory in your home directory.
You are also prompted to enter your password:

Warning: Permanently added '192.168.0.41' (RSA) \
to the list of known hosts.

andrew@192.168.0.41's password:

andrew@optimus:~$

After entering your password, you can then work on the remote computer. Again, every-
thing you enter on the keyboard in communication with the remote computer is
encrypted. Use the exit or logout commands to exit your session and return to the shell
on your computer.

Using Environment Variables

A number of in-memory variables are assigned and loaded by default when the user logs
in. These variables are known as shell environment variables, which can be used by various
commands to get information about your environment, such as the type of system you
are running, your home directory, and the shell in use. Environment variables are used by
Linux operating systems to help tailor the computing environment of your system, and
include helpful specifications and setup, such as default locations of executable files and
software libraries. If you begin writing shell scripts, you might use environment variables
in your scripts. Until then, you only need to be aware of what environment variables are
and do.

The following list includes a number of environment variables, along with descriptions of
how the shell uses them:

» PWD—To provide the name of the current working directory, used by the pwd
command (such as /home/andrew/foo)

» USER—To declare the user’s name, such as andrew
» LANG—To set language defaults, such as English

» SHELL—To declare the name and location of the current shell, such as /bin/bash
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» PATH—To set the default location of executable files, such as /bin, /usr/bin, and
so on

» LD_LIBRARY_PATH—To declare the location of important software libraries (because
most, but not all, Linux commands use shared resources)

» TERM—To set the type of terminal in use, such as vt100, which can be important
when using screen-oriented programs, such as text editors

» MACHINE—To declare system type, system architecture, and so on

NOTE

Each shell can have its own feature set and language syntax, as well as a unique set
of default environment variables. See Chapter 15 for more information about using the
different shells included with Fedora.

At the command line, you can use the env or printenv commands to display these envi-
ronment variables, like so:

$ env

PWD=/home/andrew
HOSTNAME=1aptop.andbhudson.co.uk
USER=andrew

MACHTYPE=1386 -redhat-linux-gnu
MAIL=/var/spool/mail/andrew
BASH_ENV=/home/andrew/.bashrc
LANG=en_GB

DISPLAY=0:0

LOGNAME=andrew

SHLVL=1
PATH=/usr/kerberos/bin:/usr/local/bin:/bin:/usr/bin: \
/fusr/X11R6/bin:/home/andrew/bin
SHELL=/bin/bash

HOSTTYPE=1386

OSTYPE=1inux-gnu

HISTSIZE=1000

TERM=xterm

HOME=/home /andrew

This abbreviated list shows a few common variables. These variables are set by configura-
tion or resource files contained in the /etc, /etc/skel, or user /home directory. You can
find default settings for bash, for example, in /etc/profile, /etc/bashrc, .bashrc, or
.bash_profile files installed in your home directory. Read the man page for bash for
details about using these configuration files.
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One of the most important environment variables is $PATH, which defines the location of
executable files. For example, if, as a regular user, you try to use a command that is not
located in your $PATH (such as the ifconfig command), you will see something like this:

$ ifconfig
-bash: ifconfig: command not found

However, you might know that ifconfig is definitely installed on your system, and you
can verify this by using the whereis command, like so:

$ whereis ifconfig
ifconfig: /sbin/ifconfig /usr/share/man/man8/ifconfig.8.9z

You can also run the command by typing its full pathname, or complete directory specifi-
cation like this:

$ /sbin/ifconfig

As you can see in this example, the ifconfig command is indeed installed. What
happened is that by default, the /sbin directory is not in your $PATH. One of the reasons
for this is that commands under the /sbin directory are normally intended to be run only
by root. You can add /sbin to your $PATH by editing the file .bash_profile in your home
directory (if you use the bash shell by default, like most Linux users). Look for the follow-
ing line:

PATH=$PATH: $HOME /bin

You can then edit this file, perhaps using the vi editor (discussed in this chapter), to add
the /sbin directory like so:

PATH=$PATH: /sbin:$HOME/bin

Save the file. The next time you log in, the /sbin directory is in your $PATH. One way to

use this change right away is to read in the new settings in .bash_profile by using the
bash shell’s source command like so:

$ source .bash_profile

You can now run ifconfig without the need to explicitly type its full pathname.

Some Linux commands also use environment variables, for example, to acquire configura-
tion information (such as a communications program looking for a variable such as
BAUD_RATE, which might denote a default modem speed).

To experiment with the environment variables, you can modify the PS1 variable to
manipulate the appearance of your shell prompt. If you are working with bash, you can
use its built-in export command to change the shell prompt. For example, if your default
shell prompt looks like

[andrew@laptop ~]$
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You can change its appearance by using the PS1 variable like this:

$ PS1='$0STYPE roolz ->'

After you press Enter, you see

linux-gnu roolz ->

NOTE

See the bash man page for other variables you can use for prompt settings.

Using the Text Editors

Linux distributions include a number of applications known as text editors that you can
use to create text files or edit system configuration files. Text editors are similar to word
processing programs, but generally have fewer features, work only with text files, and
might or might not support spell checking or formatting. The text editors range in
features and ease of use, but are found on nearly every Linux distribution. The number of
editors installed on your system depends on what software packages you've installed on
the system.

Some of the console-based text editors are

» emacs—The comprehensive GNU emacs editing environment, which is much more
than an editor; see the section “Working with emacs” later in this chapter

» joe—Joe’s Own Editor, a text editor, which can be used to emulate other editors

» nano—A simple text editor similar to the pico text editor included with the pine
email program

» vim—An improved, compatible version of the vi text editor (which we call vi in the
rest of this chapter because it has a symbolic link named vi and a symbolically
linked manual page)

Note that not all text editors described here are screen oriented; Some of the text editors for
the X Window System, which provide a graphical interface, such as menu bars, buttons,
scrollbars and so on, are

» gedit—A GUI text editor for GNOME
» kate—A simple KDE text editor

» kedit—Another simple KDE text editor

A good reason to learn how to use a text-based editor, such as vi, is that system mainte-
nance and recovery operations generally never take place during X Window sessions
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(negating the use of a GUI editor). Many larger, more complex and capable editors do not
work when Linux is booted to its single-user or maintenance mode. See Chapter 11 for
more information about how Fedora boots. If anything does go wrong with your system,
you probably won't be able to get into the X Window system, making knowledge and
experience of using both the command line and text editors such as vi important. Make a
point of opening some of the editors and playing around with them; you never know—
you might just thank me someday!

Another reason to learn how to use a text-based editor under the Linux console mode is
so that you can edit text files through dial-up or network shell sessions because many
servers do not host graphical desktops.

Working with vi

The editor found on nearly every Unix and Linux system is, without a doubt, the vi
editor, originally written by Bill Joy. This simple-to-use but incredibly capable editor
features a somewhat cryptic command set, but you can put it to use with only a few
commands. Although more experienced Unix and Linux users continue to use vi exten-
sively during computing sessions, many newer users might prefer learning an easier-to-use
text editor such as pico or GNU nano. Die-hard GNU fans and programmers definitely

use emacs.

That said, learning how to use vi is a good idea. You might need to edit files on a Linux
system with a minimal install, or a remote server without a more extensive offering of
installed text editors. Chances are better than good that vi will be available.

You can start an editing session by using the vi command like this:

$ vi file.txt

The vi command works by using an insert (or editing) mode, and a viewing (or
command) mode.

When you first start editing, you are in the viewing mode. You can use your cursor or
other navigation keys (as shown later) to scroll through the text. To start editing, press
the i key to insert text or the a key to append text. When finished, use the Esc key to
toggle out of the insert or append modes and into the viewing (or command) mode. To
enter a command, type a colon (:), followed by the command, such as w to write the file,
and press Enter.

Although vi supports many complex editing operations and numerous commands, you
can accomplish work by using a few basic commands. These basic vi commands are

» Cursor movement—h, j, k, 1 (left, down, up, and right)
» Delete character—x

» Delete line—dd

v

Mode toggle—Esc, Insert (or i)
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» Quit—:q

v

Quit without saving—:q!
» Run a shell command—:sh (use 'exit' to return)

Save file—:w

v

v

Text search—/

NOTE

Use the vimtutor command to quickly learn how to use vi's keyboard commands. The
tutorial takes less than 30 minutes, and it teaches new users how to start or stop the
editor, navigate files, insert and delete text, and perform search, replace, and insert
operations.

Working with emacs

Richard M. Stallman’s GNU emacs editor, like vi, is included with Linux and nearly every
other Linux distribution. Unlike other Unix and Linux text editors, emacs is much more
than a simple text editor—it is an editing environment and can be used to compile and
build programs, act as an electronic diary, appointment book and calendar, compose and
send electronic mail, read Usenet news, and even play games. The reason for this capabil-
ity is that emacs contains a built-in language interpreter that uses the Elisp (emacs LISP)
programming language.

The GNU version of this editor requires more than 30MB of hard drive space. However,
there are versions with fewer resource requirements, and at least one other text editor
included with Linux, named joe, can be used as an emacs clone (albeit with fewer
features).

You can start an emacs editing session like this:

$ emacs file.txt

TIP

If you start emacs when using X11, the editor launches in its own floating window. To
force emacs to display inside a terminal window instead of its own window (which can
be useful if the window is a login at a remote computer), use the -nw command-line

option like this: emacs -nw file.txt.

The emacs editor uses an extensive set of keystroke and named commands, but you can
work with it by using a basic command subset. Many of these basic commands require
you to hold down the Ctrl key, or to first press a meta key (generally mapped to the Alt
key). The basic commands are listed in Table 5.2.
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TABLE 5.2 Emacs Editing Commands

Action Command
Abort Ctrl+g
Cursor left Ctrl+b
Cursor down Ctrl+n
Cursor right Ctrl+f

Cursor up Ctrl+p
Delete character Ctrl+d
Delete line Ctrl+k

Go to start of line Ctrl+a

Go to end of line Ctrl+e

Help Ctrl+h

Quit Ctrl+x, Ctrl+c
Save As Ctrl+x, Ctrl+w
Save file Ctrl+x, Ctrl+s
Search backward Ctrl+r
Search forward Ctrl+s

Start tutorial Ctrl+h, t
Undo Ctrl+x, u

TIP

One of the best reasons to learn how to use emacs is that you can use nearly all the
same keystrokes to edit commands on the bash shell command line. Another reason is
that like vi, emacs is universally available on nearly every Unix and Linux system,
including Apple’s Mac 0OS X.

Working with Permissions

Under Linux (and Unix), everything in the file system, including directories and devices,
is a file. And every file on your system has an accompanying set of permissions based on
ownership. These permissions form the basis for security under Linux, and designate each
file’s read, write, and execute permission for you, members of your group, and all others
on the system.

You can examine the default permissions for a file you create by using the umask
command, or as a practical example, by using the touch command and then the 1s
command’s long-format listing like this:

$ touch file
$ 1s -1 file
SPW-rw-r- - 1 andrew andrew 0 Nov 11 12:28 file
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In this example, the touch command is used to quickly create a file. The 1s command
then reports on the file, displaying information (from left to right) in the first field of
output (such as -rw-rw-r--in the above output from the 1s command):

» The first character of the field is the type of file created—Common indicators of
the type of file are a leading letter in the output. A blank (which is represented by a
dash in the preceding example) designates a plain file, d designates a directory, ¢
designates a character device (such as /dev/ttyS0), and b is used for a block device
(such as /dev/hda).

» Permissions—Read, write, and execute permissions for the owner, group, and all
others on the system. (You learn more about these permissions later in this section.)

» Number of links to the file—The number one (1) designates that there is only one
file, whereas any other number indicates that there might be one or more hard-
linked files. Links are created with the 1n command. A hard-linked file is an exact
copy of the file, but it might be located elsewhere on the system. Symbolic links of
directories can also be created, but only the root operator can create a hard link of
a directory.

» The owner—The account that created or owns the file; you can change this desig-
nation by using the chown command.

» The group—The group of users allowed to access the file; you can change this
designation by using the chgrp command.

» File size and creation/modification date—The last two elements indicate the size
of the file in bytes and the date the file was created or last modified.

Assigning Permissions

Under Linux, permissions are grouped by owner, group, and others, with read, write, and
execute permission assigned to each, like so:

Owner Group Others
rwx rwx rxXw
Permissions can be indicated by mnemonic or octal characters. Mnemonic characters are

» r indicates permission for an owner, member of the owner’s group, or others to
open and read the file.

» w indicates permission for an owner, member of the owner’s group, or others to
open and write to the file.

» x indicates permission for an owner, member of the owner’s group, or others to
execute the file (or read a directory).
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In the previous example for the file named file, the owner, andrew, has read and write
permission, as does any member of the group named andrew. All other users may only
read the file. Also note that default permissions for files created by the root operator will
be different because of umask settings assigned by the shell.

Many users prefer to use numeric codes, based on octal (base 8) values, to represent
permissions. Here’s what these values mean:

» 4 indicates read permission.
» 2 indicates write permission.

» 1 indicates execute permission.

In octal notation, the previous example file has a permission setting of 664 (read + write
or 4 + 2, read + write or 4 + 2, read-only or 4). Although you can use either form of
permissions notation, octal is easy to use quickly after you visualize and understand how
permissions are numbered.

NOTE

In Linux, you can create groups to assign a number of users access to common direc-
tories and files, based on permissions. You might assign everyone in accounting to a
group named accounting, for example, and allow that group access to accounts
payable files while disallowing access by other departments. Defined groups are main-
tained by the root operator, but you can use the newgrp command to temporarily join
other groups to access files (as long as the root operator has added you to the other
groups). You can also allow or deny other groups’ access to your files by modifying the
group permissions of your files.

Directory Permissions
Directories are also files under Linux. For example, again use the 1s command to show
permissions like this:

$ mkdir foo
$ 1s -1d foo
drwxrwxr-x 2 andrew andrew 4096 Jan 23 12:37 foo

In this example, the mkdir command is used to create a directory. The 1s command and
its -1d option is used to show the permissions and other information about the directory
(not its contents). Here you can see that the directory has permission values of 775 (read +
write + execute or 4 + 2 + 1, read + write + execute or 4 + 2 + 1, and read + execute or
4+ 1).

This shows that the owner and group members can read and write to the directory and,
because of execute permission, also list the directory’s contents. All other users can only
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list the directory contents. Note that directories require execute permission for anyone to
be able to view their contents.

You should also notice that the 1s command’s output shows a leading d in the permis-
sions field. This letter specifies that this file is a directory; normal files have a blank field
in its place. Other files, such as those specifying a block or character device, have a differ-
ent letter.

For example, if you examine the device file for a Linux serial port, you will see
$ 1s -1 /dev/ttySo
Crw-rw- - - - 1 root uucp 4, 64 Jan 23 23:38 /dev/ttySo

Here, /dev/ttyS0 is a character device (such as a serial communications port and desig-
nated by a ¢) owned by root and available to anyone in the uucp group. The device has
permissions of 660 (read + write, read + write, no permission).

On the other hand, if you examine the device file for an IDE hard drive, you see
$ 1s -1 /dev/hda
brw-rw- - - - 1 root disk 3, @ Jan 23 23:37 /dev/hda

In this example, b designates a block device (a device that transfers and caches data in
blocks) with similar permissions. Other device entries you will run across on your Linux
system include symbolic links, designated by s.

You can use the chmod command to alter a file’s permissions. This command uses various
forms of command syntax, including octal or a mnemonic form (such as u, g, o, or a and
rwx, and so on) to specify a desired change. The chmod command can be used to add,
remove, or modify file or directory permissions to protect, hide, or open up access to a
file by other users (except for root, which can access any file or directory on a Linux
system).

The mnemonic forms of chmod’s options (when used with a plus character, +, to add, or a
minus sign, -, to take away) designate the following:

» u—Adds or removes user (owner) read, write, or execute permission

» g—Adds or removes group read, write, or execute permission

» o—Adds or removes read, write, or execute permission for others not in a file’s
group

» a—Adds or removes read, write, or execute permission for all users

» r—Adds or removes read permission

» w—Adds or removes write permission

» x—Adds or removes execution permission
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For example, if you create a file, such as a readme. txt, the file will have default permis-
sions (set by the umask setting in /etc/bashrc) of

-rW-rw-r- - 1 andrew andrew 12 Jan 2 16:48 readme.txt

As you can see, you and members of your group can read and write the file. Anyone else
can only read the file (and only if it is outside your home directory, which will have read,
write, and execute permission set only for you, the owner). You can remove all write
permission for anyone by using chmod, the minus sign, and aw like so:

$ chmod -aw readme.txt
$ 1s -1 readme.txt
-r--r--r-- 1 andrew andrew 12 Jan 2 16:48 readme.txt

Now, no one can write to the file (except you, if the file is in your home or /tmp directory
because of directory permissions). To restore read and write permission for only you as the
owner, use the plus sign and the u and rw options like so:

$ chmod u+rw readme.txt
$ 1s -1 readme.txt
SPW- - - - - 1 andrew andrew 12 Jan 2 16:48 readme.txt

You can also use the octal form of the chmod command, for example, to modify a file’s
permissions so that only you, the owner, can read and write a file. Use the chmod
command and a file permission of 600, like this:

$ chmod 600 readme.txt

If you take away execution permission for a directory, files might be hidden inside and
may not be listed or accessed by anyone else (except the root operator, of course, who has
access to any file on your system). By using various combinations of permission settings,
you can quickly and easily set up a more secure environment, even as a normal user in
your home directory.

Understanding Set User ID and Set Group ID Permissions

Another type of permission is “set user ID”, known as suid, and “set group ID” (sgid)
permissions. These settings, when used in a program, enable any user running that
program to have program owner or group owner permissions for that program. These
settings enable the program to be run effectively by anyone, without requiring that each
user’s permissions be altered to include specific permissions for that program.

One commonly used program with suid permissions is the passwd command:
$ 1s -1 /usr/bin/passwd
-P-8--X--X 1 root root 13536 Jan 12 2000 /usr/bin/passwd

This setting allows normal users to execute the command (as root) to make changes to a
root-only accessible file, /etc/passwd.
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You also can assign similar permission with the chfn command. This command allows
users to update or change finger information in /etc/passwd. You accomplish this
permission modification by using a leading 4 (or the mnemonic s) in front of the three
octal values.

NOTE

Other files that might have suid or guid permissions include at, rcp, rlogin, rsh, chage,
chsh, ssh, crontab, sudo, sendmail, ping, mount, and several Unix-to-Unix Copy (UUCP)
utilities. Many programs (such as games) might also have this type of permission to
access a sound device.

Files or programs that have suid or guid permissions can sometimes present security holes
because they bypass normal permissions. This problem is compounded if the permission
extends to an executable binary (a command) with an inherent security flaw because it
could lead to any system user or intruder gaining root access. In past exploits, this typi-
cally happened when a user fed a vulnerable command with unexpected input (such as

a long pathname or option); the command would bomb out, and the user would be
presented a root prompt. Although Linux developers are constantly on the lookout

for poor programming practices, new exploits are found all the time, and can crop up
unexpectedly, especially in newer software packages that haven’t had the benefit of peer
developer review.

Savvy Linux system administrators keep the number of suid or guid files present on a
system to a minimum. The find command can be used to display all such files on your
system:

# find / -type f -perm +6000 -exec 1ls -1 {} \;

NOTE

The find command is quite helpful and can be used for many purposes, such as
before or during backup operations. See the section “Using Backup Software” in
Chapter 13, “Backing Up.”

Note that the programs do not necessarily have to be removed from your system. If your
users really do not need to use the program, you can remove the program’s execute
permission for anyone. You have to decide, as the root operator, whether your users are
allowed to, for example, mount and unmount CD-ROMs or other media on your system.
Although Linux-based operating systems can be set up to accommodate ease of use and
convenience, allowing programs such as mount to be suid might not be the best security
policy. Other candidates for suid permission change could include the chsh, at, or chage
commands.
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Working as Root

The root, or super-user account, is a special account and user on Unix and Linux systems.
Super-user permissions are required in part because of the restrictive file permissions
assigned to important system configuration files. You must have root permission to edit
these files or to access or modify certain devices (such as hard drives). When logged in as
root, you have total control over your system, which can be dangerous.

When you work in root, you can destroy a running system with a simple invocation of
the rm command like this:

#rm -fr /

This command line not only deletes files and directories, but also could wipe out file
systems on other partitions and even remote computers. This alone is reason enough to
take precautions when using root access.

The only time you should run Linux as the super-user is when booting to runlevel 1, or
system maintenance mode, to configure the file system, for example, or to repair or main-
tain the system. Logging in and using Linux as the root operator isn’t a good idea because
it defeats the entire concept of file permissions.

Knowing how to run commands as root without logging in as root can help avoid serious
missteps when configuring your system. Linux comes with a command named su that
enables you to run one or more commands as root and then quickly returns you to
normal user status. For example, if you would like to edit your system’s file system table
(a simple text file that describes local or remote storage devices, their type, and location),
you can use the su command like this:

$ su -c "nano -w /etc/fstab"
Password:

After you press Enter, you are prompted for a password that gives you access to root. This
extra step can also help you “think before you leap” into the command. Enter the root
password, and you are then editing /etc/fstab, using the nano editor with line wrapping
disabled.

CAUTION

Before editing any important system or software service configuration file, make a
backup copy. Then make sure to launch your text editor with line wrapping disabled. If
you edit a configuration file without disabling line wrapping, you could insert spurious
carriage returns and line feeds into its contents, causing the configured service to fail
when restarting. By convention, nearly all configuration files are formatted for 80-char-
acter text width, but this is not always the case. By default, the vi and emacs editors
don’t use line wrap.
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You can use sudo to assign specific users permission to perform specific tasks (similar to
BSD Unix and its “wheel” group of users) . The sudo command works by first examining
the file named sudoers under the /etc directory; you modify this file with the visudo
command. See the section “Granting Root Privileges on Occasion—The sudo Command”
in Chapter 10, “Managing Users,” for details on how to configure and use sudo.

Creating Users

When a Linux system administrator creates a user, an entry in /etc/passwd for the user is
created. The system also creates a directory, labeled with the user’s username, in the /home
directory. For example, if you create a user named bernice, the user’s home directory is
/home/bernice.

NOTE

In this chapter, you learn how to manage users from the command line. See Chapter
14 for more information on user administration with Fedora using graphical administra-
tion utilities, such as the system-config-users client.

Use the useradd command, along with a user’s name, to quickly create a user:

# useradd andrew

After creating the user, you must also create the user’s initial password with the passwd
command:

# passwd andrew

Changing password for user andrew.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Enter the new password twice. If you do not create an initial password for a new user, the
user cannot log in.

You can view useradd’s default new user settings by using the command and its -D
option, like this:

# useradd -D
GROUP=100
HOME=/home
INACTIVE=-1
EXPIRE=
SHELL=/bin/bash
SKEL=/etc/skel
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These options display the default group ID, home directory, account and password policy
(active forever with no password expiration), the default shell, and the directory contain-
ing defaults for the shell.

The useradd command has many different command-line options. The command can be
used to set policies and dates for the new user’s password, assign a login shell, assign
group membership, and manage other aspects of a user’s account.

Deleting Users

Use the userdel command to delete users from your system. This command removes a
user’s entry in the system’s /etc/passwd file. You should also use the command’s -r
option to remove all the user’s files and directories (such as the user’s mail spool file
under /var/spool/mail):

# userdel -r optimus

If you do not use the -r option, you have to manually delete the user’s directory under
/home, along with the user’s /var/spool/mail queue.

Shutting Down the System

Use the shutdown command to shut down your system. The shutdown command has a
number of different command-line options (such as shutting down at a predetermined
time), but the fastest way to cleanly shut down Linux is to use the -h or halt option,
followed by the word now or the numeral zero (@), like this:

# shutdown -h now

or

# shutdown -h 0

To incorporate a timed shutdown and a pertinent message to all active users, use
shutdown’s time and message options, like so:

# shutdown -h 18:30 "System is going down for maintenance this evening"

This example shuts down your system and provides a warning to all active users 15
minutes before the shutdown (or reboot). Shutting down a running server can be consid-
ered drastic, especially if there are active users or exchanges of important data occurring
(such as a backup in progress). One good approach is to warn users ahead of time. This
can be done by editing the system Message of the Day (MOTD) motd file, which displays a
message to users after login. To create your custom MOTD, use a text editor and change
the contents of /etc/motd. You can also make downtimes part of a regular schedule,
perhaps to coincide with security audits, software updates, or hardware maintenance.
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You should shut down Fedora for only a few very specific reasons:
» You are not using the computer and want to conserve electrical power.

» You need to perform system maintenance that requires any or all system services to
be stopped.

» You want to replace integral hardware.

TIP

Do not shut down your computer if you suspect that one or more intruders has infil-
trated your system; instead, disconnect the machine from any or all networks and
make a backup copy of your hard drives. You might want to also keep the machine
running to examine the contents of memory and to examine system logs. See Chapter
14 and the section “Securing Your Network” on how to protect and monitor a network-
connected system.

Rebooting the System

You should also use the shutdown command to reboot your system. The fastest way to
cleanly reboot Linux is to use the -r option, and the word now or the numeral zero (0):

# shutdown -r now

or

# shutdown -r 0

Both rebooting and shutting down can have dire consequences if performed at the wrong
time (such as during backups or critical file transfers, which arouses the ire of your
system’s users). However, Linux-based operating systems are designed to properly stop
active system services in an orderly fashion. Other commands you can use to shut down
and reboot Linux are the halt and reboot commands, but the shutdown command is
more flexible.

Reading Documentation

Although you learn the basics of using Fedora in this book, you need time and practice to
master and troubleshoot more complex aspects of the Linux operating system and your
distribution. As with any operating system, you can expect to encounter some problems
or perplexing questions as you continue to work with Linux. The first place to turn for
help with these issues is the documentation included with your system; if you cannot
find the information you need there, check Fedora’s website.
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NOTE

Checking Fedora’s website for security updates and bug fixes is a good idea. Browse
to http://fedoraproject.org/wiki/. Alternatively, you can always do a quick yum update
to make sure that your system has the most up-to-date software available.

Linux, like Unix, is a self-documenting system, with man pages accessible through the
man command. Linux offers many other helpful commands for accessing its documenta-
tion. You can use the apropos command—for example, with a keyword such as
partition—to find commands related to partitioning, like this:

$ apropos partition

diskdumpfmt (8) - format a dump device or a partition

fdisk (8) - Partition table manipulator for Linux

GNU Parted [parted] (8) - a partition manipulation program

mpartition (1) - partition an MSDOS hard disk

MPI_Cart_sub (3) - Partitions a communicator into subgroups which form
lower-dimensional cartesian subgrids

partprobe (8) - inform the 0S of partition table changes
pvcreate (8) - initialize a disk or partition for use by LVM
sfdisk (8) - Partition table manipulator for Linux

To find a command and its documentation, you can use the whereis command. For
example, if you are looking for the fdisk command, you can do this:

$ whereis fdisk
fdisk: /sbin/fdisk /usr/share/man/man8/fdisk.8.9z

Using Man Pages

To learn more about a command or program, use the man command, followed by the
name of the command. Man pages for Linux and X Window commands are within the
/usr/share/man, /usr/local/share/man, and /usr/X11R6/man directories; so, for example,
to read the rm command’s man page, use the man command like this:

$ man rm

After you press Enter, the less command (a Linux command known as a pager) displays
the man page. The less command is a text browser you can use to scroll forward and
backward (even sideways) through the document to learn more about the command.
Type the letter h to get help, use the forward slash to enter a search string, or press q to
quit.

NOTE

Although nearly all the hundreds of GNU commands included with Linux each have a
man page, you must use the info command to read detailed information about using a
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GNU command. For example, to learn even more about bash (which has a rather exten-
sive manual page), use the info command like this:

$ info bash
Press the n and p keys to navigate through the document, or scroll down to a menu

item on the screen and press Enter to read about a specific feature. Press q to quit
reading.

Related Fedora and Linux Commands

The following programs and built-in shell commands are commonly used when working
at the command line. These commands are organized by category to help you under-
stand the command’s purpose. If you need to find full information for using the
command, you can find that information under the command’s man page.

» Managing users and groups—chage, chfn, chsh, edquota, gpasswd, groupadd,
groupdel, groupmod, groups, mkpasswd, newgrp, newusers, passwd, umask,
useradd, userdel, usermod

» Managing files and file systems—cat, cd, chattr, chmod, chown, compress, cp,
dd, fdisk, find, gzip, In, mkdir, mksfs, mount, mv, rm, rmdir, rpm, sort, swapon,
swapoff, tar, touch, umount, uncompress, uniq, unzip, zip

» Managing running programs—bg, fg, kill, killall, nice, ps, pstree, renice, top,
watch

» Getting information—apropos, cal, cat, cmp, date, diff, df, dir, dmesg, du, env,
file, free, grep, head, info, last, less, locate, Is, Isattr, man, more, pinfo, ps, pwd,
stat, strings, tac, tail, top, uname, uptime, vdir, vmstat, w, wc, whatis, whereis,
which, who, whoami

» Console text editors—ed, jed, joe, mcedit, nano, red, sed, vim

» Console Internet and network commands—bing, elm, ftp, host, hostname, ifcon-
fig, links, lynx, mail, mutt, ncftp, netconfig, netstat, pine, ping, pump, rdate, route,
scp, sftp, ssh, tcpdump, traceroute, whois, wire-test

Reference

The migration to a new computer operating system does not have to be painful to
management and users. Providing easy-to-understand directions, some background infor-
mation, and preconfiguration of an installed system can help the transition.

This section lists some additional points of reference with background information on the
standards and commands discussed in this chapter. Browse these links to learn more
about some of the concepts discussed in this chapter and to expand your knowledge of
your new Linux community.

» http://www.winntmag.com/Articles/Index.cfm?Article]lD=7420—An article by a
Windows NT user who, when experimenting with Linux, blithely confesses to
rebooting the system after not knowing how to read a text file at the Linux console.
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http://standards.ieee.org/regauth/posix/—IEEE’s POSIX information page.

http://www.itworld.com/Comp/2362/lw-01-government/#sidebar—Discussion of
Linux and POSIX compliance.

http://www.pathname.com/fhs/—Home page for the Linux FHS, Linux Filesystem
Hierarchy Standard.

http://www.tldp.org/—Browse the HOWTO section to find and read The Linux
Keyboard and Console HOWTO—Andries Brouwer’s somewhat dated but eminently
useful guide to using the Linux keyboard and console.

http://www.gnu.org/software/emacs/emacs.html—Home page for the FSF’'s GNU
emacs editing environment; you can find additional documentation and links to the
source code for the latest version here.

http://www.vim.org/—Home page for the vim (vi clone) editor included with Linux
distributions. Check here for updates, bug fixes, and news about this editor.

http://www.courtesan.com/sudo/—Home page for the sudo command. Check here
for the latest updates, security features, and bug fixes.
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CHAPTER 5
On the Internet

The Internet has revolutionized our modern civilization
within a very short time. Not long ago it was unheard of to
be communicating through the Internet, and computer
networks were viewed with some suspicion thanks to
various Hollywood blockbusters such as WarGames and The
Terminator; nowadays you are deemed backwards if you do
not have an email account or an instant messenger “nick.”
This chapter introduces you to some of the more popular
software that you can use to access the Internet, send and
receive email, read the news, and talk in real-time using
instant messaging and even videoconferencing. You will
find out how to set up each piece of software to access the
resources you need.

Browsing the Internet

The Internet has forever changed how we access and share
information. The ways in which we view the Internet have
also changed and are continually improving to give better
and richer experiences.

A Brief Introduction to the Internet

The Internet itself was first brought to life by the U.S.
Department of Defense in 1969. It was called
ARPANet after the Department of Defense’s Advanced
Research Projects Agency. Designed to build a
network that would withstand major catastrophe (this
was the peak of the Cold War), it soon grew to encom-
pass more and more networks to build the Internet.
Then, in 1991, Tim Berners-Lee of CERN developed
the idea of the World Wide Web, including Hypertext
Transfer Protocol (HTTP) and Hypertext Markup
Language (HTML). This gave us what we now know

to be the Internet.

IN THIS CHAPTER

» Browsing the Internet

» Choosing an Email Client

» RSS Readers

» Instant Messaging with Pidgin
» Internet Relay Chat

» Usenet Network Newsgroups

» The Pan News Client
Newsreader

» Videoconferencing with Ekiga

» Reference
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Mozilla Firefox

One of the most popular web browsers, and in fact the default web browser in Fedora, is
Mozilla Firefox (see Figure 5.1). Built on a solid code base that is derived from the Mozilla
Suite, Firefox offers a breath of fresh air to surfing the Internet, compared to the domi-
nant Internet Explorer (which is only available on Windows). Firefox offers a secure
browsing environment, coupled by the ability to extend the browsing experience by using
plugins and extensions, which we cover briefly later in this section. There have been
more than 265 million downloads of Firefox since its release in late 2004, and it has
grabbed significant market share from Internet Explorer.

In Fedora you can find Firefox under the Applications, Internet menu at the top of your
screen. An even simpler way to start Firefox is to click the small world icon next to the
Actions menu. Either way, Firefox opens.

Ble Edt Vew Go Bookmars Tools Help o andy.udson -

- B €0 @) [® reewanmozna comvenuss - o G

B (JFunmy SWT | Mews | JPersonal | ShaT | Distres

mozilla
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@ Downlcad Firelox - Free

%= Firetox Add-ons * What's How
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Mozilla Hamed Technalogy Phesser

a Thunderhird 1.5 Mitcheil Bakar's Biog

Done

FIGURE 5.1  Mozilla Firefox—rediscover the Web. Firefox enables you to add on numerous
upgrades, further enhancing your experience.

Beyond the basic program is a wealth of plug-ins and extensions that can increase the
capabilities of Firefox beyond simple web browsing. Plug-ins such as Shockwave Flash and
Java are available instantly, as are multimedia codecs for viewing video content, whereas
extensions provide useful and sometimes humorous additions to the browsing experience.
For example, ForecastFox is an extension that gives you your local weather conditions,
and Bandwidth Tester is a tool that calculates your current bandwidth. Perhaps the best
way to while away a lazy afternoon is to download the StumbleUpon extension, which
provides you with the proverbial big red button that you can click to be taken to a web
page based upon certain pre-defined conditions that you select. More often than not
you'll come across some Calvin and Hobbes strip that will make you smile just when you
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need it. However, you can find some real gems by using StumbleUpon. As Firefox grows,
there will be more and more extensions and plug-ins that you can use to enhance your
browsing pleasure.

Finding and obtaining these plugins and extensions is made very easy as Mozilla devel-
opers have helpfully created a site dedicated to helping you get more from Firefox.
Particular favorites are the Adblock Plus and the StumbleUpon plugins. Adblock Plus
allows you to nuke all those annoying banners and animations that take up so much
bandwidth while you are browsing. StumbleUpon is a neat plugin that takes you to web
pages based on your preferences. Be warned, though, that StumbleUpon can be quite
addictive and you will end up wasting away many hours clicking the stumble button!

Another plugin that we make a lot of use of is Google BrowserSync. If, like us, you work
across multiple computers then you will no doubt have had to re-create bookmarks at
every different computer and try to keep them the same. Google makes this whole
process much easier by allowing you to synchronize not only your bookmarks, but also
your cookies, browser history and finally any saved passwords across multiple browsers.
Bear in mind that you can choose what you want to synchronize, making it easy just to
replicate your bookmarks.

Konqueror

KDE users have the option to use Konqueror, which is the default browser for KDE (see
Figure 5.2). As well as handling file system navigation, Konqueror can also be used to surf
the web. It, too, is based on the Gecko rendering engine as found in Firefox.

Location Edit View Go Qockmarks Ioals Setings Window Help
4roBhFOBAQQ S
& Lacation: | hupivwww kongueror.angs ) el
{!§| Konqueror
Konquerar Homepage

ECCEE Konqueror - Web Browser, File Manager - and

maore!

Date Headline

25-Septembar-2006 Kon
25-March-2006
A-June-2003

18-March-2008

FIGURE 5.2 Konqueror, the standard KDE web and file system browser.



114 CHAPTER 5 On the Internet

Choosing an Email Client

Back in the days of Unix, there were various text-based email clients such as elm and pine
(Pine Is Not Elm). Although they looked basic, they allowed the average user to interact
with his email, both for composing and reading correspondence. With the advent of
mainstream computing and the realization that people needed friendly GUI interfaces to
be productive came a plethora of email clients, with some of them being cross-platform
and compatible among Linux, Windows, and Mac OS X, not to mention Unix.

Evolution

Evolution is the standard email client that comes with Fedora, and to call it an email
client would be to sincerely underestimate its usefulness as an application. Not only does
it handle email, but it can also look after contacts and calendaring, as well as managing
your tasks (see Figure 5.3). The next section demonstrates how to configure Evolution to
handle email.
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FIGURE 5.3  With Evolution you can handle all your email and contacts, as well as make
appointments and track tasks.

You need to have the following information to successfully configure Evolution:
» Your email address
» Your incoming email server name and type (that is, pop.email.com, POP, and IMAP)
» Your username and password for the incoming server

» Your outgoing email server name (that is, smtp.email.com)



Choosing an Email Client 115

After you have all the information, you can start Evolution. The first screen you are
presented with is the Identity screen as part of the Account Setup Assistance wizard
(see Figure 5.4).

Identity
Please enter your name and email address below. The

"optional” fields below do not need to be filled in, unless
you wish to include this information in email you send.

Required Information

Full Name: Andrew Hudson

Email Address: |andyhudson@gmail.com

Optional Information

[ Make this my default account

Reply-To:

Organization:

| ¥ Cancel ‘ | 4 Back ‘ [E}Eorward]

FIGURE 5.4  You can launch and configure Evolution with just a few simple commands. The
Identity screen, the first of several screens, asks you to enter your information. Click Forward to
proceed.

The next screen permits you to configure Evolution to use your Mail Transfer Agent (the
software used to transfer your mail from your computer to the wider network or Internet).
You can choose POP, IMAP, the local spools found in /var/mail in either mbox or maildir
format, a local MTA, or None if you simply want to use the other features of Evolution. As
shown in Figure 5.5, you can also set your password.

You must also choose between SMTP or Sendmail for sending your mail; enter your email
address, and choose a time zone (very important for your calendar). Finally, you will see
the opening Evolution window in Figure 5.6.
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Please select among the following options

Server Type: |IMAP ‘l

-

Description:  For reading and storing mail on IMAP servers.

Configuration
Server: |pop.gma|l.com
Username: | dson

Security

Use Secure Connection | SSL encryption 3

Authentication Type

Password tl | Check for Supperted Types ]

[ Remember password

| ¥ Cancel I ‘ 4 Back l | W Forward

FIGURE 5.5 The Receiving Mail screen requires information from your ISP or system
administrator.
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FIGURE 5.6 The standard Evolution display. On the left you can see buttons to choose Mail,
Contacts, Calendars, and Tasks windows.
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Each icon in the left pane of the main Evolution window opens a different window when
selected. Each view has options that can be configured to suit your needs; you'll find
access to the preferences dialog box under the Edit menu, which is shown in Figure 5.7.

"-m Evolution Preferences x

General | Display } Alarms I Free/Busy } Calendar Publishing I

2

Time
Mail Accounts

Time zone [Eumpekondon

%

Adjust for daylight saving time

Aut let
utocompletion Time format: @ 12 hour (AMPM) O 24 hour

l

Work Week
Mail Preferences Week starts on I Monday 5
z Work days Mon Tue Wed Thu Fri [] Sat [] Sun

Day begins:  [03:00 AM [ ¥ |
Day ends 05:00 PM n

Alerts

Composer Preferences

Calendar and Tasks

@ Ask for confirmation when deleting items

[J Show a reminder |15 % Minutes + | before every appointment

Certificates

FIGURE 5.7 The calendar application Tools screen is where the information can be shared
with others. Here, the times and dates can be configured.

Mozilla Thunderbird

Mozilla Thunderbird (see Figure 5.8) is the sister program to Firefox. Whereas Firefox is
designed to browse the web, Thunderbird’s specialty is communication. It can handle
email, network news (see later in this chapter), and RSS feeds.

Thunderbird is not installed by default with Fedora, so you will have to use either yum or
system-config-packages to install it. As with Firefox, there are many plug-ins and exten-
sions to enhance your email and newsreading.
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FIGURE 5.8 The natural companion to Firefox, Mozilla’s lightweight email client Thunderbird
can be found in use all over the world.

KMail

If you are using the KDE Desktop Environment rather than the Fedora default GNOME
desktop, you will also have KMail installed. As with Balsa, it will not take users of Outlook
Express or Mozilla Mail very long to get used to the KMail interface. Some useful features
found in KMail are the choice of mbox or maildir formats, improved filter creation, the
capability to sort mail into threads, and the capability to apply filters at the MTA. Figure
5.9 shows the KMail email program. KMail offers IMAP access, extensive filtering, mbox
and maildir formats, and the capability to easily integrate MTAs such as Procmail,
Spamassassin, or custom processing scripts.

Other Mail Clients

The mail clients included by Fedora are only a few of those available. Sylpheed-claws (not
included) is very popular because it offers spell-checking while typing and is well suited
for use in large network environments in which network overhead and RAM usage are
important considerations. You can find other mail clients and applications suitable for use
with Fedora by searching http://freshmeat.net/.
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FIGURE 5.9 The KMail email client, part of the KDE Desktop Environment.

RSS Readers

RSS is one of the protocols of Web 2.0, the next generation of Internet content. Although
RSS has been in use for a couple of years now, it has only recently started to really take
off, thanks to adoption across a large number of websites and portals.

The key advantage of RSS is that you can quickly read news from your specific choice of
websites at a time that suits you. Some services offer just the articles’ headlines, whereas
others offer full articles for you to view. RSS feeds can be accessed in various ways, even
through your web browser!

Firefox

Firefox implements RSS feeds as what it calls Live Bookmarks (shown in Figure 5.10),
which are essentially bookmarks with sub-bookmarks, each linking to a new page from
your chosen website. I like to have several news sites grouped together under a folder on
my toolbar called News, allowing me to quickly browse through my collection of sites
and pick out articles that really interest me.

Liferea

Of course, not everyone wants to read RSS feeds with the browser. The main problem
with reading RSS feeds with Firefox is that you get to see only the headline, rather than
any actual text. This is where a dedicated RSS reader comes in handy, and Liferea (see
Figure 5.11) is one of the best.
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FIGURE 5.10 Live Bookmarks for Firefox, making all your news fixes just a mouse click away
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FIGURE 5.11 Read your daily news feeds with Liferea, a fantastic and easy-to-use RSS
feed reader.

It is not installed by default, so you have to retrieve it by going to Applications,
Add/Remove Software. After it is installed, you can find it under the Applications,
Internet menu labeled simply Liferea.

By default, Liferea offers a number of RSS feeds, including Fedora People, Red Hat
Magazine, and Fedoranews.org. Adding a new feed is very straightforward. All you need to
do is select New Subscription under the Feeds menu and paste the URL of the RSS feed
into the box. Liferea then retrieves all the current items available through that field, and
displays the feed name on the left side for you to select and start reading.
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Instant Messaging with Pidgin

Instant Messaging is one of the biggest ways for people to interact on the web. AOL was
the primary force behind this, especially in America, but other networks and systems soon
came onto the market providing users with a wealth of choice.

No longer just a consumer tool, instant messaging is now a part of the corporate world,
with many different companies deploying internal instant messaging software for
collaboration.

One of the biggest hurdles that Fedora had to overcome was the fact that with the excep-
tion of Jabber, there was no client software to access networks such as AIM or MSN.
Fortunately where there is a will there is a way, and Pidgin was created as a multi-protocol
instant messaging client enabling you to connect to several different networks that use
differing protocols.

NOTE

If you have used prior versions of Fedora then you may be wondering why we are cover-
ing Pidgin rather than GAIM. Well, GAIM had a few legal problems surround their use of
AIM within their name, which could have led to confusion with AOL Instant Messenger.
As a result, GAIM has rebranded itself Pidgin instead and finally released version 2,
which is included within Fedora.

You can find Pidgin under Applications, Internet, listed as Internet Messenger and it is
shown in Figure 5.12.

Buddy List
Buddies Accounts Tools Help
~ Coworkers
& - James Dean

() Available v I

FIGURE 5.12 Pidgin, the new name for GAIM, allows you to send instant messages to pretty
much any IM network.
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When you launch Pidgin for the first time you are prompted to create an account. Simply
select from the protocol list, enter your screen name and password and away you go.

PIDGIN supports Jabber, an open XML-based IM protocol that can be used to set up a
corporate IM server. Jabber is not supplied with Fedora, but you can obtain additional
information about it from the Jabber home page at http://www.jabber.com/. You can
obtain the Jabber server, Jabberd, from http://jabberd.jabberstudio.org/. If you want to
use PIDGIN locally for collaboration, Jabber would be an excellent choice for a private
local server.

Internet Relay Chat

As documented in RFC 2812 and RFC 2813, the IRC protocol is used for text conferenc-
ing. Like mail and news, IRC uses a client/server model. Although it is rare for an individ-
ual to establish an IRC server, it can be done. Most people use public IRC servers and
access them with IRC clients.

Fedora provides a number of graphical IRC clients, including X-Chat, licq-kde, and
Mozilla-chat, but there is no default chat client for Fedora. Fedora also provides the
console clients epic and licq for those who eschew X. If you don't already have a

favorite, you should try them all.

CAUTION

You should never use an IRC client while you are the root user. It is better to create a
special user just for IRC because of potential security problems. To use X-Chat in this
manner, you open a terminal window, use su to change to your IRC user, and start the
xchat client.

X-Chat is a popular IRC client, and it is the client that is used in this chapter’s example.
The HTML documents for X-Chat are available in /usr/share/docs/xchat. It is a good
idea to read them before you begin because they include an introduction to and cover
some of the basics of IRC. You need to download and install X-Chat to launch the X-Chat
client, select the IRC Client item from the Internet menu found under the Extras menu,
or you can launch it from the command line, like this:

$ xchat &

The X-Chat application enables you to assign yourself up to three nicknames. You can
also specify your real name and your username. Because many people choose not to use
their real names in IRC chat, you are free to enter any names you desire in any of the
spaces provided. You can select multiple nicknames; you might be banned from an IRC
channel under one name, and you could then rejoin using another. If this seems slightly
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juvenile to you, you are beginning to get an idea of the type of behavior on many IRC
channels.

When you open the main X-Chat screen, a list of IRC servers appears, as shown in Figure
5.13. After you choose a server by double-clicking it, you can view a list of channels avail-
able on that server by choosing Window, List Window. The X-Chat Channel List window
appears. In that window, you can choose to join channels featuring topics that interest
you. To join a channel, you double-click it.
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[22:12 d/opsec) has joined #Fedora
[22: 125 wrumTyoUss oS qurt—emote closed the connection)
[22:12] terracon has guit (Read error: 110 (Connection timed
out))
1 i r =)
295 Users UkHack |

0.3s lag

FIGURE 5.13 The main X-Chat screen presents a list of available public servers from which
to select.

The Wild Side of IRC

Do not be surprised at the number of lewd topics and the use of crude language on
public IRC servers. For a humorous look at the topic of IRC cursing, see http://www.
irc.org/fun_docs/nocuss.html. This site also offers some tips for maintaining IRC
etiquette, which is essential if you do not want to be the object of any of that profanity!
Here are some of the most important IRC etiquette rules:

» Do not use colored text, all-capitalized text, blinking text, or “bells” (beeps
caused by sending ~G to a terminal).

» Show respect for others.
» Ignore people who act inappropriately.
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After you select a channel, you can join in the conversation, which appears as onscreen
text. The messages scroll down the screen as new messages appear.

TIP

You can establish your own IRC server even though Fedora does not provide one.
Setting up a server is not a task for anyone who is not well versed in Linux or IRC.

A popular server is IRCd, which you can obtain from ftp://ftp.irc.org/irc/server/. Before
you download IRCd, you should look at the README file to determine what files you
need to download and read the information at http://www.irchelp.org/irchelp/ircd/.

Usenet Network Newsgroups

The concept of newsgroups revolutionized the way information was exchanged between
people across a network. The Usenet network news system created a method for people to
electronically communicate with large groups of people with similar interests. As you will
see, many of the concepts of Usenet news are embodied in other forms of collaborative
communication.

Usenet newsgroups act as a form of public bulletin board system. Any user can subscribe
to individual newsgroups and send (or post) messages (called articles) to the newsgroup so
that all the other subscribers of the newsgroup can read them. Some newsgroups include
an administrator, who must approve each message before it is posted. These are called
moderated newsgroups. Other newsgroups are open, allowing any subscribed member to
post a message. When an article is posted to the newsgroup, it is transferred to all the
other hosts in the news network.

Usenet newsgroups are divided into a hierarchy to make it easier to find individual news-
groups. The hierarchy levels are based on topics, such as computers, science, recreation,
and social issues. Fach newsgroup is named as a subset of the higher-level topic. For
example, the newsgroup comp relates to all computer topics. The newsgroup comp.laptops
relates to laptop computer issues. Often the hierarchy goes several layers deep. For
example, the newsgroup comp.databases.oracle.server relates to Oracle server database
issues.

NOTE

The format of newsgroup articles follows the strict guidelines defined in the Internet
standards document Request for Comments (RFC) 1036. Each article must contain
two distinct parts: header lines and a message body.

The header lines identify information about when and by whom the article was posted.
The body of the message should contain only standard ASCII text characters. No
binary characters or files should be posted within news articles. To get around this
restriction, binary files are converted to text data, through use of either the standard
Unix uuencode program or the newer Multipurpose Internet Mail Extensions (MIME)
protocol. The resulting text file is then posted to the newsgroup. Newsgroup readers
can then decode the posted text file back into its original binary form.
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A collection of articles posted in response to a common topic is called a thread. A thread
can contain many articles as users post messages in response to other posted messages.
Some newsreader programs allow the user to track articles based on the threads to which
they belong. This helps simplify the organization of articles in the newsgroup.

TIP

The free news server news.gmane.org makes the Red Hat and Fedora mail lists avail-
able via newsgroups. The beta list is available as gmane.linux.redhat.rhl.beta. It is a
handy way to read threaded discussions and easier than using the Fedora mail list
archives.

The protocol used to transfer newsgroup articles from one host to another is Network
News Transfer Protocol (NNTP), defined in RFC 975. (You can search RFCs at
ftp://metalab.unc.edu/pub/docs/rfc/; look at the file rfc-index.txt.) NNTP was designed
as a simple client/server protocol that enables two hosts to exchange newsgroup articles
in an efficient manner.

The Pan News Client Newsreader

Whether or not your Fedora server is set up as a news server, you can use a newsreader
program to read newsgroup articles. The newsreader programs require just a connection
to a news server. It does not matter whether the news server is on the same machine or is
a remote news server on the other side of the world.

Several programs are available for Unix systems to connect to news servers to read and
post articles in newsgroups. Here we’ll discuss the Pan news client.

Pan is a graphical newsreader client that works with GNOME and is the default news-
reader for Fedora. If you have the GNOME libraries installed (and they usually are
installed by default), you can also use Pan with the K Desktop Environment (KDE). Pan
has the capability to download and display all the newsgroups and display posted news
articles. You can launch it by using the GNOME or KDE desktop panel or from the
command line of an X terminal window with the command pan &. Pan supports combin-
ing multipart messages and the yenc encoding/decoding protocol. Figure 5.14 shows a
sample Pan display.

The first time you run Pan, a configuration wizard appears and prompts you for your
name, the SMTP server name, the NNTP server name, and the name you want to use to
identify the connection (in the example shown in Figure 5.15, we use a custom news
server). After the wizard is finished, you are prompted to download a list of the news-
groups the server provides; this might take a while. If you need to change the news server
or add an additional server, you can access the Preferences item under the Edit menu to
bring up the list of servers. Then, you highlight the appropriate one and click Edit to
change it or just click the New button to add a new news server.
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FIGURE 5.14  The Pan graphical newsreader is one of the nicest available for Linux, shown
here displaying an image attached to a news article.
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FIGURE 5.15 The Pan news server configuration window.
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Videoconferencing with Ekiga

Ekiga is an Internet videoconferencing application that provides two-way voice and
picture transmission over the Internet by using the H.323 protocol for IP telephony (also
known as Voice over IP [VoIP]). It is an application similar to Microsoft NetMeeting and is
provided with Fedora as the default videoconferencing client.

Before you can take full advantage of the phone and videoconferencing capabilities of
Ekiga, you must configure a full-duplex—capable sound card and video device (see Chapter
7, “Multimedia”) as well as a camera.

Ekiga is found in the Internet menu as Videoconferencing; you click on the icon to
launch it. When you start the Ekiga application for the first time, a configuration wizard
(called a “druid”) runs and you are greeted by the first of four configuration screens. You
simply enter your name, email address, and location and select your connection type. The
settings for your audio and video devices are automatically detected; you can view them
by selecting the Preferences item from the Edit menu. Figure 5.14 shows Ekiga in action,
ready to dial another user.
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FIGURE 5.16 Ekiga is surprisingly simple to use. A video source is not necessary; a static
picture can be used as well.

When you have Ekiga running, you must register (from within Ekiga) with the server at
http://ekiga.net/ to enable conferencing; Ekiga does this automatically for you if you told
it to do so during the initial configuration.
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You can find an informative FAQ at the Ekiga home page at http://www.Ekiga.org/ that
you should read in full before using Ekiga. Also, an excellent article about VolIP is at
http://freshmeat.net/articles/view/430/.

If you frequently use VoIP applications such as Ekiga, you will tire of repetitively typing
in long IP addresses to make connections. To avoid this hassle, you can use a “gate-
keeper’—similar in purpose to a DNS server—to translate names into IP addresses.

OpenH323 Gatekeeper is one such popular gatekeeper application. It is not provided

with Fedora, but you can obtain it from http://www.gnugk.org/.

Reference

» http://www.novell.com/—The home of Ximian Evolution, the standard email client
for Fedora.

» http://www.mozilla.org/—The home page for Mozilla Firefox, Thunderbird, and the
Mozilla Suite.

» http://www.spreadfirefox.com/—The Firefox advocacy home page is useful for
converting those Internet Explorer types.

» http://ekiga.net/—Sign up here for a free SIP account for use with Ekiga.
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» What'’s in OpenOffice.org

PrOduCtIVIty » Office Suites for Fedora
Appllcatlons » Productivity Applications

Written for Microsoft Windows

» Reference

With the rapid growth of open source software, busi-
nesses have directly benefited from developments in office
productivity suites.. Many businesses already use
OpenOffice.org and its commercial counterpart, StarOffice,
and they are already enjoying the cost benefits of not
having to pay license fees or support costs. Of course, more
suites are available than just OpenOffice.org and in this
chapter we will explore the options available.

NOTE

OpenOffice.org is not 200% compatible with Microsoft
Office. Why is this? Well, Microsoft is notoriously
secretive about its proprietary file formats and the
only way that OpenOffice.org could ensure compatibil-
ity would be to reverse-engineer each file format, an
exercise akin to taking apart a telephone to see how
it works. This reverse-engineering could be classed as
illegal under U.S. law, which would make
OpenOffice.org somewhat of a potential hot-potato if
they chose this path. However, OpenOffice.org
manages to maintain a very high standard of import-
ing and exporting so you should not experience too
many problems.

A productivity suite could be classed as containing two or
more applications that could be used for creating docu-
ments, presentations, spreadsheets, and databases. Other
applications could include email clients,
calculators/formula editors, and even illustration packages.
Commonly they are all tied together by a default look and
feel, which makes sticking to one particular suite much
easier. Because Fedora uses OpenOffice.org as its standard
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office suite, we will introduce you to Writer and Calc, the two most popular
OpenOffice.org components. We will also take a brief look at some of the other Linux-
based office suites that are available.

WORKING WITH OPENOFFICE.ORG

For the majority of users of productivity suites, OpenOffice.org should fulfill most, if not
all, of your requirements. However, the first hurdle you need to get over is not whether
it can do what you require of it, but rather whether it can successfully import and
export to proprietary Microsoft formats. In the main, OpenOffice.org should import and
export with minimal hassle, perhaps getting a bit stuck with some of the more esoteric
Office formatting. Given that most users do not go much beyond tabs, columns, and
tables, this level of compatibility should suffice.

However, you are strongly advised to round up a selection of documents that could
potentially fall foul of the import/export filter and test them thoroughly (of course,
keeping a backup of the originals!). There is nothing worse than for a system adminis-
trator who has deployed a new productivity suite than to suddenly get users complain-
ing that they cannot read their files. This would quickly destroy any benefits felt from
the other useful functions within OpenOffice.org, and could even spell the return of
proprietary formats and expensive office suites. Many users do not mind switching to
OpenOffice.org, largely because the user interface closely resembles that of similar
Microsoft applications. This helps to settle users into their environment and should
dispel any fears they have over switching. Such similarity makes the transition to
OpenOffice.org a lot easier.

Of course, just looking similar to Microsoft applications is not the only direct benefit.
OpenOffice.org supports a huge array of file formats, and is capable of exporting to
nearly 70 different types of documents. Such a wide variety of file formats means that
you should be able to successfully use OpenOffice.org in nearly any environment.

What Is in OpenOffice.org?

OpenOffice.org contains a number of productivity applications for use in creating text
documents, preparing spreadsheets, organizing presentations, managing projects, and
more. The following components of the OpenOffice.org package are included with
Fedora:

» Writer—This word processing program enables you to compose, format, and orga-
nize text documents. If you are accustomed to using Microsoft Word, the function-
ality of OpenOffice.org Writer will be familiar to you. You will learn how to get up
and running with Writer later on in this chapter.

» Calc—This spreadsheet program enables you to manipulate numbers in a spread-
sheet format. Support for all but the most esoteric Microsoft Excel functions means
that trading spreadsheets with Excel users should be successful. Calc offers some
limited compatibility with Excel macros, but those macros generally have to be
rewritten. We walk through setting up a basic spreadsheet with some formulas as
well as showing you how to build a basic Data Pilot later on in this chapter.
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» Impress—This presentation program is similar to Microsoft PowerPoint and enables
you to create slide show presentations that include graphs, diagrams, and other
graphics. Impress also works well with PowerPoint files.

» Math—This math formula editor enables you to write mathematical formulas with a
number of math fonts and symbols for inclusion in a word processing document.
Such symbols are highly specialized and not easily included in the basic function-
ality of a word processor. This is of interest primarily to math and science writers,
but Math can be useful to anyone who needs to include a complex formula in text.

» Base—This database was introduced with the OpenOffice.org 2.0 suite, which is
provided with Fedora. It provides a fully functional database application.

» Draw—This graphics application allows you to create images for inclusion in the
documents produced with OpenOffice.org. It saves files only in OpenOffice.org
format, but it can import most common image formats.

» Dia—This technical drawing editor from the GNOME Office suite enables you to
create measured drawings, such as those used by architects and engineers. Its func-
tionality is similar to that of Microsoft Visio.

» Planner—You can use this project management application for project planning,
scheduling, and tracking; this application is similar to, but not compatible with,
Microsoft Project. It is found in the Office menu as the Project Planner item.

A Brief History of OpenOffice.org

The OpenOffice.org office suite is based on a commercial suite called StarOffice.
Originally developed by a German company, StarOffice was purchased by Sun
Microsystems in the United States. One of the biggest complaints about the old
StarOffice was that all the component applications were integrated under a StarOffice
“desktop” that looked very much like a Microsoft Windows desktop, including a Start
button and menus. This meant that to edit a simple document, unneeded applications
had to be loaded, making the office suite slow to load, slow to run, and quite demand-
ing on system resources.

After the purchase of StarOffice, Sun Microsystems released a large part of the
StarOffice code under the GPL (GNU Public Licence), and development began on what
has become OpenOffice.org, which is freely available under the GPL. Sun continued
development on StarOffice and released a commercial version as StarOffice 6.0. The
significant differences between the free and commercial versions of the software are
that StarOffice provides more fonts and even more import/export file filters than
OpenOffice.org (these filters cannot be provided in the GPL version because of licens-
ing restrictions) and StarOffice provides its own relational database, Software AG’s
Adabas D database. The StarOffice counterpart to OpenOffice.org 2.0 is StarOffice 8.

Installing and Configuring OpenOffice.org
Fedora provides an RPM package for OpenOffice.org. If you do not install the RPM
package during your initial Fedora installation, you can install it later, using the
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Add/remove Applications tool or by using yum install openoffice.org from the
command line.

TIP

OpenOffice.org is constantly improving its productivity applications. You can check the
OpenOffice.org website (http://www.openoffice.org/) for the latest version. The
website provides a link to download the source or a pre-compiled version of the most
current working installation files. A more current version might offer file format support
that you need. Should you need a Windows-compatible version, you will also find it at
the website. Sometimes the version that Fedora provides can be a little unstable. If
you find that this happens, you are best advised to go to the OpenOffice.org website
and download the Linux version.

The installation of OpenOffice.org is done on a systemwide basis, meaning that all users
have access to it. However, users have to go into OpenOffice.org to configure it for their
individual needs. This initial configuration happens transparently the first time you load
any of the OpenOffice.org components, and might mean the application takes a little
longer to load as a result. Be patient, and your desired application will appear.

Shown in Figure 6.1 are icons on the left of the top desktop panel that represent the
different components of OpenOffice.org, as well as other applications. From left to right,
beginning with the Applications and Actions menus, the icons represent the Firefox web
browser, Evolution email, OpenOffice.org Writer, OpenOffice.org Impress, and
OpenOffice.org Calc. The icons displayed on your desktop might vary from those shown
here. If you click the Applications menu, the OpenOffice.org applications can be accessed
from the Office menu.

=S

FIGURE 6.1 The OpenOffice.org suite provided by Fedora is simple to configure and use.

As is the case with many Linux applications, you may be somewhat overwhelmed by the
sheer number of configuration options available to you in OpenOffice.org. Mercifully, a
lot of thought has gone into organizing these options, which are available if you click the
Tools menu and select Options. It does not matter which program you use to get to this
dialog box; it appears the same if summoned from Writer, Impress, or Calc. It acts as a
central configuration management tool for all OpenOffice.org applications. You can use it
to set global options for all OpenOffice.org applications, or specific options for each indi-
vidual component. For instance, in Figure 6.2, you can change the user details and infor-
mation, and this is reflected across all OpenOffice.org applications.
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FIGURE 6.2 You can set user details for all OpenOffice.org applications from this dialog.

TIP
Two websites provide additional information on the functionality of OpenOffice.org:

http://lingucomponent.openoffice.org/download_dictionary.html—This site provides
instructions and files for installing spelling and hyphenation dictionaries, which are not
included with OpenOffice.org.

http://sourceforge.net/projects/ooextras/—This site provides templates, macros, and
clip art, which are not provided with OpenOffice.org.

OpenOffice.org is a constant work in progress, but the current release is on par with the
Sun version of StarOffice 8.0. You can browse to the OpenOffice.org website to get docu-
mentation and answers to frequently asked questions and to offer feedback.

Working with OpenOffice.org Writer

Out of all the applications that make up OpenOffice.org, the one that you are most likely
to use on a regular basis is Writer, the OpenOffice.org word processor. With a visual style
very similar to Microsoft’s Word, Writer has a number of strengths over its commercial
and vastly more expensive rival. In this section you will learn how to get started with
Writer and make use of some of its powerful formatting and layout tools.

NOTE

You may be interested to know that Writer was the primary word processor chosen to
write and edit this book.
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Getting Started

You can access Writer either through its shortcut on the panel or by going to the
Applications, Office menu and selecting Word Processor. After a few seconds Writer opens
up with a blank document and a blinking cursor awaiting your command. It can be
tempting to just dive in and start typing your document, but it can be worthwhile to do
some initial configuration before, so you are properly prepared for work.

First of all, make sure that the options are set to your requirements. Click the Tools menu
and select Options to bring up the Options dialog box, as seen in Figure 6.2. The initial
screen allows you to personalize OpenOffice.org with your name, address, and contact
details, but there are options to configure features that you might also want to alter. First
of all, check that your default paths are correct by clicking the Paths option. You might
want to alter the My Documents path, as shown in Figure 6.3, to something a little more
specific than just your home directory.

E OpenOffice.on
User Darag [t
General Type [Path
Memory AutoCorrect [ustflib/openoffice.org2.0fsharefautocorr;/home/andrew/. openof
View AutoText [usrflib/openoffice.org2.0/share/autotext/en-US; /usr/lib/openoffi
Print Backups [home/andrew/.openoffice.org2.0fuser/backup
BASIC [ust/lib/openoffice.org2.0/share/basic;/home/andrew/. openoffice
Colors Dicticnaries /ust/lib/openoffice.crg2.0/share/wordbook/en-US
Fonts Gallery [usr/libfopenoffice.org2.0/share/gallery;/home/andrew/.openoffic
Security Graphics [ustflib/openoffice.org2.0fshare/gallery
Appearance Icons /ustflib/openoffice.org2.0/share/config/symbol
Accessibiity
Java Palettes [/home/andrew/.opencffice.org2.0/user/config
Load/Save Templates [ust/lib/openoffice.org2.0/shareftemplate/en-US;/usr/lib/openoff
Language Settings Temporary files ftmp
OpenOffice.org Writer User Configuration /home/andrew/.openoffice.org2.0/user/config
OpenOffice.org Writer/Web User-defined dictionaries /home/andrew/.openoffice.org2.0/user/wordbook
OpenOffice.org Base Writing aids Just/lib/openoffice.org2.0/share/dict
Charts
Internet <] Iv]
[ Default ] [ ... |
[ oK l [ Cancel l [ Help l [ Back ]

FIGURE 6.3 Click the Edit button to choose your default documents directory.

You might also want to change OpenOffice.org so that it saves in Microsoft Word format
by default, should you so require. This can be done under the Load/Save General options
shown in Figure 6.4, and it is a good idea if you value your work to change the
Autorecovery settings so that it saves every couple of minutes.

Also shown in Figure 6.4 are a set of options that are specific to Writer. From top to
bottom, they are

» General Specify options that affect the general use of Writer.
» View Specify what you want Writer to display.
» Formatting Aids Specify whether you want to see non-printing characters.

» Grid Create a grid that you can use to snap frames and images in place.
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» Basic Fonts Select your default fonts for your document here.

» Print Specify exactly what you want Writer to output when you print your docu-
ment.

» Table Set options for drawing tables within Writer.
» Changes Define how Writer handles changes to documents.

» Compatibility A set of rules that Writer uses to ensure close compatibility with
earlier versions of Writer

» AutoCaption Create automatic captions for images, charts, and other objects

OpenOffice.org
B Load/Save [zt
Generall Load user-specific settings with the document

VBA Properties

Microsoft Office S

HTML Compatibility [] Edit document properties before saving
Language Settings
OpenOffice.org Writer

General Save AutoRecovery information every Minutes

[ugc:]

[] Always create backup copy

View
Formatting Aids Size optimization for XML format
Grid Warn when not saving in OpenDocument or default format
Basic Fonts (Western)
Print
T;SIQ Save URLs relative to
Changes File system Intermet
Compatibility
AutoCaption Default file format
OpenOffice.org Writer/Web Document type Always save as
OpenOffice.org Base [Text document - ] [OpenDu(ument Text
Charts
Intermnet Note: Not using OpenDocument as the default format may cause formatting or content to be lost.
[ oK ] [ Cancel ] [ Help ] [ Back l

FIGURE 6.4 Make sure that you are working with most appropriate file formats for you.

A little bit of time working through these options can give you a highly personalized and
extremely productive environment.

Working with Styles and Formatting

One of the significant benefits of using Writer is the ability you have to easily apply
formatting and styles to extremely complex documents. Depending on the types of docu-
ments you work with, you might want to consider creating your own styles beyond the
20 included by default. You can access styles through either the Style drop-down box in
the toolbar or the Styles and Formatting window shown in Figure 6.5. If you cannot see
the window, press the F11 key to display it.

The easiest way to work with the Styles and Formatting tool is to highlight the text you
want to style and double-click the required style in the window. There are quite a few to
choose from, but you might find them restrictive if you have more specialized needs. To
start defining your own styles, press Ctrl+F11 to bring up the Style Catalog, shown in
Figure 6.6, where you add, modify and delete styles for pages, paragraphs, lists, characters
and frames.
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== Styles and Formatting [
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FIGURE 6.5 Writer's quick and easy-to-use Styles and Formatting tool.
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FIGURE 6.6 Writer's powerful Style Catalog gives you control over every aspect of styling.

Working with OpenOffice.org Calc
The spreadsheet component of OpenOffice.org is named Calc, and is a very capable Excel
alternative.

Calc is used for storing numerical information that you need to analyze in some way. So,

for instance, you could use it to help you budget month by month. It can take care of the
calculations for you, as long as you tell Calc what you want it to do. Anyone with experi-
ence in Excel will feel right at home with Calc.
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In this section, we will show you how to get started with Calc, including entering for-
mulas and formatting. We will also take a look at some of the more advanced features of
Calc, including the Data Pilot feature, which allows you to easily summarize information.

Getting Started

You can either click the shortcut icon that is located on the top GNOME panel, or select
Spreadsheet from the Office menu under the Applications main menu. Whichever route
you take, the result is the same and Calc starts to load.

By default, Calc loads with a blank spreadsheet just waiting for you to enter information
into it. In Figure 6.7, you can see that we have already started to enter some basic infor-
mation into Calc.
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FIGURE 6.7 Use Calc to store numerical and statistical information.

Calc’s layout makes it easy to organize information into rows and columns. As you can
see in the example, we have sales people listed in the left column, customers in the
second column, Invoice Date in the third column, and finally Revenue in the fourth
column. At the moment, there are no formulas entered to help you interpret the data.
Clicking the E43 cell selects it and enables you to enter in a formula in the top formula
bar. If you enter in the equal sign, Calc knows that you are entering a formula and works
accordingly.

In this example, we want to know the total revenue brought in up to now, so the formula
to enter is =sum(E3:E42), followed by Return. Calc automatically enters the result into cell
E43 for you to see. Now you want to see what the average order value was. To do this,
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you have to obtain the number orders made. For this you can use the counta function to
count the number of entries in a given list. This is usually used when you need to find
out how many entries there are in a text list. So, in cell B43, enter =counta(B3:B42) and
press Enter. Calc now counts the number of entries in the range and returns the total in
B43. All that remains for you to do is divide the total revenue by the number of orders to
find the average order value. So, in cell E44, enter the formula =E43/B43 to get the average
order value.

TIP

Calc offers some nifty little features that you can use quickly if you need to. The handi-
est one in our opinion is the capability to select multiple cells and see straight away
the total and average of the range. You will find these figures in the bottom-right status
bar. This has saved us numerous times when we have needed to get this information
quickly!

Formatting Your Spreadsheets

Getting back to our example, it looks a little basic at the moment as there is no format-
ting involved. For instance, what’s the billing currency? You can also see that some of the
cells have text that does not fit, which is highlighted by a small right arrow in the cell.
We should also add some labels and titles to our spreadsheet to make it a bit more visu-
ally appealing.

To start off, all the revenue figures can be changed into currency figures. To do this, select
all the cells containing revenue information and click on the small icon shown in Figure
6.8. This immediately formats the cells so that they display the dollar sign and also puts
in a thousands separator to make the numbers easier to read.

%y

FIGURE 6.8 Make numbers more meaningful with the currency and percentage icons.

Now you need to space all the cells so that you can read all the information. A quick and
easy way to do this is to click the area immediately to the left of column A and immedi-

ately above row 1 to select the entire spreadsheet. Now all you have to do is double-click
the dividing lines and each column resizes according to its longest entry.

Next you can add a little color to the worksheet by using the paint can icon in the
toolbar. Select the range B2 to E2 with the mouse cursor and click the paint can icon to
bring up the color window shown in Figure 6.9. Now select the color you want to use and
Calc fills the cells with that color. You can also change the font color by using the icon
immediately to the right in the same way.
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FIGURE 6.9 Add a touch of color to an otherwise dull spreadsheet with the fill
background icon.

Finally you need a couple more finishing touches. The first one is to enlarge the font for
the column headers. Select the range B2 to E2 again and click the font size in the toolbar
to change it to something a little larger. You might also want to use the bold and italic
options to emphasize the headers and also the totals some more.

If you have followed the steps as described, you should end up with a spreadsheet similar
to the one in Figure 6.10.
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FIGURE 6.10 The finished article, looking a lot better than before!

Summarizing Data with Calc

Calc includes a powerful tool that lets you summarize large groups of data to help you
when you need to carry out any analysis. This tool is called a data pilot, and you can use
it to quickly summarize data that might normally take a long time if you did the calcula-
tions manually. Using the sample spreadsheet from earlier, we will take you through
how to build a simple data pilot, showing you how to analyze and manipulate long lists
of data.
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The previous section featured a spreadsheet that showed sales people, customers, date of
invoice, and revenue. At the foot of the spreadsheet were a couple of formulas that
enabled you to quickly see the total revenue earned and the average order value.

Now you want to find out how much sales people have earned individually. Of course
you could add this up manually with a calculator, but that would defeat the point of
using Calc. So, you need to create a data pilot to summarize the information.

First, you need to select all the cells from B2 to E42 as they contain the data you want to
analyze. After these are selected, click on the Data menu and select Data Pilot, Start to
open the Data Pilot Wizard. The first screen is shown in Figure 6.11 and is defaulted to
current selection. Make sure that you choose this one to use the data in the selected range
and click OK to continue.

Selection

© [Current selection|
() Data source registered in OpenOffice.org

FIGURE 6.11 Use either the current selection or an external data source to provide the data
pilot with information.

The next screen enables you to lay out your data pilot as you want it. In this example you
want to have Sales Person in the left column marked Row Fields, so click and drag the
Sales Person option from the list on the right and drop it onto the Row Fields area. You
also want to see the revenue broken down by Month, so drag the Invoice Date box to the
Column Field area. Finally drag Customers to the Page Field area (so you can filter by
Customer) and drag the Revenue option to the Data Field area. You should end up with
something like Figure 6.12 and you are almost ready to display your data pilot.
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Page Fields Cancel
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Revenue

Remove

Sales Person Sum - Revenue

Options...

Row

F?alds Data Fields

Drag the fields from the right into the desired position.
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FIGURE 6.12 Lay your data pilot out as you want it.
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The final piece in the puzzle is to tell Calc where you want it to place the finished data
pilot. To do this, click the More button to drop down some extra options and select the
box Send Results To to choose a new sheet. When you click OK now, Calc builds the data
pilot and displays it on a new sheet in your workbook. The new data pilot can be seen in
Figure 6.13.

| fm T = |Brad Francis
A B I C D E F

Filter

Customer -all -

Sum - Revenue Invoice Date |

Sales Person April February January March Total Result

Brad Francis $2,491.65 $3,597.88 $2,541.74 $2,059.38 $10,690.65|
| |Clare Dodds $3.750.70 $9.440.06 $13.256.24] $20,975.88| $47,422.88
| [Debbie Blackman $6,522.44 $1,995.46 $3,246.85 $5.545.70 $17,310.45|
| |Rob Wittmaack $2.269.22 §31.724.13| $14.076.68 $9.238.23 $57,308.26
| [steve Hawkins $507.06 $877.09 $11,770.90 $1,029.47 $14,184.52

[Tom Denning £4,315.54 $6.,437.25  $14,297.79 $4,007.43 $29,058.01]

[Total Result $19,856.61 $54,071.87 $59,190.20 $42,856.09| $175,974.77

FIGURE 6.13 Summarize large volumes of numerical data with ease, using Calc’s Data
Pilot function.

Office Suites for Fedora

As we have mentioned earlier, OpenOffice.org is the default application suite for Fedora.
However, with all things open source, there are plenty of alternatives should you find that
OpenOffice.org does not meet your specific requirements. These include the popular
Gnome Office and also KOffice, the default KDE productivity suite. You are more likely to
hear more about OpenOffice.org, especially as more and more people wake up to the fact
that it is compatible with Microsoft Office file formats. In fact, the state of Massachusetts
recently elected to standardize on two file formats for use in government: the Adobe
Acrobat PDF format and the OASIS OpenDocument format, both of which are supported
natively in OpenOffice.org.

NOTE

The decision by the state of Massachusetts to standardize on PDF and OpenDocument
has huge ramifications for the open source world. It is the first time that
OpenDocument, an already-agreed open standard, has been specified in this way. What
it means is that anyone who wishes to do business with the state government must
use OpenDocument-based file formats, and not the proprietary formats in use by
Microsoft. Unfortunately for Microsoft, it does not have support for OpenDocument in
any of its applications, making them useless to anyone wishing to work with the state
government. This is despite Microsoft being a founding member of OASIS, who devel-
oped and ratified the OpenDocument standard!
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NOTE

As with most projects, the more active development that has taken place, the bigger
the overall project. Fedora is no exception to this and the team at The Fedora Project
has been very busy putting Fedora on a diet—removing packages that are not consid-
ered to be essential to Fedora or are duplicated in functionality. This includes some
productivity applications, so if you try to find one in Add/Remove Programs and it is
not there, try installing it with yum (see Chapter 34, “Advanced Software
Management”).

Working with Gnome Office

The other office suite available for GNOME is Gnome Office, which is a collection of indi-
vidual applications. Unlike OpenOffice.org, Gnome Office does not have a coherent suite
of applications, meaning that you have to get used to using a word processor that offers
no integration with a spreadsheet, and that cannot work directly with a presentation
package. However, if you need only one or two components, it is worthwhile investigat-
ing Gnome Office.

The GTK Widget Set

Open Source developers are always trying to make it easier for people to build applica-
tions and help in development. To this end, there are a number of widgets or toolkits
that other developers can use to rapidly create and deploy GUI applications. These
widgets control things such as drop-down lists, Save As dialogs, window buttons, and
general look and feel. Unfortunately, whereas Windows and Apple developers have to
worry about only one set of widgets each, Linux has a plethora of different widgets,
including GTK+, QT, and Motif. What is worse is that these widgets are incompatible
with one another, making it difficult to easily move a finished application from one
widget set to another.

GTK is an acronym for GIMP Tool Kit. The GIMP (The GNU Image Manipulation Program)
is a graphics application very similar to Adobe Photoshop. By using the GTK-based
jargon, we save ourselves several hundred words of typing and help move along our
discussion of GNOME Office. You might also see similar references to QT and Motif, as
well as other widget sets, in these chapters.

Here are some of the primary components of the Gnome Office suite that are available
in Fedora:

» AbiWord—This word processing program enables you to compose, format, and
organize text documents and has some compatibility with the Microsoft Word file
format. It uses plug-ins (programs that add functionality such as language transla-
tion) to enhance its functionality.

» Gnumeric—This spreadsheet program enables you to manipulate numbers in a
spreadsheet format. Support for all but the most esoteric Microsoft Excel functions
means that users should have little trouble trading spreadsheets with Excel users.
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» The GIMP—This graphics application allows you to create images for general use. It
can import and export all common graphic file formats. The GIMP is analogous to
Adobe’s Photoshop application and is described in Chapter 7, “Multimedia.”

» Evolution—Evolution is a mail client with an interface similar to Microsoft
Outlook, providing email, scheduling, and calendaring. It is described in Chapter 5,
“On the Internet.”

The loose association of applications known as Gnome Office includes several additional
applications that duplicate the functionality of applications already provided by Fedora.
Those extra GNOME applications are not included in a default installation of Fedora

to eliminate redundancy. They are all available from the Gnome Office website, at
http://www.gnome.org/projects/ooo/. Both The GIMP and Evolution are available with
Fedora by default. You have to use yum or pirut to retrieve the remaining components.

Fedora provides the AbiWord editor as part of its Extras, shown in Figure 6.14. AbiWord
can import XML, Microsoft Word, RTF, UTFS, plain text, WordPerfect, KWord, and a few
other formats. AbiWord is notable for its use of plug-ins, or integrated helper applications,
that extend its capabilities. These plug-ins add language translation, HTML editing, a
thesaurus, a Linux command shell, and an online dictionary, among other functions and
features. If you just need a straight-forward but powerful word processing application, you
should examine AbiWord.

File Edit View Insert Format Tools Table Documents Help
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FIGURE 6.14 AbiWord is a word processing program for Fedora, GNOME, and X11. It handles
some formats that OpenOffice.org cannot, but does not yet do well with Microsoft Word formats.
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AbiWord is not installed by default in Fedora; instead you need to use yum to retrieve it
like this:

#yum install abiword

After yum has retrieved and installed Abiword, it becomes available in the Applications
menu, under the Office submenu. Simply click the icon to launch the application, or you
can launch it from the command line, like this:

$ abiword &

If you are familiar with Microsoft Works, the AbiWord interface will be familiar to you
because its designers based the interface upon Works.

You can use the Gnumeric spreadsheet application to perform financial calculations and
to graph data, as shown in Figure 6.15. It can import comma- or tab-separated files, text,
or files in the Gnumeric XML format, saving files only as XML or text. You need to install
Gnumeric using either Add/Remove Software or the command

# yum install gnumeric

To launch Gnumeric from the menu, choose Office, More Office Applications, and then
Gnumeric Spreadsheet. You can also launch the spreadsheet editor from the command
line, like this:

$ gnumeric &

After you press Enter, the main Gnumeric window appears. You enter data in the spread-
sheet by clicking a cell and then typing in the text box. To create a graph, you click and
drag over the spreadsheet cells to highlight the desired data, and then you click the
Graph Wizard icon in Gnumeric’s toolbar. Gnumeric’s graphing component launches and
you are guided through a series of dialogs to create a graph. When you are finished, you
can click and drag a blank area of your spreadsheet, and the graph appears.

The Project Planner application is useful for tracking the progress of projects, much like
its Windows counterpart, Microsoft Project. When the main window is displayed, you can
start a new project or import an existing project. The application provides three views:
Resources, Gantt Charts, and Tasks.

Working with KOffice

The KDE office suite KOffice was developed to provide tight integration with the KDE
desktop. Integration enables objects in one application to be inserted in other applica-
tions via drag-and-drop, and all the applications can communicate with each other, so a
change in an object is instantly communicated to other applications. The application
integration provided by KDE is a significant enhancement to productivity. (Some GNOME
desktop applications share a similar communication facility with each other.) If you use
the KDE desktop instead of the default GNOME desktop, you can enjoy the benefits of
this integration, along with the Konqueror web and file browser.



Office Suites for Fedora 145

File Edit View Inset Format Tools Data Help
Bod @8a 00 9 - @I my f i -
Sans ~2-le|1|u £ = =A== @B W2 EH -
ANy o \N /0O
B2 = Sales Person
| A B C D E F
L (]
2 Sales Person | Customer Invoice Date Revenue
3 Rob Wittmaack Jupiter Computers January § 878.03
4 Clare Dodds Neptune Consulting January §  694.03
5 Tom Denning Venus Marketing January § B,040.54
6 Brad Francis Cinema Services January § 24250
7 Steve Hawkins Gamblers Anonymous January $ 5,602.36
8 Debbie Blackman Management Consultants January § 3,246.85 L
9 Rob Wittmaack Phoenix Computers January § 523154
10 Clare Dodds Prange Inc January $ 5,216.00
11 Rob Wittmaack Jupiter Computers January § 7,967.11
12 Clare Dodds Neptune Consulting January § 7.346.21
13 Tom Denning Venus Marketing January $ 6,248.25
14 Brad Francis Cinema Services January § 2,200.24
15 Steve Hawkins Gamblers Anonymous January $ 6,168.54
16 Debbie Blackman Management Consultants February § 183444
17 Rob Wittmaack Phoenix Computers February § 6,303.57
18 Clare Dodds Prange Inc February $ 4,019.84
19 Rob Wittmaack Jupiter Computers February § 7,686.30
20 Clare Dodds Neptune Consulting February $ 5,339.33
il Tom Denning Venus Marketing February § 6,437.25 |5
2?2 Brad Francis Cinema Semvices Februarv § 350788 i
4 »
Sheetl
[ ‘ Sum=0

FIGURE 6.15 GNOME'’s Gnumeric is a capable financial data editor—here working with the
same spreadsheet used earlier. OpenOffice.org also provides a spreadsheet application, as
does KOffice.

The word processor for KOffice is KWord. KWord is a frames-based word processor,
meaning that document pages can be formatted in framesets that hold text, graphics, and
objects in enclosed areas. Framesets can be used to format text on a page that includes
columnar text and images that the text needs to flow around, making KWord an excellent
choice for creating documents other than standard business letters, such as newsletters
and brochures.

KWord and other components of KOffice are still under development and lack all the
polished features of OpenOffice.org and AbiWord. However, it does have the ability to
work with the OpenDocument format found in OpenOffice.org, as well as limited
compatibility with Microsoft file formats.

You can access the KOffice components from the Office menu.
KWord asks you to select a document for your session. The KWord client, shown in Figure
6.16, offers sophisticated editing capabilities, including desktop publishing.

The KOffice KSpread client is a functional spreadsheet program that offers graphing capa-
bilities. Like KWord, KSpread can be accessed from the Office menu.
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FIGURE 6.16 The KOffice KWord word processing component is a sophisticated frames-
based WYSIWYG editor that is suitable for light desktop publishing, supporting several formats,
including WordPerfect.

KDE includes other productivity clients in its collection of KOffice and related applica-
tions. These clients include an address book, time tracker, calculator, notepad, and sched-
uler. One popular client is KOrganizer, which provides daily, weekly, work week, and
monthly views of tasks, to-do lists, and scheduled appointments with background alarms.
A journal, or diary, function is also supported within it, and you can synchronize infor-
mation with your Palm Pilot. You can launch this client from the Office menu.

A typical KOrganizer window is shown in Figure 6.17.

Commercial Office Suites for Linux

Several commercial office suites are available for Fedora in addition to StarOffice,
already mentioned. None of these commercial suites are provided with Fedora. Of note
is Hancom Office. Using the same QT widget set found in the KDE desktop, Hancom
Office scores well on Microsoft file format compatibility. The suite includes a word
processor, a spreadsheet presentation tool, and a graphics application. Corel produced
a version of its WordPerfect Office 2000 for Linux before it discontinued the release of
any new Linux products. It still offers a support page, but the software is no longer
available, nor is the excellent—but whiskered—WordPerfect 8 for Linux.
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FIGURE 6.17 KDE’s KOrganizer client supports editing of tasks and schedules that you can
sync with your PDA. Shown here is the address book as well.

Productivity Applications Written for Microsoft
Windows

Microsoft Windows is fundamentally different from Linux, yet you can install and run
some Microsoft Windows applications in Linux by using an application named Wine.
Wine enables you to use Microsoft Windows and DOS programs on Unix-based systems.
Wine includes a program loader that you can use to execute a Windows binary, along
with a .d11 library that implements Windows command calls, translating them to the
equivalent Unix and X11 command calls. Because of frequent updates to the Wine code
base, Wine is not included with Fedora. Download a current version of Wine from
http://www.winehq.org/. To see whether your favorite application is supported by Wine,
you can look at the Wine application database at
http://appdb.winehq.org/appbrowse.php.

As well, there are other solutions to enable use of Microsoft productivity applications,
primarily CodeWeavers’ CrossOver Office. If you are after a painless way of running not
only Microsoft Office, but also Apple iTunes and other software, you should really pay
CodeWeavers a visit. CrossOver Office is one of the simplest programs you can use to get
Windows-based programs to work. Check out www.codeweavers.com to download a trial
version of the latest software. It requires registration, but do not worry—the guys at
CodeWeavers are great and will not misuse your details. The big plus is that you get a
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whole month to play around with the trial before you decide whether to buy it. Of
course, you might get to the end of the 30 days and realize that Linux does what you
want it to do and you don’t want to go back to Windows. Do not be afraid; take the
plunge!

Relevant Fedora Commands

The following commands give you access to productivity applications, tools, and
processes in Fedora:

>

>

>

>

>

oowriter—OpenOffice.org’s Writer
oocalc—OpenOffice.org’s Calc
ooimpress—OpenOffice.org’s Impress
koshell—KDE's KOffice office suite shell
kspread—KDE’s KSpread spreadsheet

gimp—The GIMP (GNU Image Manipulation Package)
gnumeric—A spreadsheet editor for GNOME
planner—A project management client for GNOME

abiword—A graphical word processor for GNOME

Reference

>

>

>

http://www.openoffice.org—The home page for the OpenOffice.org office suite.
http://www.gnome.org/projects/ooo—The GNOME Office site.
http://www.koffice.org—The home page for the KOffice suite.
http://en.hancom.com—The home page for the Hancom Office suite.

http://bulldog.tzo.org/webcal/webcal.html—The home page of the excellent WebCal
web-based calendar and scheduling program.

http://www.codeweavers.com—Website of the hugely popular CrossOver Office from
CodeWeavers that allows you to run Windows programs under Linux.
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» Graphics Manipulation

» Using Digital Cameras with
Fedora

The twenty-first century has become the century of the » Burning CDs and DVDs
digital lifestyle, with millions of computer users around the in Fedora
world embracing new technologies, such as digital cameras,
MP3 players, and other assorted multimedia gadgets.
Whereas 10 years ago you might have had a collection of » Viewing Video
WAV files littering your Windows installation, nowadays
you are more likely to have hundreds, if not thousands of
MP3 files scattered across various computers. Along with
video clips, animations, and other graphics, the demand
for organizing and maintaining these vast libraries is
driving development of applications. Popular proprietary
applications such as iTunes and Google’s Picasa are coveted
by Linux users, but open source applications are starting to
appear that provide real alternatives, and for some the final
reasons they need to move to Linux full time.

» Sound and Music

» Reference

This chapter provides an overview of some of the basic
multimedia tools included with Fedora. You will see how to
create your own CDs, watch TV, rip audio CDs into the
open source Ogg audio format for playback, as well as
manage your media library. You will also learn about how
Fedora handles graphics and pictures.

Listening to Music

Perhaps the most basic multimedia application you will
need is a CD Player. Pretty much everyone knows what a
CD is, and the vast majority of people own CDs. Fedora
can easily handle CD Audio through the default CD Player
under Applications, Sound & Video, as shown in Figure 7.1.

If all you are after is a basic CD playing application, then
you can't really go wrong with CD Player.
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FIGURE 7.1 Basic, but functional is the order of the day for Fedora’s CD Player.

The default music player is Rhythmbox, which is designed to play music files in a selec-
tion of different formats, such as locally stored Ogg files, Internet Radio Stations, or CDs
(as shown in Figure 7.2). It is found in Applications, Sound & Video as Rhythmbox Music
Player. You can also use it to subscribe to podcasts available through the Internet.
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FIGURE 7.2 Rhythmbox can handle podcasts, Internet radio stations, CDs, and local
sound files.

Another popular music player is Xmms, a Winamp clone, which in the full version can
play not only music, but MPEG1/2/3 video as well. Xmms (see Figure 7.3) supports a
number of plug-ins that can add dancing, lighted oscilloscope-like displays, redirect its
output to other devices, support unusual file formats, sync animations to the music, and
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otherwise increase its geek appeal exponentially. You will have to use yum to install it with
the following command:

#yum install xmms

after which it will be located under Applications, Sound & Video as the Audio Player
entry.

Audio Player

g .% 00:0 3 [0S ARAANGER OR COMPOSER] - THE
1 - 143KEFT 44 KHZ STERED

FRET D

EEHE'E"E' El O sHUFF [ REF

FIGURE 7.3 The very popular Xmms music player, seen here playing a local Ogg-Vorbis file.

Other music and sound-related applications can be found in the Sound & Video menu,
and, of course, you are free to install your own selection of applications as well.

Getting Music into Fedora with Sound Juicer

A handy utility that is included with Fedora is Sound Juicer, found under Applications,
Sound and Video. Sound Juicer automatically detects when you install a CD and
attempt to retrieve the track details from the Internet. From there it will rip the CD

tracks into Ogg files for storage on your filesystem. You can see Sound Juicer in action
in Figure 7.4
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FIGURE 7.4  Create your own digital music collection with Sound Juicer.
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Streaming Audio

Streaming audio is for playing games, listening to Internet radio, and other online audio
content. Streaming audio is designed to produce an uninterrupted sound output, but it
requires the system to perform a content juggling act. Essentially, the system’s audio
buffer is continually filled with audio information, which is fed to the buffer through the
system’s Internet connection. Because of server and connection capabilities, the rate of
input might vary. Because audio is used at a constant rate, the trick to managing stream-
ing audio is to always keep the buffer full, although you might not be able to fill it at a
constant rate.

Streaming audio is handled in Fedora in the .m3u format. The MPEG formats are also used
for streaming audio. Although Xmms supports streaming audio, another popular applica-
tion is the Real Player, available from http://www.real.com/linux/. An excellent resource
for music and sound in Linux is http://linux-sound.org/. The Network Audio section of
that website contains an extensive list of streaming audio applications.

NOTE

The Icecast application, not provided with Fedora, is a popular streaming audio server.
You can use Icecast to serve your MP3 music collection over your home LAN. You can
learn more about Icecast at http://www.icecast.org/. A nice tutorial on Icecast is avail-
able at http://www.linuxnetmag.com/en/issue4/m4icecasti.html.

Graphics Manipulation

Over a very short space of time, digital cameras and digital imagery have become
extremely popular, to the point where some traditional film camera manufacturers are
switching solely to digital. This meteoric rise has led to an increase in the number of
applications that can handle digital imagery. Linux, thanks to its rapid pace of develop-
ment, is now highly regarded as a multimedia platform of choice for editing digital
images. Did you know that CGI effects for the film The Lord of the Rings were produced on
Linux workstations and hundreds of Linux servers, all running Fedora?

This section of the chapter discusses The GIMP, a powerful graphics manipulation tool.
You also learn about graphic file formats supported by Fedora, as well as some tools you
can use to convert them if the application you want to use requires a different format.

The GNU Image Manipulation Program

One of the best graphics clients available is The GIMP. The GIMP is a free, GPLed image
editor with sophisticated capabilities that can import and export more than 30 different
graphics formats, including files created with Adobe Photoshop. It is often compared with
Photoshop, and The GIMP represents one of the GNU Projects’ first significant successes.
Many images in Linux were prepared with The GIMP.

The GIMP can be found under the Applications, Graphics menu as simply The GIMP.
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You see an installation dialog box when The GIMP is started for the first time, and then a
series of dialog boxes that display information regarding the creation and contents of a
local GIMP directory. This directory can contain personal settings, preferences, external
application resource files, temporary files, and symbolic links to external software tools
used by the editor.

What Does Photoshop Have That Isn’t in The GIMP?

Although The GIMP is powerful, it does lack two features Adobe Photoshop offers that
are important to some graphics professionals.

The first of these is the capability to generate color separations for commercial press
printers (CMYK for the colors cyan, magenta, yellow, and key [or black] ). The GIMP
uses RGB (red, green, and blue), which is great for video display, but not so great for
printing presses. The second feature The GIMP lacks is the use of Pantone colors (a
patented color specification) to ensure accurate color matching.

If these features are unimportant to you, The GIMP is an excellent tool. If you must
use Adobe Photoshop, the current version of CodeWeavers’ CrossOver Office will run
Photoshop in Linux.

These deficiencies might not last long. A CMYK plug-in is in the works, and the
Pantone issues are likely to be addressed in the near future as well.

After the initial configuration has finished, The GIMP’s main windows and toolboxes
appear. The GIMP’s main window contains tools used for selecting, drawing, moving,
view enlarging or reducing, airbrushing, painting, smudging, copying, filling, and select-
ing color. Depending on the version installed on your system, the toolbox can host more
than 25 different tools.

The toolbox’s File, Xtns, and Help menus are used for file operations (including sending
the current image by electronic mail), image acquisition or manipulation, and documen-
tation, respectively. If you right-click an open image window, you see the wealth of The

GIMP’s menus, as shown in Figure 7.5.

Using Scanners in Fedora

With the rise of digital photography, there has been an equal decline in the need for
image scanners. However, there are still times that you want to use a scanner, and Fedora
makes it easy.

You can also use many types of image scanners with The GIMP. In the past, the most
capable scanners required a SCSI port. Today, however, most scanners work through a USB
port. You must have scanner support enabled for Linux (usually through a loaded kernel
module, scanner.o) before using a scanner with The GIMP.

Although some scanners can work via the command line, you will enjoy more productive
scanning sessions if you use a graphical interface because GUI features, such as preview-
ing and cropping, can save time before actually scanning an image. Most scanners in use
with Linux use the Scanner Access Now Easy (SANE) package, which supports and enables
graphical scanning sessions.
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FIGURE 7.5 Rightclick on an image window to access The GIMP’s cascading menus.

SANE consists of two software components. A low-level driver enables the hardware
support and is specific to each scanner. Next, a graphical scanner interface X client
known as xsane is used as a plug-in or ancillary program (or script) that adds features
to The GIMP.

Although xsane is commonly used as a GIMP plug-in, it can also be used as a stand-
alone program. Another useful program is Joerg Schulenburg’s gocr client, used for
optical character recognition (OCR). Although not a standalone application, it is
included in the Kooka scanning application. This program works best with 300 dots
per inch (dpi) scans in several different graphics formats. OCR is a resource-intensive
task and can require hundreds of megabytes of disk storage!

A list of currently supported scanners can be found at http://www.sane-project.org/sane-
supported-devices.html. Unfortunately, if your scanner doesn’t appear on the list, you
should not expect it to work with the SANE software. There is also a list on that same
page for drivers not yet included, but you must be able to compile the application from
source to use them.

Supported USB scanners are automatically detected and the appropriate driver is loaded
automatically. The USB devices tell the USB system several pieces of information when
they are connected—the most important of which are the vendor ID and the device ID.
This identification is used to look up the device in a table and load the appropriate driver.
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You will find that Fedora successfully identifies and configures most modern USB-based
scanners.

Many scanners are supported in Linux. If yours is not, it still might be possible to use it.
The Kooka and Xsane scanner applications are included with Fedora and are fairly straight-
forward to use. They can both be found in the Graphics menu as the Scanner Tool.

Working with Graphics Formats

Image file formats are developed to serve a specific technical purpose (lossless compres-
sion, for example, where the file size is reduced without sacrificing image quality) or to
meet a need for a proprietary format for competitive reasons. Many file formats are
covered by one or more patents. For example, the GIF format had fallen into disfavor
with the open-source crowd because the patent holder waited a while before deciding to
enforce his patent rights.

If you want to view or manipulate an image, you need to identify the file format to
choose the proper tool for working with the image. The file’s extension is your first indi-
cator of the file’s format. The graphics image formats supported by the applications
included with Fedora include

» .bmp—Bitmapped graphics, commonly used in Microsoft Windows
» .gif—CompuServe Graphics Interchange Format

» .jpg—]Joint Photographic Experts Group

» .pcx—IBM Paintbrush

» .png—Portable Network Graphics

» .svg—Scalable Vector Graphics

» .tif—Tagged Image File format

An extensive list of image file extensions can be found in the man page for ImageMagick,
an excellent application included with Fedora, which you learn more about in upcoming
sections of this chapter.

TIP

Fedora includes dozens of graphics conversion programs that are accessible through
the command line, and there are few, if any, graphics file formats that cannot be
manipulated when using Linux. These programs can be called in Perl scripts, shell
scripts, or command-line pipes to support many types of complex format conversion
and image manipulation tasks. See the man pages for the ppm, pbm, pnm, and pgm fami-
lies of commands. Also see the man page for the convert command, which is part of a
suite of extremely capable programs included with the ImageMagick suite.

Often, a file you want to manipulate in some way is in a format that cannot be used by
either your graphics application or the final application. The solution is to convert the
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image file—sometimes through several formats. The convert utility from ImageMagick is
useful, as is the netpbm family of utilities. If it is not already installed, ImageMagick can be
installed with the Add Remove Software GUI found in the System Settings menu; the
netpbm tools are always installed by default.

The convert utility converts between image formats recognized by ImageMagick. Color
depth and size also can be manipulated during the conversion process. You can use
ImageMagick to append images, surround them with borders, add labels, rotate and shade
them, and perform other manipulations well suited to scripting. Commands associated
with ImageMagick include display, animate, identify, and import. The application
supports more than 130 different image formats—(all listed in the man page for
ImageMagick).

Fun with ImageMagick’s identify

You can use ImageMagick’s identify command to identify details about image files.
The welcoming splash image used for the GRUB bootloader is located in /boot/grub
and is a gzipped .xpm image. If you run identify on the image, you’ll discover that it's
a 640x480 xpm image with 16-bit color depth. That’s all you need to know to construct
a replacement image of your own. Using The GIMP or another graphics tool, crop or
resize your chosen image to 640x480 and change the color depth to 16 bits. Save the
image as splash.xpm and then gzip the resulting file. Replace the original Red Hat file,
and you now have a custom boot image. The use of identify helped you duplicate the
parameters of the original image to comply with the requirements of GRUB.

The identify command is also useful to identify unknown image files and to determine
whether they’re corrupt.

The netpbm tools are installed by default because they compose the underpinnings of
graphics format manipulation. The man page for each image format lists related conver-
sion utilities; the number of those utilities gives you some indication of the way that
format is used and shows how one is built on another:

» The man page for ppm, the portable pixmap file format, lists 47 conversion utilities
related to ppm. This makes sense because ppm, or portable pixmap, is considered the
lowest common denominator for color image files. It is therefore often used as an
intermediate format.

» The man page for pgm, the portable graymap file format, lists 22 conversion utilities.
This makes sense because pgm is the lowest common denominator for grayscale
image files.

» The man page for pnm, the portable anymap file format, lists 31 conversion utilities
related to it. However, there is no format associated with PNM because it operates in
concert with ppm, pgm, and pbm.
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» An examination of the man page for pbm, the portable bitmap file format, reveals no
conversion utilities. It’s a monochrome format and serves as the foundation of the
other related formats.

Capturing Screen Images

You can use graphics manipulation tools to capture images that are displayed on your
computer screen. Although this technique was used for the production of this book, it has
broader uses; there is truth to the cliché that a picture is worth a thousand words.
Sometimes it is easier to show an example than it is to describe it.

A captured screen image (also called a screen grab or a screenshot) can be used to illustrate
an error in the display of an application (a font problem, for example) or an error dialog
that is too complex to copy down by hand. You might just want to share an image of
your beautifully crafted custom desktop configuration with your friends or illustrate your
written documents.

When using the GNOME desktop, you can take advantage of the built-in screenshot
mechanism (gnome -panel-screenshot). Access this tool by pressing the Print Screen key.
(Alt+Print Screen takes a screenshot of only the window that has focus on a desktop.)
Captured images are saved in .png format.

Using Digital Cameras with Fedora

Most digital cameras used in connection with Fedora fall into one of two categories:
webcams (small, low-resolution cameras connected to the computer’s interface) or hand-
held digital cameras that record image data on disks or memory cards for downloading
and viewing on a PC. Fedora supports both types. Other types of cameras, such as surveil-
lance cameras that connect directly to a network via wire or wireless connections, need
no special support (other than a network connection and viewing software) to be used
with a Linux computer.

Fedora supports hundreds of different digital cameras, from early parallel-port (CPiA
chipset-based) cameras to today’s USB-based cameras. You can even use Intel’s QX3 USB
microscope with Fedora. If you prefer a standalone network-based webcam, explore the
capabilities of Linux-based cameras from Axis (at http://www.axis.com/products/video/
camera/productguide.htm). The following sections describe some of the more commonly
used still camera hardware and software supported by Fedora.

Handheld Digital Cameras

Digital cameras are one of the major success stories of the last few years. Now you can
take pictures and see previews of your pictures immediately. The pictures themselves are
stored on discs or memory cards that can be easily plugged into Fedora for further manip-
ulation, using The GIMP or other software. Unfortunately, most of the supplied software
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that comes with the cameras tend to be for Windows users only, making you reliant on
the packages supplied with Fedora.

The good news, though, is that because of the good development carried out in Fedora
and GNOME, you are now able to plug pretty much any camera into your computer
through a USB interface and Fedora automatically recognizes the camera as a USB mass
storage device. You can even set Fedora to recognize when a camera is plugged in so that
it automatically imports your photographs for you.

To do this, you need to set up your settings for removable drives and media. You can find
this in the System, Preferences menu. Click the Cameras tab and select the option to
import digital photographs when connected (see Figure 7.6).

- Removable Drives and Media Preferences

Storage | Miﬂtimen'ja|§Camerasi‘ PDAs 1 Printers & Scanners ' Input Devices |

Digital Camera
ﬁ 1 Import digital photographs when connected

Command: |gthumb-import %h | ] lgrnwse.‘.]‘

Digital Video Camera

F [ Edit video when connected
e

&

! ¥ Close ‘

FIGURE 7.6 Use GNOME's intelligent handling of removable media by setting it to import
your photographs automatically.

Now whenever you connect a digital camera to your computer GNOME automatically
detects it (see Figure 7.7), and asks whether you want to import the photographs.

(= Photo Import x|

A photo card has been detected.

There are photos on the card. Would you
like to add these pictures to your album?

[] Always perform this action;

[ Ignore l [ Import Photos ]

FIGURE 7.7 GNOME detects the presence of a digital camera and asks whether the photos
should be imported.
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By default GNOME uses the excellent gThumb package (see Figure 7.8), which, although
basic-looking, offers an easy-to-use interface and powerful cataloging capabilities.

Fle Edit View Go Bookmarks |mage Tools Help
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Folders Catalogs Fullscreen Slide Show Search Comment Categories Rotate Images
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279 images (941.6 MB), 1 selected (2.7 MB) 3872 x 2592 pixels - 2.7 MB - 20 May 2007, 13:00

FIGURE 7.8 Make use of gThumb to manage your extensive photo collection.

Using F-Spot

With the inclusion of Mono into Fedora Extras, Fedora now has access to the superb F-
Spot photo management application. However, F-Spot is not installed by default, so you
have to do a quick install by using the command

# yum install f-spot

which retrieves the F-Spot program and the other required components.

When F-Spot is installed, you can find it under the Applications, Graphics menu listed as
F-Spot Photo Manager. If you have used the popular Google Picasa application, you will
feel instantly at home with F-Spot because it is similar in many ways.

The first time you open F-Spot, you are asked to import your first batch of photographs,
as shown in Figure 7.9. You can also assign a tag to them, if you want to track particular
types of photographs. You might want to allow F-Spot to copy the photograph to a new
directory, Photos—something that may help you organize your photos on the system.
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FIGURE 7.9 The versatile F-Spot makes adding photos to your library easy.

When you are ready, click Import to let F-Spot import the photos into the library. The
pictures appear in the F-Spot library, and are stored according to the date they were taken.
This information is given to F-Spot by the EXIF information that your camera stores each
time you take a picture. In Figure 7.10, you can see the standard F-Spot window.
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FIGURE 7.10 Browse through your extensive photo collection and correct minor problems
using F-Spot.
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Use the timeline across the top of the window to browse through your photographs, and
you can do some minor editing by double-clicking on any photograph. F-Spot is still in its
infancy, but development is ongoing, so keep a eye open for any major updates.

Burning CDs and DVDs in Fedora

Linux is distributed across the Internet through the use of ISOs that are waiting to be
written to CDs or DVDs. Therefore learning how to burn discs is essential if you have to
download and install a Linux distribution. Not only that, but you are likely to want to
use CDs and, more commonly, DVDs to back up your music, family pictures, or other
important files. With DVD writers being so cheap, the format is now pervasive and more
and more people use cheap DVDs as way of archiving simply due to the larger storage size
available. Of course, you can use blank CD media, but they don’t have anywhere near the
capacity offered by DVDs. Today’s high-resolution digital cameras can occupy upward of
3MB per shot, and music files can be anything from 1MB to 10MB+ in size. These file
sizes make DVD the obvious choice, but there are still occasions when you need to write
to a CD. You can use CDs and DVDs to:

» Record and store multimedia data, such as backup files, graphics images, and music.

» Rip audio tracks from music CDs (ripping refers to extracting music tracks from a
music CD) and compile your own music CDs for your personal use.

Linux audio clients and programs support the creation and use of many different types of
audio formats. Later sections of this chapter discuss sound formats, sound cards, music
players, and much more. Because CD burning is used for many other purposes in Fedora,
we cover the essentials of that process first in this chapter. To record multimedia data on
a CD, you must have installed a drive with CD writing capabilities on your system. To
make certain that your CD writer is working, use wodim -scanbus to get the information
for using the CD drive under SCSI (small computer system interface) emulation:

# wodim -scanbus

Cdrecord-Clone 2.01a32-dvd (i686-pc-linux-gnu) Copyright (C) 1995-2001 Jérg

Schilling

Linux sg driver version: 3.5.27

Using libscg version 'schily-0.8'

scsibuso:
0,0,0
0,1,0
0,2,0
0,3,0
0,4,0
0,5,0
0,6,0
0,7,0

"HL-DT-ST' 'RW/DVD GCC-4120B' '2.01' Removable CD-ROM

*
*
*

*

N O O WD =S
—_— — — — — — — —
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Here, you can see that the CD writer (in this example, a CD writer/DVD reader) is present
and is known by the system as device 0,0,0. The numbers represent the
scsibus/target/lun (logical unit number) of the device. You need to know this device
number when you burn the CD, so write it down or remember it.

Creating CDs and DVDs with Fedora’s Graphical Clients

Although adequate for quick burns and use in shell scripting, the command-line tech-
nique for burning CDs and DVDs is an awkward choice for many people until they
become proficient at it and learn all the arcane commands. Fortunately, Fedora provides
several graphical clients.

Nautilus

With Fedora, enhanced functionality has been included in the default file browser
Nautilus. Under the Places menu item is a CD/DVD Creator selection. To use it, insert a
blank CD or DVD into your CD-R/DVD-R drive. You must have two Nautilus windows
open: one that shows the files you want to save to the CD, and a second one open to the
CD/DVD Creator Folder (accessed in Nautilus by the Places menu, CD/DVD Creator) loca-
tion. Click on the Write to Disc button as shown in Figure 7.11 to bring up the Write
dialog; at the next dialog box, choose the format to which you want to write the disc.
Nautilus CD/DVD Creator supports writing to a disc image file, commonly known as ISO.
You can also give your new disc a label and tell Nautilus at what speed you want to write
the disc. Finally, click the Write button to start the burning process—it is that simple!

O CD/DVD Creator HEE
Hle Edit View Places Help

CD/DVD Creator Folder Write to Disc
" =N
€
- lo! B =

Adrian Boult Band.mov ferraridk_service_

guide.pdf

(8 CD/DVD Creator + |"Adrian Boult" selected (containing 1 item)

FIGURE 7.11 Creating a CD or DVD using the Nautilus browser is made easy with the drag-
and-drop features it provides.

GnomeBaker
If you require a bit more flexibility than just dragging and dropping files into a CD folder,
then you should consider GnomeBaker, which enables you to burn Data CDs and DVDs,
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and also master Audio CDs. It’s not installed by default, so make sure you use the
command

#yum install gnomebaker

to retrieve and install the application.

GnomeBaker itself is very easy to use, and can be found under the Applications, Sound
and Video menu. When you start GnomeBaker you are immediately prompted to choose
what it is you want to create, as shown in Figure 7.12.
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FIGURE 7.12 GnomeBaker offers a task-based approach to burning optical media.

After you've chosen what you want to create, you can then navigate to the files you want
to burn in the top half of the GnomeBaker window and drag them to the bottom project
area. In Figure 7.13 I am backing up an audio CD that was ripped to my hard drive by
Sound Juicer.

TIP

An excellent Internet site for CD-related information is http://www.cdmediaworld.com/.
The Gracenote CDDB Music Recognition Service licenses a database service to soft-
ware developers so that they can include additional functionality in their applications
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by accessing the database and having their applications display information about the
music CD, including the artist and song title, the CD’s track list, and so on. The data-
base server at cddb.cddb.org, when contacted by the appropriate software, identifies
the appropriate CD and sends the information to be displayed locally. Many CD player
applications provide this functionality. The service is interactive: If you have a CD that
is not in the CDDB database, the website tells you how you can add the information to
the database.
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FIGURE 7.13 Use GnomeBaker to back up your CD or photo collection

Creating CDs from the Command Line

In Linux, creating a CD at the command line is a two-step process. You first create the
is09660-formatted image, and you then burn or write the image onto the CD. The
1509660, as you will learn in Chapter 35, “Managing the File System,” is the default file
system for CD-ROMs.

Use the mkisofs command to create the ISO image. The mkisofs command has many
options (see the man page for a full listing), but use the following for quick burns:

$ mkisofs -r -v -J -1 -0 /tmp/our_special cd.iso /source_directory
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The options used in this example are as follows:

» -r—Sets the permission of the files to more useful values. UID and GID (individual
and group user ID requirements) are set to zero, all files are globally readable and
searchable, and all files are set as executable (for Windows systems).

» -v—Displays verbose messages (rather than terse messages) so that you can see what
is occurring during the process; these messages can help you resolve problems if
they occur.

» -J—Uses the Joliet extensions to IS09660 so that your Windows-using buddies can
more easily read the CD. The Joliet (for Windows), Rock Ridge (for Unix), and HSF
(for Mac) extensions to the is09660 standard are used to accommodate long file-
names rather than the eight-character DOS filenames that the is09660 standard
supports.

» -1—Allows 31-character filenames; DOS does not like it, but everyone else does.

» -o—Defines the directory where the image will be written (that is, the output) and
its name. The /tmp directory is convenient for this purpose, but the image could go
anywhere you have write permissions.

» /source_directory—Indicates the path to the source directory; that is, the directory
containing the files you want to include. There are ways to append additional paths
and exclude directories (and files) under the specified path—it is all explained in the
man page, if you need that level of complexity. The simple solution is to construct a
new directory tree and populate it with the files you want to copy, and then make
the image using that directory as the source.

Many more options are available, including options to make the CD bootable.

After you have created the ISO image, you can write it to the CD with the cdrecord
command:

$ cdrecord -eject -v speed=12 dev=0,0,0 /tmp/our_special_cd.iso

The options used in this example are as follows:
» -eject—Ejects the CD when the write operation is finished.
» -v—Displays verbose messages.

» speed=—Sets the speed; the rate depends on the individual drive’s capabilities. If the
drive or the recordable medium is poor, you can use lower speeds to get a good
burn.

» dev=—-_pecifies the device number of the CD writer (the number I told you to write
down earlier).
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NOTE

You can also use the blank= option with the cdrecord command to erase CD-RW disks.
The cdrecord command has fewer options than mkisofs does, but it offers the -multi
option, which enables you to make multisession CDs. A multisession CD enables you
to write a data track, quit, and then add more data to the CD later. A single-session CD
can be written to only once; any leftover CD capacity is wasted. Read about other
options in the cdrecord man page.

Current capacity for CD media is 700MB of data or 80 minutes of music. (There are
800MB/90 minute CDs, but they are rare.) Some CDs can be overburned; that is,
recorded to a capacity in excess of the standard. The cdrecord command is capable of
overburning if your CD-RW drive supports it. You can learn more about overburning CDs
at http://www.cdmediaworld.com/hardware/cdrom/cd_oversize.shtml/.

Creating DVDs from the Command Line

There are several competing formats for DVD, and with prices rapidly falling, it is more
likely that DVD-writing drives will become commonplace. The formats are as follows:

» DVD+R
» DVD-R
» DVD+RW
» DVD-RW

Differences in the + and — formats have mostly to do with how the data is modulated
onto the DVD itself, with the + format having an edge in buffer underrun recovery. How
this is achieved impacts the playability of the newly created DVD on any DVD player. The
DVD+ format also has some advantages in recording on scratched or dirty media. Most
drives support the DVD+ format. As with any relatively new technology, your mileage
may vary.

We focus on the DVD+RW drives because most drives support that standard. The software
supplied with Fedora has support for writing to DVD-R/W (rewritable) media as well.

It will be useful for you to review the DVD+RW/+R/-R[W] for Linux HOWTO at
http://fy.chalmers.se/~appro/linux/DVD+RW/ before you attempt to use dvd+rw-tools,
which you need to install to enable DVD creation (also known as mastering) as well as the
cdrtools package. You can ignore the discussion in the HOWTO about kernel patches
and compiling the tools.

TIP

The 4.7GB size of DVD media is measured as 1000 megabytes per gigabyte, instead
of the more commonly used 1024 megabytes per gigabyte, so do not be surprised
when the actual formatted capacity, about 4.4GB, is less than you anticipated. dvd+rw-
tools does not allow you to exceed the capacity of the disk.
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You need to have the dvd+rw-tools package installed (as well as the cdrtools package).
The dvd+rw-tools package contains the growisofs application (that acts as a front end to
mkisofs) as well as the DVD formatting utility.

You can use DVD media to record data in two ways. The first way is much the same as
that used to record CDs in a session, and the second way is to record the data as a true
file system, using packet writing.

Session Writing
To record data in a session, you use a two-phase process:

1. Format the disk with dvd+rw-format /dev/scd®@ (only necessary the first time you
use a disk).

2. Write your data to the disk with growisofs -z /dev/scd@ -R -J /your files.

The growisofs command simply streams the data to the disk. For subsequent sessions,
use the -M argument instead of -Z. The -z argument is used only for the initial session
recording; if you use the -z argument on an already used disk, it erases the existing files.

CAUTION

Some DVDs come preformatted; formatting them again when you use them for the first
time can make the DVD useless. Always be sure to carefully read the packaging your
DVD comes in to ensure that you are not about to create another coaster!

TIP

Writing a first session of at least 1GB helps maintain compatibility of your recorded
data with other optical drives. DVD players calibrate themselves by attempting to read
from specific locations on the disk; you need data there for the drive to read it and
calibrate itself.

Also, because of limitations to the ISO9660 file system in Linux, do not start new
sessions of a multisession DVD that would create a directory past the 4GB boundary.
If you do so, it causes the offsets used to point to the files to “wrap around” and
point to the wrong files.

Packet Writing

Packet writing treats the CD or DVD disk like a hard drive in which you create a file
system (like ext3) and format the disk, and then write to it randomly as you would to a
conventional hard drive. This method, although commonly available on Windows-based
computers, is still experimental for Linux and is not yet covered in detail here.
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TIP

DVD+RW media are capable of only about 1,000 writes, so it is very useful to mount
them with the noatime option to eliminate any writing to update their inodes or simply
mount them read-only when it’s not necessary to write to them.

It is possible to pipe data to the growisofs command:

# your_application | growisofs -Z /dev/scd0=/dev/fd/0

It is also possible to burn from an existing image (or file, named pipe, or device):

# growisofs -Z /dev/scd@=image

The dvd+rw-tools documentation, found at /usr/share/doc/dvd+rw-tools-*/index.
html, is required reading before your first use of the program. We also suggest that you
experiment with DVD-RW (rewritable) media first, as if you make mistakes then you will
still be able to reuse the disk, rather than creating several new coasters for your coffee mug.

Sound and Music

Linux historically had a reputation of lacking good support for sound and multimedia
applications in general. However, great strides have been made in recent years to correct
this, and support is now a lot better than it used to be. (It might make you smile to know
that Microsoft no longer supports the Microsoft Sound Card, but Linux users still enjoy
support for it, no doubt just to annoy the folks in Redmond.) Unix, however, has always
had good multimedia support as David Taylor, Unix author and guru, points out:

“The original graphics work for computers was done by Evans & Sutherland on Unix
systems. The innovations at MIT’'s Media Lab were done on Unix workstations. In
1985, we at HP Labs were creating sophisticated multimedia immersive work envi-
ronments on Unix workstations, so maybe Unix is more multimedia than suggested.
Limitations in Linux support doesn’t mean Unix had the same limitations. | think it
was more a matter of logistics, with hundreds of sound cards and thousands of
different possible PC configurations.”

That last sentence sums it up quite well. Unix had a limited range of hardware to support;
Linux has hundreds of sound cards. Sound card device driver support has been long
lacking from manufacturers, and there is still no single standard for the sound subsystem
in Linux.

In this section, you learn about sound cards, sound file formats, and the sound applica-
tions provided with Fedora.
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Sound Cards

Fedora supports a wide variety of sound hardware and software. Two models of sound
card drivers compete for prominence in today’s market:

» ALSA, the Advanced Linux Sound Architecture, which is entirely open source

» OSS, the Open Sound System, which offers free and commercial drivers

Fedora uses ALSA because ALSA is the sound architecture for the 2.6 series kernels.

ALSA supports a long list of sound cards. You can review the list at http://www.
alsa-project.org/alsa-doc/. If your sound card is not supported, it might be supported in
the commercial version of OSS. You can download a trial version of commercial software
and test your sound card at http://www.opensound.com/download.cgi.

Fedora detects most sound cards during the original installation. If you add or replace a
sound card after the initial install, the Kudzu New Hardware Configuration utility auto-
matically detects and configures it at the next reboot. To configure the sound card at any
other time, use the system-config-soundcard graphical tool. The graphical tool can be
found under the System, Administration menu as the Soundcard Detection menu item.

Adjusting Volume

Fedora offers a handy utility that you can use to control the volumes for various outputs
from your computer. For a simple master volume control, just click on the speaker icon in
the top-right corner of the screen and move the slider up or down, as seen in Figure 7.14.

FIGURE 7.14 Control the master volume level with the volume slider

Alternatively you can control all the output volumes for the system to make sure that you
have set everything to your taste, as shown in Figure 7.15. To access the volume control,
right-click on the speaker icon and select Open Volume Control.
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Volume Control: Intel ICH6 (Alsa mixer)
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FIGURE 7.15 Use the volume control to manage volume settings for all your sound
output devices.

Sound Formats

A number of formats exist for storing sound recordings. Some of these formats are associ-
ated with specific technologies, and others are used strictly for proprietary reasons. Fedora
supports several of the most popular sound formats, including

» raw (.raw)—More properly known as headerless format, audio files using this format
contain an amorphous variety of specific settings and encodings. All other sound
files contain a short section of code at the beginning—a header—that identifies the
format type.

» MP3 (.mp3)—A popular, but commercially licensed, format for the digital encoding
used by many Linux and Windows applications. MP3 is not supported by any soft-
ware included with Fedora (which advises you to use the open source Ogg-Vorbis
format instead).

» WAV (.wav)—The popular uncompressed Windows audio-visual sound format. It is
often used as an intermediate file format when encoding audio.

» Ogg-Vorbis (.ogg)—Fedora’s preferred audio encoding format. You enjoy better
compression and audio playback, and freedom from lawsuits when you use this
open-source encoding format for your audio files.

Because of patent and licensing issues, Fedora has removed support for the MPEG, MPEG2,
and MPEG3 (MP3) file formats in Fedora Linux. Although we cannot offer any legal advice, it
appears that individuals using MP3 software are okay; it is just that Fedora cannot distribute
the code because it sells its distribution. It seems—at this point—perfectly all right for you
to obtain an MP3-capable version of Xmms (for example), which is a Winamp clone that
plays MPEG1/2/3 files. You can get Xmms directly from http://www.xmms.org/ because
that group has permission to distribute the MP3 code.
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You can also enable the MP3 codec within Fedora by using the livha.org yum repository. You
do this by installing the gstreamer-plugins-mp3 package, which enables the MP3 codec in all
the GNOME applications.

Another alternative is to use the Ogg-Vorbis format; it is completely free of restrictions.
A ripper for CD music is available from http://www.thekompany.com/projects/
tkcoggripper/ and an MP3-to-Ogg converter is available from http://faceprint.com/
code/. Or, you could download and install the non-crippled versions of multimedia
applications from FreshRPMs at http://www.freshrpms.net/.

Fedora includes software (such as the sox command used to convert between sound
formats) so that you can more easily listen to audio files provided in a wide variety of
formats, such as AU (from NeXT and Sun), AIFF (from Apple and SGI), IFF (originally
from Commodore’s Amiga), RA (from Real Audio), and VOC (from Creative Labs).

TIP

To learn more about the technical details of audio formats, read Chris Bagwell’s Audio
Format FAQ at http://www.cnpbagwell.com/audio.html.

Fedora also offers utilities for converting sound files from one format to another.
Conversion utilities come in handy when you want to use a sound in a format not
accepted by your current application of choice. A repository of conversion utilities resides
at http://ibiblio.org/pub/linux/apps/sound/convert/!INDEX.html and includes MP3 and
music CD-oriented utilities not found in Fedora. You have to know how to compile and
install from source, however. If you see something useful, have a look at
http://www.rpmfind.net/ to locate a binary RPM if you don’t feel up to the task.

Fedora does provide sox, a self-described sound translator that converts music among the
AIFE, AU, VAR, DAT, Ogg, WAV, and other formats. It also can be used to change many
other parameters of the sound files.

Timidity is a MIDI-to-WAV converter and player. If you are interested in MIDI and
musical instruments, Timidity is a handy application; it handles karaoke files as well,
displaying the words to accompany your efforts at singing.

Viewing Video
You can use Fedora tools and applications to view movies and other video presentations

on your PC. This section presents some TV and motion picture video software tools
included with the Fedora distribution you received with this book.

TV and Video Hardware

To watch TV and video content on your PC, you must install a supported TV card or have
a video/TV combo card installed. A complete list of TV and video cards supported by
Fedora is at http://www.exploits.org/v4l/.
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Freely available Linux support for TV display from video cards that have a TV-out jack
is poor. That support must come from the X driver, not from a video device that
Video4Linux supports with a device driver. Some of the combo TV-tuner/video display
cards have support, including the Matrox Marvel, the Matrox Rainbow Runner G-Series,
and the RivaTV cards. Many other combo cards lack support, although an independent
developer might have hacked something together to support his own card. Your best
course of action is to perform a thorough Internet search with Google.

Many of the TV-only PCI cards are supported. In Linux, however, they are supported by
the video chipset they use, and not by the name some manufacturer has slapped on a
generic board (the same board is typically sold by different manufacturers under different
names). The most common chipset is the Brooktree Bt*** series of chips; they are
supported by the bttv device driver.

If you have a supported card in your computer, it should be detected during installation.
If you add it later, the Kudzu hardware detection utility should detect it and configure it.
You can always configure it by hand.

To determine what chipset your card has, use the 1spci command to list the PCI device
information, find the TV card listing, and look for the chipset that the card uses. For
example, the 1spci output for my computer shows

# lspci

00:00.0 Host bridge: Advanced Micro Devices [AMD] AMD-760 [IGD4-1P]

=System Controller (rev 13)

00:01.0 PCI bridge: Advanced Micro Devices [AMD] AMD-760 [IGD4-1P] AGP Bridge
00:07.0 ISA bridge: VIA Technologies, Inc. VT82C686 [Apollo Super South] (rev 40)
00:07.1 IDE interface: VIA Technologies, Inc. VT82C586B PIPC Bus Master IDE

= (rev 06)

00:07.2 USB Controller: VIA Technologies, Inc. USB (rev 1a)

00:07.3 USB Controller: VIA Technologies, Inc. USB (rev 1a)

00:07.4 SMBus: VIA Technologies, Inc. VT82C686 [Apollo Super ACPI] (rev 40)
00:09.0 Multimedia audio controller: Ensonigq 5880 AudioPCI (rev 02)

00:0b.0 Multimedia video controller: Brooktree Corporation Bt878 Video Capture

- (rev 02)

00:0b.1 Multimedia controller: Brooktree Corporation Bt878 Audio Capture (rev 02)
00:0d.0 Ethernet controller: Realtek Semiconductor Co., Ltd. RTL-8029(AS)

00:0f.0 FireWire (IEEE 1394): Texas Instruments TSB12LV23 IEEE-1394 Controller
00:11.0 Network controller: Standard Microsystems Corp [SMC] SMC2602W EZConnect
01:05.0 VGA compatible controller: nVidia Corporation NV15 [GeForce2 Ti] (rev a4)

Here, the lines listing the multimedia video controller and multimedia controller say that
this TV board uses a Brooktree Bt878 Video Capture chip and a Brooktree Bt878 Audio
Capture chip. This card uses the Bt878 chipset. Your results will be different, depending
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on what card and chipset your computer has. This card happened to be an ATI All-in-
Wonder VE (also known as ATI TV-Wonder). (The VE means Value Edition; hence, there is
no TV-out connector and no radio chip on the card; what a value!) The name of the
chipset says that the card uses the bttv driver.

In the documentation directory is a file named CARDLIST, and in that file is the following
entry, among others:

card=64 - ATI TV-Wonder VE

There are 105 cards listed, as well as 41 radio cards, including

card=0 - *** UNKNOWN/GENERIC ***

which is what you could have used had you not known the manufacturer’s name for
the card.

The file named Modules.conf, located in the same directory, offers the following example
of information to place in the /etc/modules.conf file:

# i2c
alias char-major-89 i2c-dev
options i2c-core i2¢c_debug=1

options i2c-algo-bit  bit_test=1

# bttv

alias char-major-81 videodev
alias char-major-81-0 bttv

options bttv card=2 radio=1
options tuner debug=1

All you need do is enter this information into /etc/modules.conf and change the value
for card=2 to card=64 to match your hardware. You can delete the reference to the radio
card (radio=2) because there isn’t one and leave the other values alone. Then you must

execute

# depmod -a

to rebuild the modules dependency list so that all the modules are loaded automatically.
When finished, all you need do is execute

# modprobe bttv

and your TV card should be fully functional. All the correct modules will be automatically

loaded every time you reboot. Fedora is clever enough to detect and configure a
supported TV card that is present during installation.
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TIP

Other useful documentation can be found in /usr/src/linux-2.6/Documentation/
_video4linux. After you have identified a driver for a device, it does not hurt to look at
the source code for it because so little formal documentation exists for many drivers;
much of it is in the source code comments.

The development of support for TV cards in Linux has coalesced under the Video4Linux
project. The Video4Linux software provides support for video capture, radio, and teletext
devices in Fedora.

Video Formats

Fedora recognizes a variety of video formats. The formats created by the MPEG group,
Apple, and Microsoft dominate, however. At the heart of video formats are the codecs—
the encoders and decoders of the video and audio information. These codecs are typically
proprietary, but free codecs do exist. Here is a list of the most common video formats and
their associated file extensions:

» .mpeg—The MPEG video format; also known as .mpg
» .qt—The QuickTime video format from Apple
» .mov—Another QuickTime video format

» .avi—The Windows audio visual format

TIP

An RPM that provides a Divx codec for Linux can be found at http://www.freshrpms.
net/. Divx is a patented MPEG-4 video codec that is the most widely used codec of its
type. It allows for compression of MPEG-2 video by a factor of 8. See http://www.divx.
com/ for more information.

The GetCodecs application is a Python script with a GUI interface that downloads,
installs, and configures your Fedora system with multimedia codecs not provided by
Fedora, such as MP3, Divx, and DVD codecs. The script can be obtained from
http://sourceforge.net/projects/getcodecs/.

If you need to convert video from one format to another, you use encoder applications
called grabbers. These applications take raw video data from a video device such as a
camera or TV card, and convert it to one of the standard MPEG formats or to a still image
format, such as JPEG or GIE. Fedora does not supply any encoder applications (other than
ppmtompeg, which encodes MPEG-1 video), but you can find them at http://www.
freshrpms.net/ or another online source (see the “Reference” section at the end of this
chapter).
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Viewing Video in Linux

Because of the patent and licensing issues mentioned earlier, the capability to play video
files has been removed from Fedora. This functionality can be restored if you install the
full version of the applications described in this section from FreshRPMs at http://www.
freshrpms.net/. There you can find multimedia applications such as Ogle, Xine,
AlsaPlayer, Gstreamer, Grip, Mplayer, VCDImager, VideoLAN-client, Xmms, and Zapping.

You can use Linux software to watch TV, save individual images (take snapshots) from a
televised broadcast, save a series of snapshots to build animation sequences, or capture
video, audio, or both. The following sections describe some of the ways in which you can
put Linux multimedia software to work for you.

The noatun viewer is provided with Fedora to use as an embedded viewer in the
Konqueror browser. noatun is set up as the default association for the video file formats

it plays. Open a video file in Konqueror or Nautilus, and the video is shown in the viewer
if it is supported. The viewer provides basic Start, Stop, and Fast-Forward VCR-type
functions.

You can watch MPEG and DVD video with Xine. Xine is a versatile and popular media
player that is not included with Fedora. Xine is used to watch AVI, QuickTime, Ogg, and
MP3 files (the latter is disabled in Fedora).

Macromedia Flash

The Macromedia Flash plug-in for the Mozilla browser is a commercial multimedia
application that isn’t provided with Fedora, but many people find it useful. Macromedia
Flash enables you to view Flash content at websites that support it. The Mozilla plug-in
can be obtained from http://macromedia.mplug.org/. Both .rpm and .tar.gz files are
provided.

Having trouble with the Macromedia Flash plug-in for Mozilla? Just manually copy the
files flashplayer.xpt and libflashplayer.so t0 /usr/lib/firefox-2.0.0.x/plugins,
where X is the latest point release for Firefox (2.0.0.4 at the time of writing).
An .rpm file for Flash that should install without problems is available from
http://macromedia.mplug.org/.

Another interesting video viewer application is MPlayer (not provided by Fedora), a movie
player for Linux. MPlayer can use Win32 codecs and it supports a wider range of video
formats than Xine, including Divx and some RealMedia files. MPlayer also uses some
special display drivers that support Matrox, 3Dfx, and Radeon cards and can make use of
some hardware MPEG decoder boards for better MPEG decoding. Look for Fedora pack-
ages at http://www.mplayerhq.hu; a Win32 codec package is also available, as well as
other codec packages and a GUI interface.

Personal Video Recorders

The best reason to attach a television antenna to your computer, however, is to use the
video card and the computer as a personal video recorder.
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The commercial personal video recorder, TiVo, uses Linux running on a PowerPC proces-
sor to record television programming with a variety of customizations. TiVo has a clever
interface and wonderful features, including a record/playback buffer, programmed record-
ing and pause, slow motion, and reverse effects. Fedora does not provide any of the many
applications that attempt to mimic the TiVo functionality on a desktop PC running
Linux. However, several such applications, including DVR, The Linux TV Project, and
OpenPVR, are listed at http://www.exploits.org/v4l/. These projects are in development
and do not provide . rpm files, so you have to know how to download from CVS and
compile your own binaries. For something a little easier, check out MythTV at
http://www.mythtv.org/; a Fedora .rpm file should be available from ATRpms.

Linux, TiVo, and PVRs

Some TiVo users say that using this Linux-based device has changed their lives.
Indeed, the convenience of using a personal video recorder (PVR) can make life a lot
easier for inveterate channel surfers. Although PVR applications are not included with
Fedora, open source developers are working on newer and better versions of easy-to-
install and easy-to-use PVR software for Linux. For more information about TiVo, which
requires a monthly charge and a phone line (or broadband connection with a newer
TiVo2), browse to http://www.tivo.com/. Unrepentant Linux hardware hackers aiming to
disembowel or upgrade a TiVo can browse to http://www.9thtee.com/tivoupgrades.htm
or read the TiVo Hack FAQ at http://www.tivofag.com/. A PVR makes viewing television
a lot more fun!

A number of Linux sites are devoted to PVR software development. Browse to the DVR
project page at http://www.pierrox.net/dvr/.

DVD and Video Players

You can now easily play DVDs with Fedora as long as you install the appropriate software.
(Fedora doesn’t provide any.) Browse to http://www.videolan.org/, and then download,
build, and install the vlc client.

You must have a CPU of at least 450MHz and a working sound card to use a DVD player.
The default Fedora kernel supports the DVD CD-ROM file system. As mentioned earlier,
Xine and MPlayer do a great job of playing DVD files.

The VideoLAN HOWTO found at http://videolan.org/ discusses the construction of a
network for streaming video. Although you might not want to create a network, a great
deal of useful information about the software and hardware involved in the enterprise
can be generalized for use elsewhere, so it is worth a look. The site also contains a
link to a HOWTO about cross-compiling on Linux to produce a Windows binary.
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» http://www.cdcopyworld.com/—A resource for technical information about CD
media and CD writers.

» http://hardware.redhat.com/hcl/—A database of supported hardware.

» http://www.opensound.com/download.cgi—The commercial OSS sound driver trial
version download.

» http:/www.xmms.org/—Home to the Xmms audio player.

» http://www.thekompany.com/projects/tkcoggripper/—A free (but not GPL) Ogg
CD ripper.

» http://faceprint.com/code/—An MP3 to Ogg converter named mp320gg.

» http://www.ibiblio.org/pub/linux/apps/sound/convert/!INDEX.html—Home to
several sound conversion utilities.

» http://linux-sound.org/—An excellent resource for Linux music and sound.

» http://www.cnpbagwell.com/audio.html—The Audio Format FAQ.

» http://www.icecast.org/—A streaming audio server.

» http://www.linuxnetmag.com/en/issue4/m4icecastl.html—An Icecast tutorial.

» http://linuxselfhelp.com/HOWTO/MP3-HOWTO-7.html—The MP3 HOWTO
contains brief descriptions of many audio applications and, although it focuses on
the MP3 format, the information is easily generalized to other music formats.

» http://www.exploits.org/v4l/—Video for Linux resources.

» http://fame.sourceforge.net/—Video encoding tools.

» http://teletext.mb21.co.uk/faq.shtml—The Teletext FAQ.

» http://xine.sourceforge.net/—Home of the Xine DVD/video player.

» http://www.MPlayerHQ.hu/homepage/—Home to the MPlayer video player.
» http://www.videolan.org/—A VideoLAN project with good documentation.

» http://fy.chalmers.se/~appro/linux/DVD+RW/—The DVD+RW/+R/-R[W] for Linux, a
HOWTO for creating DVDs under Linux.

» http://www.gimp.org—Home page of The GIMP (Gnu Image Manipulation Program.
» http://f-spot.org—Home page of the F-Spot project.

» http://www.linuxformat.co.uk—Website of Linux Format, home of a long-running
GIMP tutorial by Michael ] Hammel.
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http://www.exif.org—More information on EXIF and how it is used in digital
cameras.

http://www.sane-project.org— Home page of the SANE (Scanner Access Now Easy)
project.

http://www.imagemagick.org—Home page for ImageMagick.

http://www.codeweavers.com—Home of the popular crossover office; required if you
want to try to run Photoshop under Linux.

http://gimp.net/tutorials/ — Official tutorials for The GIMP.
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» Overview of Fedora Printing

Printing with Fedora

» Configuring and Managing Print
Services

» Creating and Configuring Local

From the word go, Fedora provides support for a huge Printers

range of printers from many different manufacturers. In » Reference
this chapter looks at how to get your printer connected and

talking to Fedora, as well as at the software that Fedora uses

to manage printers and print jobs.

In keeping with most of the other Linux distributions,
Fedora uses CUPS (Common Unix Printing System) to handle
printers. Other systems are supported, such as LPRng, but
you do not have access to some of the graphical manage-
ment tools from within Fedora.

The Internet Printing Protocol

CUPS supports the Internet Printing Protocol, known
as IPP, and offers a number of unique features, such
as network printer directory (printer browsing)
services, support for encryption, and support for
PostScript Printer Description (.ppd) files.

According to the Internet Engineering Task Force
(IETF), IPP grew out of a 1996 proposal by Novell to
create a printing protocol for use over the Internet.
Since then, the system has been developed and has
matured into a stable print system for use on a variety
of Linux and Unix-like operating platforms.

Overview of Fedora Printing

Fedora’s print filter system is the main engine that enables
the printing of many types of documents. The heart of that
engine is the GNU GPL version of Aladdin’s Ghostscript
interpreter, the gs client. The system administrator’s printer
configuration tool is the system-config-printer client.
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NOTE

Fedora’s print system can be used to print to local (attached) or remote (network)
printers. If you use a local printer, it is represented by a printer device, such as
/dev/1p@ or /dev/usb/1p@ (if you have a USB printer). Local and remote printers use
print queues defined in your system’s printer capabilities database, /etc/printcap. A
document being printed is known as a print job, and you can view and control your list,
or queue, of current print jobs in the spool directory, which is /var/spool/cups. Note
that you may control only your print jobs; only the root operator can control print jobs
of any user on the system.

To add a printer to your system, you use the system-config-printer client to create,
configure, and save the printer’s definition. The client saves the definition as an entry in
your system’s printer capabilities database, /etc/printcap. Each definition contains a text
field with the name of the printer, its host, and name of the print queue. Printed docu-
ments are spooled to the /var/spool/cups directory. A sample printcap definition might
look like

# This file was automatically generated by cupsd(8) from the
# /etc/cups/printers.conf file. All changes to this file

# will be lost.

1p|lp:rm=stinky:rp=1p:”

CUPS maintains its own database of defined printers under the /etc/cups directory in a
file named printers.conf. For example, an associated printer defined in /etc/printcap
previously might have the following entry in /etc/cups/printers.conf:

<DefaultPrinter 1p>

Info Created by system-config-printer 0.6.x
DeviceURI parallel:/dev/1p0@
Location HP 648 local printer
State Idle

Accepting Yes

JobSheets none none
QuotaPeriod @

PageLimit @

KLimit ©

</Printer>

This example shows the definition for the printer named 1p, along with its associated
device, description, state, and other information. The various possible fields and entries in
this file are documented in the printer.conf man page.

CUPS uses a print server (daemon) named cupsd, also called a scheduler in the CUPS docu-
mentation. The server can be controlled, like other Fedora services, by the service
command or system-config-services client. How the server works on a system is
determined by settings in its configuration file, cupsd.conf, found under the /etc/cups
directory. CUPS executables are found under the /usr/1lib/cups directory.
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The cupsd.conf man page documents more than 80 different settings for the server,
which you can configure to match your system, network, or printing environment.
Default CUPS-related files and directories are stored under the /usr/share/cups directory.
Logging can be set to seven different levels, with information about access and errors
stored in log files under the /var/log/cups directory.

Resource requirements can be tailored through other settings, such as MaxCopies to set
the maximum number of copies of a print job by a user, MaxJobs to set a limit on the
number of active print jobs, and MaxJobsPerUser to set a limit on the number of active
jobs per user. The RIPCache setting (8MB by default) controls the amount of memory used
for graphics cache during printing.

For example, if you want to limit printing to 20 copies of a document or page at a time
and only 10 simultaneous print jobs per user, use settings such as

MaxCopies 20
MaxJobsPerUser 10

TIP

Do not forget to restart the CUPS server after making any changes to its configuration
file. Changes are activated only when the service is restarted (when the daemon
rereads its configuration file). See the “GUI-Based Printer Configuration Quickstart”
section later in this chapter.

Because CUPS does not use the traditional Berkeley-style print spooling system, 1pd, you
can change the name of the printer capabilities database from the default /etc/printcap.
Encryption can be used for printing, with secure access behavior determined by settings
in /etc/cups/client.conf. Network access settings include port, connection, IP address,
domains, and limits to the number and size of client requests.

Configuring and Managing Print Services

Your task as a system administrator (or root operator of your workstation) is to properly
define local or remote printers and to ensure that printing services are enabled and
running properly. Fortunately, Fedora includes a graphical print service configuration tool
that makes this job easy. You should use these tools to configure printing, as you learn in
this section of the chapter. But first, take a moment to read through a quick overview of
the configuration process.

CAUTION

Do not manually edit your /etc/printcap. Any changes will be lost when the printing
service is restarted or if your system is rebooted. If you need to create customized
printer entries, save the entries in /etc/printcap.local and then restart the printing
service.
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You can configure printing services using either the command line system-config-
printer-tui program or the system-config-printer-gui graphical interface. Most of the
detailed information in this chapter refers to the use of the GUIL The overview sections
that follow, however, give you a solid foundation in both configuration approaches. You
learn the details of these processes in later sections of the chapter.

GUI-Based Printer Configuration Quickstart

Configuring a printer for Fedora is easy but you must use root permission to do it. Make
sure that the cupsd daemon is installed and running. If you elect to use printing support
when you install Fedora, the daemon and related software will be installed. If you're not
sure whether cupsd is running, you can quickly drop to a terminal and use the service
command with the name of the service and the status keyword like so:

# service cups status

You will see either

cupsd is stopped

or, if cupsd is running, an acknowledgement, along with its process ID, such as

cupsd (pid 2378) is running...

If cupsd is installed but not running, start the daemon like so:

# /etc/rc.d/init.d/cups start

You can also use the service command to start the daemon, like so:

# service cups start

If you are using the desktop, select System, Administration, Printing. You will be asked to
enter the root password. If not, you are using X as root, which is a bad idea. Log out, and
then log back in as a regular user! After you enter the root password, the printer configu-
ration dialog appears.

You then simply follow the prompts to define your printer and add local or remote print-
ing services. You should print a test page before saving your changes. Use the printer
configuration client or the File menu’s Print menu item from a GNOME or KDE client.

The system-config-printer utility is an update to the now-legacy printtool client
included with previous Red Hat Linux distributions. Although you might also find related
tools (or symbolic links), such as printtool, printconf-tui, and /usr/sbin/
printconf-gui installed on your system, you should use the system-config-printer
client to manage printers under Fedora.
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Managing Printing Services

After defining a printer, you can use the command line to view and control your print
jobs, or if root, all print jobs and printers on your system. Table 12.1 contains a partial list
of CUPS and related printing commands and drivers included with Fedora.

TABLE 12.1  Print-Related Commands and Drivers

Name Description

a2ps Formats text files for PostScript printing
accept Controls CUPS print job destinations

cancel Cancels a CUPS print job

disable Controls CUPS printers

dvi[lj, 1j41, 1j2p, 1j4] Converts TeX DVI files to specific PCL format
enable Controls CUPS printers

encscript Converts text files to PostScript

escputil Epson Stylus inkjet printer utility

grolbp groff driver for Canon LBP-4 and LBP-8 laser printers
gs The Ghostscript interpreter

gsbj[dj500, 1p] Ghostscript BubbleJet printer drivers
gsdj[dj500, 1], 1p] Ghostscript DesklJet printer drivers

1padmin CUPS command-line—based printer utility

1p Starts a CUPS print job

1pc A Berkeley-subset CUPS printer control client
1pf General printer filter

lprm A Berkeley-compatible CUPS job queue utility
lpstat Displays CUPS print jobs and printer status
mpage PostScript text formatting utility

pbm[2ppa, page, to10x, Portable bitmap conversion utilities

toepson, toppa, toptx]

pr Text formatting command

psmandup Duplex printing utility for nonduplex printers
reject Controls CUPS print job destinations

setup Launches printer configuration tool

smbclient SMB print spooler

smbprint SMB print shell script

smbspool SMB printer spooler

thinkjettopbm Portable bitmap to ThinkJet printer conversion utility

Most Linux systems use PostScript as the default document format for printing. Fedora
uses the gs command along with CUPS to manage local and remote print jobs and the
type of data transferred during a print job. The gs command is used to translate the
document stream into a format accepted by the destination printer (which most likely
uses HPCL).
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You can use the Ghostscript interpreter gs to display its built-in printer devices by using
the gs interpreter with its - -help command-line option like this:

# gs --help

Fedora includes graphical clients you can use to view many different types of docu-
ments. For example, to display PostScript documents (including compressed PostScript
documents) or PostScript images, use the gv client. To display Portable Document
Format (PDF) documents, you can use gv or the xpdf client.

The gs command outputs many lines of help text on command-line usage and then lists
built-in printer and graphics devices. Another way to get this information is to start gs
and then use the devicenames == command like this:

# gs
GNU Ghostscript 7.05 (2002-04-22)
Copyright (C) 2002 artofcode LLC, Benicia, CA. All rights reserved.
This software comes with NO WARRANTY: see the file PUBLIC for details.
Loading NimbusRomNo9L-Regu font from /usr/share/fonts/default/Typel/
?n0210031.pfb... \
2410668 1053956 1642520 347466 0 done.
Loading NimbusSanL-Regu font from /usr/share/fonts/default/Type1/n0190031.pfb...
2785628 1379834 1662616 358654 @ done.
Using NimbusSansL-Regu font for NimbusSanL-Regu.
[/miff24 /psmono /alc8500 /1p2563 /pkmraw /stp /iwlq /pbm /mdixMono /epson /bjc600
w/1bp310 \
/coslw2p /cdjcolor /bj1@v /cdj1600 /djet500 /x11rg16x /atx23 /x1i1gray4 /st800
= /jpeggray /necp6 \
/psgray /alc2000 /1p800@ /pksm /1xm3200 /jetp3852 /pbmraw /DJ630 /epsonc /bjc800
= /1bp320 \
/coslwxl /cdjmono /bj1@vh /cdj500 /laserjet /x11rg32x /atx24 /x11mono /stcolor
= /pdfwrite /0ce9050 \
/psrgb /cups /1850 /pksmraw /1x5000 /1a50 /pgm /DJ6xx /escp /faxg3 /lips2p /cp50
w/cdj550 \
/mag16 /cdj670 /ljetplus /ljetd4pjl /atx38 /bmpmono /sunhmono /pswrite /oki182 /bit
w/cljet5 /1xm5700m \
/tiffcrle /1ex7000 /1a7@ /pgmraw /DJ6xxP /fs600 /faxg32d /bjc880j /declj250 /pj
= /mag256 /cdj850 /ljet2p\
/1j4dithp /bmpai6 /bmpgray /t4693d2 /epswrite /okiibm /bitrgb /cljet5c /m8510
- /tiffg3 /1ex5700 /la75

Not all the devices are listed in this example.
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Aladdin or GNU?

At least two versions of Ghostscript are available for Linux. One version is named AFPL
Ghostscript, which formerly went by the name Aladdin Ghostscript. This version is
licensed under the Aladdin Free Public License, which disallows commercial distribu-
tion. The other version is called GNU Ghostscript, which is distributed under the GNU
General Public License. For details about the different versions or for answers to ques-
tions regarding licensing, see the Ghostscript home page at http://www.cs.wisc.edu/
~ghost/.

Creating and Configuring Local Printers

Creating a local printer for your Fedora system can be accomplished in six easy steps. You
must have root permission to use the system-config-printer client. The cupsd daemon
should also be running before you begin (start the daemon manually as shown earlier in
this chapter, or use the ntsysv, chkconfig, or system-config-services commands to
ensure that 1pd is started at boot time).

To launch system-config-printer, go to System, Administration and choose the Printing
menu option or use the command line of an X terminal window like this:

# system-config-printer &

Creating the Print Queue

The Fedora system-config-printer tool walks you through a process to create a new
print queue, which effectively defines a new printer on your system. To begin configura-
tion of a local (attached) printer, click the New Printer toolbar button in system-config-
printer’s main window. An Add a New Printer configuration dialog appears, as shown in
Figure 8.1.

The Printer Name dialog appears. Type a desired name for the new printer (such as 1p),
enter a short description and optional location information and then click the Forward
button. The Connection Type dialog appears, as shown in Figure 8.2. Select the connec-
tion type that is appropriate for you. You can select a number of different connection
types, depending on your specific requirements. Normally you will use the LPT#1 option
if your printer is connected by a standard Parallel (or what used to be called Centronics)
cable. Alternatively, if you are connecting to a printer that has a JetDirect port (most HP
network-capable printers fit in this category) then select the appropriate option and enter
the network address for the printer.
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- New Printer — e

Printer Name

May contain any printable characters except /", "#", and space

[Deﬁlqetfnﬁﬁl] ]

Description (optional)

Human-readable description such as "HP Laser]et with Duplexer®

[P Desket 550 ]

Location (optional)

Human-readable location such as "Lab 1*

{Connecteﬂ to Ophmus| ]

ncel orwand

FIGURE 8.1 Click the New Printer toolbar button to start the configuration of a new printer
for your system..

2 New Printer SEE

Select Connection

Devices

Other
Serial Port #1

Serial Port #2

AppSocket/HP JetDirect
Internet Printing Protocol (ipp)
LPD/LPR Host or Printer
Windows Printer via SAMBA

[ 4 Back H 3¢ Cancel H » EumamJ

FIGURE 8.2 Select the appropriate connection method for your printer and enter the
relevant details.
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Next up you need to select the make/manufacturer of the printer that you are setting up,
shown in Figure 8.3 .

@ Select Printer from database

The foomatic printer database contains various manufacturer provided PostScript Printer Description (PPD) files and
also can generate PPD files for a large number of (non PostScript) printers. But in general manufacturer provided
PPD files provide better access to the specific features of the printer.

(=]
Makes =

Fujitsu
Gestetner

Heidelberg

Hitachi
IBM
Imagen

Infotec

Kndak

(]

(O Provide PPD file

PostScript Printer Description (PPD) files can often found on the driver disk that comes with the printer. For PostScript
printers they are often part of the Windows ® driver.

[ 4 Back H ¥ Cancel H E;Eorwam]

FIGURE 8.3 Select the make or manufacturer of your printer from this dialog box to help
Fedora narrow down the driver options.

Note that you can configure a printer for Fedora even if it is not attached to your
computer. After you select your printer’s manufacturer, a list of printers from that manu-
facturer (such as HP, as shown in Figure 8.4) appears. Select your printer from the list, and
then click the Forward button.

Do not worry if you do not see your printer listed in the selection; it is possible to select a
related, although different, printer model and still be able to print to your printer. For
example, many HP printers can be used by selecting the DeskJet 500 for monochrome or
500C model for color printing.

NOTE

You can also browse to http://www.linuxprinting.org/ to find out what drivers to use
with your printer or to see a cross-referenced listing of printers supported by each
driver. You might also find new and improved drivers for the latest printers on the
market.

You can experiment to see which printer selection works best for your printer if its model
is not listed. You might not be able to use all the features of your printer, but you will be
able to set up printing service. Click Next when you have made your choice.


http://www.linuxprinting.org/
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- New Printer - Ox

D]

Models

Deskjet 5150
Deskjet 5158
DeskJet 5160
Deskjet 5440
DeskJet 5551
Desk]et 5650

| T |

[4]

Drivers

foomatic:HP-Desk]et_5550-gimp-print-ijs.ppd
foomatic:HP-Desk]et 5550-hpijs-rss ppd

foomatic:HP-Desk|et_5550-hpijs.ppd (recommended)

hpijs (recommended)

Comments: Driver || PPD

[Printer configuration - locainost|

[ 4 Back H ¢ Cancel H :;Earwam]

FIGURE 8.4  Select your printer from the list and click the Forward button to finish the config-
uration of a locally connected printer.

The final screen summarizes what system-config-printer is about to do. If you are
happy with the details, click the Apply button to commit your changes to the system.

New Printer

Going to create a new printer Deskjet5550 at
parallel:/dev/lp0.

[ omor | emea | Yoy

FIGURE 8.5 Double-check your settings before you commit to creating a new printer entry in
/etc/printcap; when the settings are right, click Finish to create the new print queue.

When the print queue has been created, you are asked whether you would like to print a
test page. Click Yes to save your new printer setup and to print a test page. If you click
No, a test page is not printed, and you have to delete the new printer entry or save or
cancel your changes before you quit system-config-printer.
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You can see the new printer defined in the system-config-printer main window as
shown in Figure 8.6.

m T Printer conriguration - locaihost.

Hle Edit Help

) < )

New Printer New Class Copy Delete Goto Server  Refresh
Server Settings Settings ‘PchIes I Access control l Printer Options Iju‘n Options
| Local Printers Settings
Description: [P Deskjer 5550
Location: |Cannected to Optimus
Device URI: Iparallel fdev/ip0

Make and Model: HP Desk]et 5550 Foomatic/hpijs (recommended)
Printer State: Idle

State Default Printer

Enabled Make Default Frinter | No default printer set.

Accepting jobs

Shared Print Test Page

Connected to localhost

FIGURE 8.6 New printer entries created in /etc/printcap displayed in system-config-
printer’s main window.

TIP

You can also configure multiple print queues for the same printer. Use this technique
to test printing using different print drivers with the same printer. Create a new queue,
give it a specific name, (such as testpcl3), and select a different printer. Finish the
configuration and print a test page to compare the results against other entries to find
the best output. You can also use this technique to define a monochrome or color
printer entry for the same printer or to use different drivers for different types of media
(such as regular or photo paper).

Editing Printer Settings

You also use the system-config-printer tool to edit the newly defined printers. To edit
the printer settings, highlight the printer’s listing in the printer browser window. You can
then select specific settings related to that printer by using the tabs that appear in the
right side of the dialog box. The Printer Options dialog, part of the printer settings is
shown in Figure 8.7.
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T

Settings lPo]]c]es } Access control ‘ Printer Options ‘]oh Opﬁcmsl

General
Page Size: [A4 3]
Printout Mode: [ Normal (auto-detect paper type) -
Media Source: Printer default -
Double-Sided Printing: | Off H

Printout Mode
Resolution, Quality, Ink Type, Media Type: ‘ Controlled by ‘Printout Mode'

FIGURE 8.7 Edit a printer’s settings by using tabs in system-config-printer

The first tab in this dialog enables you to assign a new name for the printer. In this
example, the printer has the name laserjet. Other tabs in this dialog enable you to change
the queue type or queue options (such as whether to print a banner page or set the image
area of a page), to select or update the driver, or to choose available driver options for the
printer (shown in Figure 8.8).

Settings |Pul]c]es } Access control I Printer Options hub Options

Settings
Description: [HP Deskjet 5550 ]
Location: [Cunnected to Optimus ]
Device URI: [para\\e\'!devﬂpﬂ ] [Change, ]
Make and Model: HP Desk|et 5550 Foomatic/hpijs (recommended)
Printer State: Idle

State Default Printer
[7] Enabled [toten mnee e | nio oot it oot

FIGURE 8.8 A printer’s driver settings can be changed on the Settings tab of
system-config-printer’

When you finish editing your printer definition (or queue), click the OK button. Use the

Apply command in the Action menu to save the definition and automatically restart the
cupsd daemon. This step is extremely important; you have to update the printer settings
and restart the cupsd daemon to force it to reread your new settings. Click Quit from the
Action menu when finished.
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RELATED FEDORA AND LINUX COMMANDS

The following commands help you manage printing services:

accept—Controls print job access to the CUPS server via the command line
cancel—Cancels a print job from the command line
cancel—Command-1line control of print queues

disable—Controls printing from the command line
enable—Command-line control CUPS printers

1p—Command-line control of printers and print service

1pc—Displays status of printers and print service at the console
1pg—Views print queues (pending print jobs) at the console
1prm—Removes print jobs from the print queue via the command line

lpstat—Displays printer and server status

vV V.V vV vV vV vV v vV Vv Y

system-config-printer—Fedora’s graphical printer configuration tool

Reference

» http://www.linuxprinting.org/—Browse here for specific drivers and information
about USB and other types of printers.

» http://www.hp.com/wwsolutions/linux/products/printing_imaging/index.html—
Short but definitive information from HP regarding printing product support
under Linux.

» http://www.cups.org/—A comprehensive repository of CUPS software, including
versions for Fedora.

» http://www.pwg.org/ipp/—Home page for the Internet Printing Protocol standards.

» http://www.linuxprinting.org/cups-doc.html—Information about the Common
UNIX Printing System (CUPS).

» http://www.cs.wisc.edu/~ghost/—Home page for the Ghostscript interpreter.
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CHAPTER 9

Games

For any operating system to have mass market appeal, it
has to have a number of games that are compatible with it.
Let’s face it, no one wants to use computers just for word
processing or databases—they want to be able to use them
as a source of relaxation and even fun! This chapter looks
at the state of Linux gaming and tells you how to get some
of the current blockbusters up and running in a Linux
environment. We will even show you how to run
Windows-based games under Linux.

Linux Gaming

A number of games come as part of the Fedora distribution,
and they are divided into three distinct camps: KDE games,
GNOME games, and X games. Our favorites are Planet
Penguin Racer and Maelstrom (see Figure 9.1), but there are
a few others for you to choose from. The best part, of
course, is trying each one and seeing what you think.
Many other free games are available across the web, so go
to Google and see what you come up with.

However, games for Linux do not stop there—a few versions
of popular Windows-based games are being ported across to
the Linux platform, including DOOM 3, Unreal Tourna-
ment 2004, and Quake 4. These three popular games have
native Linux support and in some cases can run at similar, if
not better, speeds than their Windows counterparts.

Finally, an implementation of the Wine code, formerly
called WineX but now called Cedega, is optimized espe-
cially for games. This uses application interfaces to make
Windows games believe they are running on a Windows
platform and not a Linux platform. Bear in mind that Wine
stands for wine is not an emulator, so do not start thinking
of it as such—the community can get quite touchy about it!
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FIGURE 9.1 Zapping asteroids in the highly unpredictable Maelstrom.

A major gripe of Linux users has been the difficulty involved in getting modern 3D
graphics cards to work. Thankfully both ATI and NVIDIA support Linux, albeit by using
closed source drivers. This means that Fedora does not ship with native 3D drivers for
either graphics card. It is fairly easy to get hold of these drivers and install them; the
livna.org site has RPMs that are ready and waiting to be installed using yum.

Installing Proprietary Video Drivers

Fedora does not provide the official NVIDIA or ATI display drivers because they are closed
source and Fedora is committed to delivering a totally free (as in speech) distribution. The
latest official drivers can be downloaded from http://www.nvidia.com/object/linux.html
or from http://www.ati.com/. If you encounter problems with the NVIDIA drivers in
particular, check out http://www.nvnews.net/vbulletin/forumdisplay.php?f=14 for more
help. The NVIDIA staff do contribute to that forum, so you should be able to find expert
help when you need it.

Bear in mind that if you go down the “official” route, there will be certain steps that you
have to take. It would be great to be able to access the drivers through yum, so much so
that the Livna repository now has prepackaged the drivers into an RPM that is easily
downloaded as long as you have the Livna repository enabled for yum.

CAUTION

The Livna repository is home to not only a wide range of kernel modules and drivers
for many popular items of hardware, but also contains a number of legally question-
able packages that are not enabled in Fedora by default, including native mp3 support.
If you are using Fedora for personal use, you should not have any real problems, but
make sure to check before you start installing packages from Livna onto a corporate
workstation or server!
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To get the NVIDIA driver using yum, you need to have enabled the Livna repository (see
Chapter 34, “Advanced Software Management,” for more information on setting up
repositories). At the command line, type

#yum install kmod-nvidia

and press Enter. After a few seconds, yum retrieves and downloads the latest NVIDIA driver
that is appropriate for your current kernel version. After it finishes installing the packages,
you have to restart your machine to take advantage of the improvements.

Installing the ATI driver is much the same because Livna.org also has a set of drivers avail-
able for ATI hardware. As with the NVIDIA driver, you need to be a super-user and enter
the following command:

#yum install kmod-fglrx

A restart of the system is necessary before you can make full use of the 3D capabilities of
your card.

Both sets of graphics card drivers are very dependent on the kernel version you are
running. Every time you update your kernel, you also have to update your driver. If you
have used the kmod-* package from Livna then it should automatically update when
you run yum upgrade

Installing Popular Games in Fedora

It’s a very common misconception that Linux doesn’t do games. In fact, that assumption
is very wrong, as you are about to see. In this section we will walk through how to install
five very popular games that you can play within Fedora. Make sure that you have
followed the earlier instructions on how to install graphics drivers for your graphics card,
or else you are likely to struggle with the likes of Doom 3, Unreal Tournament 2004, and
Quake 4.

DOOM 3

The follow-up to the infamous DOOM and DOOM II was released in the second half of
2004 (see Figure 9.2), and it provides a way to run it under Linux. You still have to
purchase the Windows version because you need some of the files that are on the CDs.
The rest of the files are available from id Software at http://zerowing.idsoftware.com/
linux/doom.
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REFORT TO MARINE COMMAND

| Speak with Sergeant Kelly in

Marine Command HQ

FIGURE 9.2 Descending into the pits of hell. DOOM 3 is one of the most graphic computer
games available.

You can download the file doom3-1inux-1.1.1282.x86.run from the id Software FTP
server or by using BitTorrent. When that’s finished, open a terminal and change to the
directory in which you saved the file. Type the following command:

# sh doom3-linux-1.1.1282.x86.run
This begins the installation of the demo. As with other commercial games, you must

agree to an EULA before you can install. Follow the installation procedure and when it
finishes, you need to get the Windows CDs ready.

The files you need to copy across are the following:
» pak0oo.pka
» pakoo1.pka
» pak0o2.pka
» pak0o3.pka

» pakoo4.pka

They must be saved in the /usr/local/games/doom3/base/ directory. After you copy the
files, you can start the game by typing doom3 or start the dedicated server for multiplayer
games by typing doom3-dedicated.
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Unreal Tournament 2004

Unreal Tournament 2004 (or UT2004, as it is affectionately known) from Epic natively
supports Linux in both its 32-bit and 64-bit incarnations (see Figure 9.3). Be aware that if
you run the 64-bit version, you need to ensure that your graphics drivers are supported
under 64-bit mode.

-
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FIGURE 9.3 Unreal Tournament 2004 builds on the classic deathmatch scenario with more
enemies and more combatants.

Installation is easy, and there are two ways to do it. You can insert the DVD and mount it,
or you can open the DVD in GNOME and double-click the 1inux-installer.sh icon.
When you are asked whether you want to run it or display its contents, click Run in
Terminal to launch the graphical installer. As with DOOM 3, you must read and accept
the terms of the EULA before you are allowed to install UT2004. You are given the option
of where you want to install the software; the default is in your home directory. After you
select the destination directory, click Begin Install and UT2004 does the rest.

The alternative way of accessing the graphical installer is via the command line. Change
directory to /media/cdrom/ and type

$ sh linux-install.sh

This brings up the graphical installer. Continue through this and, when finished, you
should find Unreal Tournament 2004 in /home/username/ut2004.
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If you want to uninstall UT2004, you can use the uninstall script in the ut2004
directory. Type

$ sh uninstall.sh

After confirmation, Unreal Tournament removes itself from your system.

Quake 4

Being based on the DOOM 3 engine, you could almost expect Quake 4 (see Figure 9.4) to
ship with a good deal of support for Linux. To get started, you must have the Windows
version of the software because you need several files as well as the CD key to be able to
play the game. First things first, though. Head on over to http://zerowing.idsoftware.com/
linux/quake4/ to download the required Linux installer (quake4-1linux-1.0*.run) by
either direct FTP or the more bandwidth-friendly BitTorrent.

FIGURE 9.4 Based on the popular DOOM 3 engine, Quake 4 pits you against the evil Strogg.
Get out there and frag 'em!

After you download the file, drop down to a command line and type in

#sh quake4-linux-1.0*.run

and then press Enter. The installer starts up and asks you a couple of questions. After you
answer these, the installer creates the necessary files and folders. All you need to do is to
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copy several files from the /quake4/gbase directory on the DVD to /usr/local/bin/
quake4/gbase. You can start the game by typing quake4 at a command prompt.

Wolfenstein: Enemy Territory

Whereas the earlier Return to Castle Wolfenstein was both single- and multiplayer, the
freely available Wolfenstein: Enemy Territory is multiplayer only (see Figure 9.5).

SFECTATOR

FIGURE 9.5 Teamwork is the key to victory in this lush but hostile graphical environment.

Available in Win32 and Linux native versions, it can be downloaded through http://www.
SplashDamage.com/. After you download the 260MB file named et-1inux-2.55.x86.run,
install the game by typing

# sh et-linux-2.55.x86.run

Then accept the defaults. A symlink exists in /usr/local/bin to the script that loads the
game. When using the KDE desktop, we had difficulty with sound because of a conflict
with the KDE sound daemon artsd. The fix prepended a line to the et script that read
killall artsd.

Battle for Wesnoth

Of course, games for Fedora are not all first-person shooters like those described in the
previous sections. For the more cunning amongst you, there exists a strategy game called
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Battle for Wesnoth (see Figure 9.6). In this classic turn-based strategy game you set out to
conquer your foes through a set of increasingly complex scenarios. If you have played the
Windows game Age of Empires, then you will feel instantly at home with Wesnoth.

Battle for Wesnoth is simple to install. All you have to do is enter the command:

# yum install wesnoth

and Fedora will take care of the rest. A new entry will appear in Applications, Games that
will enable you to launch Battle for Wesnoth.

FIGURE 9.6 Flex your strategic brain by playing Battle for Wesnoth, a rich and bountiful land
of fantasy and adventure

KDEedu

There are other games available for Fedora that fall under the term “edutainment.” These
types of games attempt to aid learning with often simple games. All of them are available
through the meta-package kdeedu so all you have to do is use yum to retrieve this package.

NOTE

You can probably tell by the name that KDEedu is a KDE-based package. As a result,
when you install KDEedu you also need to install several KDE components, enough in
fact to allow you to run KDE. See Chapter 3 “Working with Gnome,” for more details
on KDE and how to access it.
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Among the games are hangman (see Figure 9.7), an anagram game, a tool to learn about
the Periodic Table of Elements and a great stargazing tool called Kstars. There are others
for you to explore and that can provide hours of learning and fun for your children.

KHangMan

Game Level Language Look Settings Help

“ Fasy | v Ill Desert Therne‘ - “ é’ -

[

Easy English[ Hint available

FIGURE 9.7 Enjoy a game of hangman with your kids and learn some language in this
colorful part of KDEedu

Playing Windows Games with Cedega

As mentioned earlier, the key to mass-market appeal of an operating system is in the
applications available for it. A group of developers saw that the vast majority of the
computing world was using Windows-based productivity and gaming software and
decided to develop a way to run this software on Linux, thereby giving Linux users access
to this large application base. The developers came up with a program called Wine, which
has been updated regularly and forms the basis of the gaming variant called Cedega. This
is a commercial product available from developers TransGaming Technologies
(http://www.transgaming.com/), so you cannot retrieve it by using yum.

However, Cedega is a very popular and up-to-date product with support for recent releases
such as Elder Scrolls IV and Command & Conquer 3: Tiberium Wars. Because the state of
Cedega is constantly changing, TransGaming Technologies has a subscription service
which means that you get updates for the code when they are released—ensuring that
you are able to enjoy not only the games of today, but also those of tomorrow.

So, if you can’t wait for Linux to become more popular with game developers, use Cedega
as a stop-gap until they can be persuaded to support Linux directly.
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TIP

The keys to successful gaming in Linux are to always read the documentation thor-
oughly, always investigate the Internet resources thoroughly, and always understand
your system. Installing games is a great way to learn about your system because the
reward of success is so much fun.

Reference
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CHAPTER 10
Managing Users

One of the most important things you need to learn
while using Fedora is effective user administration.
Whether you are setting up a system for use just by your-
self, sharing it among a family of five, or even working
with a machine that has to handle several thousand differ-
ent users, it is important that you understand how to effec-
tively assign user permissions and lock down the areas you
want to protect. Equally important is the ability to fine-
tune user access rights, to enable people to do what they
need to do, and not necessarily what they want to!

Managing users includes managing home directories and
settings that are unique to each user. You also have to
examine how much of the overall system to which you
want to give the users access, as well as establish good pass-
word practice. This chapter covers all these tasks, as well as
others that teach you how to effectively manage the users
of your system. It also takes a look at the super-user
account so that you can understand why it is so important
and also how to let others access some, if not all, of the
super-user’s power.

User Accounts

Every Fedora installation typically contains three types of
accounts: the super-user, the day-to-day user, and the
system user. Each type is important in its own right and
you must know what each is responsible for. If they didn’t
work together, Fedora would have a hard time doing
anything!

All users must have accounts on the system. Fedora uses
the /etc/passwd file to hold information on user accounts.
Each user, regardless of type, has a one-line entry of
account information stored in the /etc/passwd text file.
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Each account entry contains a username (used for logging in), a password field containing
an x (as passwords are actually contained in /etc/shadow), a user ID (UID), and a group ID
(GID). The fifth field contains optional human ID information, such as real name, office
location, phone number, and so on. The last two fields are the location of the user’s home
directory and the user’s default login shell. See the section titled “The Password File” later
in this chapter for more information.

Like other Linux distributions, Fedora makes use of the established Unix file ownership
and permission system. Each file (which can include directories and even devices) can be
assigned one or more of read, write, and/or execute permissions. These can be assigned
further to the owner, a member of a group, or anyone on the system. File security is
drawn from combining ownership and permissions. The system administrator (most
commonly referred to as the super-user) has total responsibility to make sure that users
have proper UIDs and GIDs, as well as to ensure that sensitive files (which can include
important system files) are locked down using file permissions. You’ll learn more about
permissions in the section titled “Managing Permissions.”

Regardless of how many system administrators are present on the system, there can only
be one root user. This is the user who has access to everything, and can grant or take
away any privileges on the system. The root user has a user ID of @ and a group ID of o,
making it unique among all other users on the system. The root user can use any
program, manipulate any file, go anywhere in the file system, and do anything within the
Fedora system. For reasons of security, that kind of raw power should be given to only a
single trusted individual.

It is often practical for that power to be delegated by the root user to other users. This
delegation is referred to as an elevation of privileges, and these individuals are known as
super-users because they enjoy the same powers that root enjoys. This approach is
normally used only on large systems in which one person cannot effectively act as the
sole system administrator.

On your Fedora system, when you log in as root, you are root or the super-user. In this
chapter, the terms root, super-user, system administrator, and sysadmin are used inter-
changeably, although they need not all refer to a single person.

A regular user is someone who logs onto the system to make use of it for nonadministra-
tive tasks such as word processing or email. These users do not need to make systemwide
changes, nor do they have to manage any other users. However, they might want to be
able to change settings that are specific to them (for instance, a desktop background). Of
course, depending on how draconian the root user is, regular users might not even be
able to do that!

The super-user grants privileges to regular users by means of file and directory permis-
sions. (Those are covered in the section entitled “Managing Permissions.”) For example, if
the super-user does not want you to change your settings in ~/.profile (the ~ is a shell
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shortcut representing your home directory), root can alter the permissions so that you
may read from, but not write to, that file.

Because of the potential for making a catastrophic error as the super-user (using the
command rm -rf /* is the classic example, but do not ever try itl), always use your
system as a regular user and become root only temporarily to do sysadmin duties.
While you are on a multiuser system, you should consider this advice an absolute rule;
if root were to delete the wrong file or kill the wrong process, the results could be
disastrous for the business. On your home system, you can do as you please and
running as root makes many things easier, but less safe. In any setting, however, the
risks of running as root full-time are significant. (In case you're wondering, the above
command would completely wipe your entire file system, leaving you with nothing but

a red face!)

The third type of user is the system user. The system user is not a person, but rather an
administrative account that the system uses during day-to-day running of various
services. For example, the system user named xfs owns the X11 font server and all the
associated files. Only it and root can have access to these files—no one else can access or
make changes to these files. System users do not have a home directory or password, nor
do they permit access to the system through a login prompt.

You will find a list of all the users on a system in the /etc/passwd file. Fedora refers to
these users as the standard users because they are found on every Fedora computer as the
default set of system (or logical) users provided during the initial installation. This “stan-
dard” set differs among Linux distributions.

Adding New Users

The command-line approach to adding any user is actually quite simple and can be
accomplished on a single line. In the example shown here, the sysadmin uses the useradd
command to add the new user bernice. The command adduser (a variant found on some
Unix systems) is a symbolic link to useradd, so both commands work the same. In this
example, we use the -p option to set the password the user requested; we use the -s
option to set his special shell, and the -u option to specify his UID. (If we created a user
with the default settings, we would not need to use these options.) All we want to do can
be accomplished on one line:

# useradd bernice -p sTitcher -s /bin/bash -u 507

The sysadmin can also use the graphical interface that Fedora provides, as shown in
Figure 10.1. It is accessed as the Users and Groups item from the System Settings menu
item. Here, the sysadmin is adding a new user to the system where user bernice uses the
bash command shell.
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These are the steps we used to add the same account as shown in the preceding
command, but using the graphical User Manager graphical interface:

1. Launch the Fedora User Manager graphical interface by clicking on the Users and
Groups menu item found in the System, Administration.

2. Click the Add User button to bring up the Add User dialog window.

w

in this section.

N o o &

Click OK to save the settings.

Fill in the form with the appropriate information, as described in the first paragraph

Click the drop-down Login Shell menu to select the bash shell.
Check the Specify User ID box to permit access to the UID dialog.

Using the arrows found in the UID dialog, increment the UID to 5413.
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FIGURE 10.1 Adding a new user is simple. The GUI provides a more complete set of

commands for user management than for group management.

Note that the user is being manually assigned the UID of 549 because that is her UID on
another system machine that will be connected to this machine. Because the system only
knows her as 549 and not as bernice, the two machines would not recognize bernice as
the same user if two different UIDs were assigned.
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NOTE

A Linux username can be any alphanumeric combination that does not begin with a
special character reserved for shell script use (see Chapter 11, “Automated Tasks,” for
disallowed characters, mostly punctuation characters). Usernames are typically the
user’s first name plus the first initial of her last name, something that is a common
practice on larger systems with many users because it makes life simpler for the
sysadmin, but is neither a rule nor a requirement.

User IDs and Group IDs

A computer is, by its very nature, a number-oriented machine. It identifies users and
groups by numbers known as the user ID (UID) and group ID (GID). The alphabetic
names displayed on your screen are there exclusively for your ease of use.

As was already mentioned, the root user is UID 0. Numbers from 1 through 499 and
65,534 are the system, or logical, users. Regular users have UIDs beginning with 500;
Fedora assigns them sequentially beginning with this number.

With only a few exceptions, the GID is the same as the UID. Those exceptions are system
users who need to act with root permissions: sync, shutdown, halt, and operator.

Fedora creates a private GID for every UID of 500 and greater. The system administrator
can add other users to a GID or create a totally new group and add users to it. Unlike
Windows NT and some Unix variants, a group cannot be a member of another group in
Linux.

CAUTION

If you intend to make use of NFS then it is extremely important that you use the same
UID for the user on the host and guest machines; otherwise you will not be able to
connect!

User Stereotypes

As is the case in many professions, exaggerated characterizations (stereotypes or cari-
catures) have emerged for users and system administrators. Many stereotypes contain
elements of truth mixed with generous amounts of hyperbole and humor and serve to
assist us in understanding the characteristics of and differences in the stereotyped
subjects. The stereotypes of the “luser” and the “BOFH” (users and administrators,
respectively) also serve as cautionary tales describing what behavior is acceptable and
unacceptable in the computing community .

Understanding these stereotypes allows you to better define the appropriate and inap-
propriate roles of system administrators, users, and others. The canonical reference to
these terms is found in the alt.sysadmin.recovery FAQ found at http://www.ctrl-c.liu.
se/~ingvar/asr/.
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Managing Groups

Groups can make managing users a lot easier. Rather than having to assign individual
permissions to every user, you can use groups to grant or revoke permissions to a large
number of users quickly and easily. Setting group permissions allows you to set up work-
spaces for collaborative working and also to control what devices can be used, such as
external drives or DVD writers. This approach also represents a secure method of limiting
access to system resources to only those users who need them. As an example, the sysad-
min could put the users andrew, paul, damon, bernice, mark, and vanessa in a new group
named unleashed. Those users could each create files intended for their group work and
chgrp those files to unleashed.

Now, everyone in the unleashed group—but no one else except root—can work with
those files. The sysadmin would probably create a directory owned by that group so its
members could have an easily accessed place to store those files. The sysadmin could also
add other users like bernice and ildiko to the group and remove existing users when
their part of the work is done. The sysadmin could make the user andrew the group
administrator so that andrew could decide how group membership should be changed.
You could also put restrictions on the DVD writer so that only andrew could burn DVDs,
thus protecting sensitive material from falling into the wrong hands.

Different Unix operating systems implement the group concept in various ways. Fedora
uses a scheme called UPG, the User Private Group, in which all users are assigned to a
group with their own name by default. (The user’s username and group name are identi-
cal.) All the groups are listed in /etc/group file. Here is a partial list of a sample
/etc/group file:

# cat /etc/group
root:x:0:root
bin:x:1:root,bin,daemon
daemon:x:2:root,bin,daemon
sys:x:3:root,bin,adm
adm:x:4:root,adm,daemon

dovecot:x:97:

postdrop:x:90:
postfix:x:89:
andrew:x:500:

In this example, there are a number of groups, mostly for services (mail, ssh, and so on)
and devices (CD-ROM, disk, and so on). As previously mentioned, the system services
groups enable those services to have ownership and control of their files. For example,
adding postfix to the mail group, as shown previously, enables the postfix application
to access mail’s files in the manner that mail would decide for group access to its file.
Adding a regular user to a device’s group permits the regular user to use the device with
permissions granted by the group owner. Adding user andrew to the group cdrom, for
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example, would allow andrew to use the CD drive. You will learn how to add and remove
users from groups in the next section.

Group Management Tools

Fedora provides several command-line tools for managing groups as well as graphical tools.
Many experienced sysadmins prefer the command-line tools because they are quick and
easy to use and they can be included in scripts if the sysadmin desires to script a repetitive
task. Here are the most commonly used group management command-line tools:

» groupadd—This command creates and adds a new group.
» groupdel—This command removes an existing group.

» groupmod—This command creates a group name or GIDs, but doesn’t add or delete
members from a group.

» gpasswd—This command creates a group password. Every group can have a group
password and an administrator. Use the -A argument to assign a user as group
administrator.

» useradd -G—The -G argument adds a user to a group during the initial user
creation. (More arguments are used to create a user.)

» usermod -G—This command enables you to add a user to a group as long as the user
is not logged in at the time.

» grpck—A command for checking the /etc/group file for typos.

As an example, imagine that there is a DVD-RW device (/dev/scd0) computer to which
the sysadmin wants a regular user named vanessa to have access. To grant vanessa that
access, he would use these steps:

1. Add a new group with the groupadd command:
# groupadd dvdrw

2. Change the group ownership of the device to the new group with the chgrp
command:

# chgrp dvdrw /dev/scd0@

3. Add the approved user to the group with the usermod command:

# usermod -G dvdrw vanessa

4. Make user vanessa the group administrator with the gpasswd command so that she
can add new users to the group:

# gpasswd -A vanessa
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Now, the user vanessa has permission to use the DVD-RW drive, as would anyone else
added to the group by the super-user or vanessa because she is now also the group
administrator and can add users to the group.

The sysadmin can also use the graphical interface that Fedora provides, as shown in
Figure 10.2. It is accessed as the Users and Groups item from the System Settings
menu item.

(@ User Properties D@

User Data |Accaunt Info |Eassward Info |:§[_0 5

Select the groups that the user will be a member of:

[0 adm

andrew

[0 apache
O avahi
O bemice
O bin

O daemon

l

Primary Group: |andrew

<

X Cancel ok

FIGURE 10.2 Just check the box to add a user to a group.

You will note that the full set of group commands and options are not available from the
graphical interface, limiting the usefulness of the GUI to a subset of the most frequently
used commands. You learn more about using the Fedora User Manager GUI in the next
section of this chapter.

Managing Users

You've read about users previously, but this section examines how the sysadmin can
manage the users. Users must be created, assigned a UID, provided a home directory,
provided an initial set of files for their home directory, and assigned to groups so that
they can use the system resources securely and efficiently. The system administrator
might elect to restrict a user’s access not only to files, but to the amount of disk space
they use as well. (You learn more about that in the “Disk Quotas” section later in

this chapter.)
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User Management Tools

Fedora provides several command-line tools for managing users, as well as graphical tools.
Many experienced sysadmins prefer the command-line tools because they are quick and
easy to use and they can be included in scripts if the sysadmin wants to script a repetitive
task. Here are the most commonly used commands for managing users:

» useradd—This command is used to add a new user account to the system. Its
options permit the sysadmin to specify the user’s home directory and initial group
or to create the user with the default home directory and group assignments.

» useradd -G—This command sets the system defaults for creating the user’s home
directory, account expiration date, default group, and command shell. See the
specific options in man useradd. Used without any arguments, it displays the
defaults for the system. The default set of files for a user are found in /etc/skel.

NOTE

The set of files initially used to populate a new user’s home directory are kept in
/etc/skel. This is very convenient for the system administrator because any special
files, links, or directories that need to be universally applied can be placed in
/etc/skel and will be duplicated automatically with appropriate permissions for each
new user.

# 1s -al /etc/skel

total 16

drwxr-xr-x 2 root root 1024 Aug 22 22:55 .
drwxr-xr-x 100 root root 8192 Sep 21 21:08 ..

-rW-r--r-- 1 root root 24 Jul 12 09:11 .bash_logout
-rW-r--r-- 1 root root 176 Jul 12 09:11 .bash_profile
-rW-r--r-- 1 root root 124 Jul 12 09:11 .bashrc

Each line provides the file permissions, the number of files housed under that file or
directory name, the file owner, the file group, the file size, the creation date, and the
filename.

As you can see, root owns every file here, but the adduser command (a symbolic link
to the actual command named useradd) copies everything in /etc/skel to the new
home directory and resets file ownership and permissions to the new user.

Certain user files might exist that the system administrator does not want the user to
change; the permissions for those files in /home/username can be reset so that the
user can read them but can’t write to them.

» userdel—This command completely removes a user’s account (thereby eliminating
that user’s home directory and all files it contains).

» passwd—This command updates the authentication tokens used by the password
management system.
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TIP
To lock a user out of his account, use the command

# passwd -1 username

This prepends an ! (exclamation point, also called a bang) to the user’s encrypted
password; the command to reverse the process uses the -u option. This is a more
elegant and preferred solution to the problem than the traditional Unix way of manually
editing the file.

» usermod—This command changes several user attributes. The most commonly used
arguments are -s to change the shell and -u to change the UID. No changes can be
made while the user is logged in or running a process.

» chsh—This command changes the user’s default shell. For Fedora, the default shell is
/bin/bash, known as the Bash, or Bourne Again Shell.

Monitoring User Activity on the System

Monitoring user activity is part of the sysadmin’s duties and an essential task in tracking
how system resources are being used. The w command tells the sysadmin who is logged
in, where he is logged in, and what he is doing. No one is able to hide from the super-
user. The w command can be followed by a specific user’s name to show only that user.

The ac command provides information about the total connect time of a user measured
in hours. It accesses the /var/log/wtmp file for the source of its information. The ac
command is most useful in shell scripts to generate reports on operating system usage for
management review.

TIP

Interestingly, a phenomenon known as timewarp can occur in which an entry in the
wtmp files jumps back into the past and ac shows unusual amounts of connected time
for users. Although this can be attributed to some innocuous factors having to do with
the system clock, it is worthy of investigation by the sysadmin because it can also be
the result of a security breach.

The last command searches through the /var/log/wtmp file and lists all the users logged
in and out since that file was first created. The user reboot exists so that you might know
who has logged in since the last reboot. A companion to last is the command lastb,
which shows all failed, or bad, logins. It is useful for determining whether a legitimate
user is having trouble or a hacker is attempting access.
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NOTE

The accounting system on your computer keeps track of user usage statistics and is
kept in the current /var/log/wtmp file. That file is managed by the init and login
processes. If you want to explore the depths of the accounting system, use the GNU
info system: info accounting.

Managing Permissions

Under Linux (and Unix), everything in the file system, including directories and devices,
is a file. And every file on your system has an accompanying set of permissions based on
ownership. These permissions form the basis for security under Linux, and designate each
file’s read, write, and execute permission for you, members of your group, and all others
on the system.

You can examine the default permissions for a file you create by using the umask
command, or as a practical example, by using the touch command and then the 1s
command’s long-format listing, like this:

$ touch file
$ 1s -1 file
SrW-rw-r- - 1 andrew andrew 0 Nov 11 12:28 file

In this example, the touch command is used to quickly create a file. The 1s command
then reports on the file, displaying information (from left to right) in the first field of
output (such as -rw-rw-r- - previously):

» The first character of the field is the type of file created—The common indicator
of the type of file is a leading letter in the output. A blank (which is represented by
a dash in the preceding example) designates a plain file, d designates a directory, ¢
designates a character device (such as /dev/ttySe0), and b is used for a block device
(such as /dev/hda).

» Permissions—Read, write, and execute permissions for the owner, group, and all
others on the system. (You learn more about these permissions later in this section.)

» Number of links to the file—The number one (1) designates that there is only one
file, whereas any other number indicates that there might be one or more hard-
linked files. Links are created with the 1n command. A hard-linked file is an exact
copy of the file, but it might be located elsewhere on the system. Symbolic links of
directories can also be created, but only the root operator can create a hard link of a
directory.

» The owner—The account that created or owns the file; you can change this desig-
nation by using the chown command.
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» The group—The group of users allowed to access the file; you can change this desig-
nation by using the chgrp command.

» File size and creation/modification date—The last two elements indicate the size
of the file in bytes and the date the file was created or last modified.

Assigning Permissions
Under Linux, permissions are grouped by owner, group, and others, with read, write, and
execute permission assigned to each, like so:

Owner Group Others
rwx rwx rXw

Permissions can be indicated by mnemonic or octal characters. You can use the following
mnemonic characters:

» r indicates permission for an owner, member of the owner’s group, or others to
open and read the file.

» windicates permission for an owner, member of the owner’s group, or others to
open and write to the file.

» x indicates permission for an owner, member of the owner’s group, or others to
execute the file (or read a directory).

In the previous example for the file named file, the owner, andrew, has read and write
permission, as does any member of the group named andrew. All other users may only
read the file. Also note that default permissions for files created by the root operator will
be different! This happens because of umask settings assigned by the shell.

Many users prefer to represent permissions with numeric codes, based on octal (base 8)
values. Here’s what these values mean:

» 4 indicates read permission.
» 2 indicates write permission.
» 1 indicates execute permission.

In octal notation, the previous example file has a permission setting of 664 (read+write or
4+2, read+write or 4+2, read-only or 4). Although you can use either form of permissions

notation, octal is easy to use quickly after you visualize and understand how permissions
are numbered.

NOTE

In Linux, you can create groups to assign a number of users access to common direc-
tories and files, based on permissions. You might assign everyone in accounting to a
group named accounting, for example, and allow that group access to accounts
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payable files while disallowing access by other departments. Defined groups are main-
tained by the root operator, but you can use the newgrp command to temporarily join
other groups in order to access files (as long as the root operator has added you to
the other groups). You can also allow or deny access to your files by other groups by
modifying the group permissions of your files.

Directory Permissions

Directories are also files under Linux. For example, again use the 1s command to show
permissions like this:

$ mkdir foo
$ 1s -1d foo
drwxrwxr-x 2 andrew andrew 4096 Jan 23 12:37 foo

In this example, the mkdir command is used to create a directory. The 1s command and
its -1d option is used to show the permissions and other information about the directory
(not its contents). Here you can see that the directory has permission values of 775
(read+write+execute or 4+2+1, read+write+execute or 4+2+1, and read+execute or 4+1).

This shows that the owner and group members can read and write to the directory and,
because of execute permission, also list the directory’s contents. All other users can only
list the directory contents. Note that directories require execute permission for anyone to
be able to view their contents.

You should also notice that the 1s command’s output shows a leading d in the permis-
sions field. This letter specifies that this file is a directory; normal files have a blank field
in its place. Other files, such as those specifying a block or character device, have a differ-
ent letter (see the section “Managing Files for Character Devices, Block Devices, and
Special Devices” in Chapter 35 for more information about block devices).

For example, if you examine the device file for a Linux serial port, you will see
$ 1s -1 /dev/ttySo
Crw-rw- - - - 1 root uucp 4, 64 Jan 23 23:38 /dev/ttySo

Here, /dev/ttyS0 is a character device (such as a serial communications port and desig-
nated by a ¢) owned by root and available to anyone in the uucp group. The device has
permissions of 660 (read+write, read+write, no permission).

On the other hand, if you examine the device file for an IDE hard drive, you see
$ 1s -1 /dev/hda
brw-rw- - - - 1 root disk 3, @ Jan 23 23:37 /dev/hda

In this example, b designates a block device (a device that transfers and caches data in
blocks) with similar permissions. Other device entries you will run across on your Linux
system include symbolic links, designated by s.
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You can use the chmod command to alter a file’s permissions. This command uses various
forms of command syntax, including octal or a mnemonic form (such as u, g, o, or a and
rwx, and so on) to specify a desired change. The chmod command can be used to add,
remove, or modify file or directory permissions to protect, hide, or open up access to a
file by other users (except for root, which can access any file or directory on a Linux
system).

The mnemonic forms of chmod’s options (when used with a plus character, +, to add, or a
minus sign, -, to take away) designate the following:

» u—Adds or removes user (owner) read, write, or execute permission

» g—Adds or removes group read, write, or execute permission

» o0—Adds or removes read, write, or execute permission for others not in a file’s
group

» a—Adds or removes read, write, or execute permission for all users

» r—Adds or removes read permission

» w—Adds or removes write permission

» x—Adds or removes execution permission

For example, if you create a file, such as a readme. txt, the file will have default permis-
sions (set by the umask setting in /etc/bashrc) of

-rW-rw-r- - 1 andrew andrew 12 Jan 2 16:48 readme.txt

As you can see, you and members of your group can read and write the file. Anyone else
can only read the file (and only if it is outside of your home directory, which will have
read, write, and execute permission set only for you, the owner). You can remove all write
permission for anyone by using chmod, the minus sign, and aw like so:

$ chmod -aw readme.txt
$ 1s -1 readme.txt
-r--r--r-- 1 andrew andrew 12 Jan 2 16:48 readme.txt

Now, no one can write to the file (except you, if the file is in your home or /tmp directory
because of directory permissions). To restore read and write permission for only you as the
owner, use the plus sign and the u and rw options like so:

$ chmod u+rw readme.txt
$ 1s -1 readme.txt
PW- - - - 1 andrew andrew 12 Jan 2 16:48 readme.txt

You can also use the octal form of the chmod command, for example, to modify a file’s
permissions so that only you, the owner, can read and write a file. Use the chmod
command and a file permission of 600, like this:

$ chmod 600 readme.txt
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If you take away execution permission for a directory, files might be hidden inside and
may not be listed or accessed by anyone else (except the root operator, of course, who has
access to any file on your system). By using various combinations of permission settings,
you can quickly and easily set up a more secure environment, even as a normal user in
your home directory.

Other useful commands for assigning and managing permissions include:
» chgrp—Changes the group ownership of a file or directory

» chown—Changes the owner of a file or directory

These commands, which modify file ownerships and permissions, can be used to model
organizational structures and permissions in the real world onto your Fedora system. For
example, a human resources department can share health-benefit memos to all company
employees by making the files readable (but not writable) by anyone in an accessible
directory. On the other hand, programmers in the company’s research and development
section, although able to access each other’s source code files, would not have read or
write access to HR pay-scale or personnel files (and certainly would not want HR or
Marketing poking around R&D).

These commands help you easily manage group and file ownerships and permissions
from the command line. It is essential that you know these commands because some-
times you might have only a command-line interface to work with; perhaps some idiot
system administrator set incorrect permissions on X11, rendering the system incapable of
working with a graphical interface.

Understanding Set User ID and Set Group ID Permissions

Another type of permission is “set user ID”, known as suid, and “set group ID” (sgid)
permissions. These settings, when used in a program, enable any user running that
program to have program owner or group owner permissions for that program. These
settings enable the program to be run effectively by anyone, without requiring that each
user’s permissions be altered to include specific permissions for that program.

One commonly used program with suid permissions is the passwd command:

$ 1s -1 /usr/bin/passwd
-r-s--X--X 1 root root 13536 Jan 12 2000 /usr/bin/passwd

This setting allows normal users to execute the command (as root) to make changes to a
root-only accessible file, /etc/passwd.

You also can assign similar permission using the chfn command. This command allows
users to update or change finger information in /etc/passwd. You accomplish this
permission modification by using a leading 4 (or the mnemonic s) in front of the three
octal values.
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NOTE

Other files that might have suid or guid permissions include at, rcp, rlogin, rsh,

chage, chsh, ssh, crontab, sudo, sendmail, ping, mount, and several Unix-to-Unix
Copy (UUCP) utilities. Many programs (such as games) might also have this type of
permission to access a sound device.

Files or programs that have suid or guid permissions can sometimes present security holes
because they bypass normal permissions. This problem is especially compounded if the
permission extends to an executable binary (a command) with an inherent security flaw
because it could lead to any system user or intruder gaining root access. In past exploits,
this typically happened when a user fed a vulnerable command with unexpected input
(such as a long pathname or option); the command would bomb out, and the user would
be presented a root prompt. Although Linux developers are constantly on the lookout for
poor programming practices, new exploits are found all the time, and can crop up unex-
pectedly, especially in newer software packages that haven’t had the benefit of peer devel-
oper review.

Savvy Linux system administrators keep the number of suid or guid files present on a
system to a minimum. The find command can be used to display all such files on your
system:

# find / -type f -perm +6000 -exec 1ls -1 {} \;

NOTE

The find command is quite helpful and can be used for many purposes, such as
before or during backup operations. See the section “Using Backup Software” in
Chapter 13, “Backing Up.”

Note that the programs do not necessarily have to be removed from your system. If your
users really do not need to use the program, you can remove execute permission of the
program for anyone. You have to decide, as the root operator, whether your users are
allowed to, for example, mount and unmount CD-ROMs or other media on your system.
Although Linux-based operating systems can be set up to accommodate ease of use and
convenience, allowing programs such as mount to be suid might not be the best security
policy. Other candidates for suid permission change could include the chsh, at, or chage
commands.

Managing Passwords

Passwords are an integral part of Linux security, and they are the most visible part to the
user. In this section, you learn how to establish a minimal password policy for your
system, where the passwords are stored, and how to manage passwords for your users.



Managing Passwords 221

An effective password policy is a fundamental part of a good system administration plan.
The policy should cover

» Allowed and forbidden passwords

» Frequency of mandated password changes

v

Retrieval or replacement of lost or forgotten passwords

v

Password handling by users

The Password File

The password file is /etc/passwd, and it is the database file for all users on the system.
The format of each line is as follows:

username:password:uid:gid:gecos:homedir:shell

The fields are self-explanatory except for the gecos field. This field is for miscellaneous
information about the user, such as the user’s full name, his office location, office and
home phone numbers, and possibly a brief text message. For security and privacy reasons,
this field is little used nowadays, but the system administrator should be aware of its exis-
tence because the gecos field is used by traditional Unix programs such as finger and
mail. For that reason, it is commonly referred to as the finger information field. The data in
this field is comma delimited; the gecos field can be changed with the cgfn (change
finger) command.

Note that a colon separates all fields in the /etc/passwd file. If no information is available
for a field, that field is empty, but all the colons remain.

If an asterisk appears in the password field, that user is not permitted to log on. Why does
this feature exist? So that a user can be easily disabled and (possibly) reinstated later
without having to be created all over again. The system administrator manually edits this
field, which is the traditional Unix way of accomplishing this task. Fedora provides
improved functionality with the passwd -1 command mentioned earlier.

Several services run as pseudo-users, usually with root permissions. These are the system,
or logical, users mentioned previously. You would not want these accounts available for
general login for security reasons, so they are assigned /sbin/nologin as their shell, which
prohibits any logins from those “users.”

A list of /etc/passwd reveals

# cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
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gdm:x:42:42::/var/gdm:/sbin/nologin

named:x:25:25:Named: /var/named:/sbin/nologin
dovecot:x:97:97:dovecot:/usr/libexec/dovecot:/sbin/nologin
postfix:x:89:89::/var/spool/postfix:/sbin/nologin
andrew:x:500:500:Andrew Hudson:/home/andrew:/bin/bash

Note that the password fields do not show a password, but contain an x because they are
shadow passwords, a useful security enhancement to Linux, discussed in the following
section.

Shadow Passwords

It is considered a security risk to keep any password in /etc/passwd because anyone with
read access can run a cracking program on the file and obtain the passwords with little
trouble. To avoid this risk, shadow passwords are used so that only an x appears in the
password field of /etc/passwd; the real passwords are kept in /etc/shadow, a file that can
be read by only the sysadmin (and PAM, the Pluggable Authentication Modules authenti-
cation manager; see the “PAM Explained” sidebar for an explanation of PAM).

Special versions of the traditional password and login programs must be used to enable
shadow passwords. Shadow passwords are automatically enabled during the installation
phase of the operating system on Fedora systems.

Let’s examine a listing of the shadow companion to /etc/passwd, the /etc/shadow file:

# cat /etc/shadow
root:*:13121:0:99999:7:::
daemon:*:13121:0:99999:7:::
bin:*:13121:0:99999:7:::
Sys:*:13121:0:99999:7:::
sync:*:13121:0:99999:7:::
games:*:13121:0:99999:7:::
man:*:13121:0:99999:7:::

andrew:$1$z/9LTBHL$omt7QdYk .KJL7rwBiM@511:13121:0:99999:7:::

The fields are separated by colons and are, in order:
» The user’s login name.
» The encrypted password for the user.

» When the password was last changed, measured in the number of days since
January 1st 1970.. This date is known in Unix circles as the epoch. Just so you
know, the billionth second since the epoch occurred was in September 2001; that
was the Unix version of Y2K—not much happened because of it.
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» The number of days before the password can be changed (prevents changing a
password and then changing it back to the old password right away—a dangerous
security practice).

» The number of days after which the password must be changed. This can be set to
force the change of a newly issued password known to the system administrator.

» The number of days before password expiration that the user is warned it will
expire.

» The number of days after the password expires that the account is disabled (for
security).

» The number of days since January 1, 1970 that account has been disabled.

» The final field is a “reserved” field and is not currently allocated for any use.

Note that password expiration dates and warnings are disabled by default in Fedora. These
features are not used on home systems and usually not used for small offices. It is the
sysadmin’s responsibility to establish and enforce password expiration policies.

The permissions on the /etc/shadow file should be set so that it is not writable or read-
able by regular users: The permissions should be 600.

PAM Explained

Pluggable Authentication Modules (PAM) is a system of libraries that handle the tasks

of authentication on your computer. It uses four management groups: account manage-
ment, authentication management, password management, and session management.
This allows the system administrator to choose how individual applications will authen-
ticate users. Fedora has preinstalled and preconfigured all the necessary PAM files

for you.

The configuration files in Fedora are found in /etc/pam.d. These files are named for
the service they control, and the format is as follows:

type control module-path module-arguments

The type field is the management group to which the rule corresponds. The control
field tells PAM what to do if authentication fails. The final two items deal with the PAM
module used and any arguments it needs. Programs that use PAM typically come pack-
aged with appropriate entries for the /etc/pam.d directory. To achieve greater security,
the system administrator can modify the default entries. Misconfiguration can have
unpredictable results, so back up the configuration files before you modify them. The
defaults provided by Fedora are adequate for home and small office users.

An example of a PAM configuration file with the formatted entries as described previ-
ously is shown next. Here are the contents of /etc/pam.d/system-config-users:

%SPAM-1.0
auth sufficient /1lib/security/pam_rootok.so
auth required /lib/security/pam_stack.so service=system-auth

session required /lib/security/pam_permit.so
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session optional /1lib/security/pam_xauth.so
account required /1lib/security/pam_permit.so

Amusingly, even the PAM documents state that you do not really need (or want) to
know a lot about PAM to use it effectively.

You will likely need only the PAM system administrator’s guide. Look under the
/usr/share/doc/pam* directory for additional documents in PostScript, text, and
HTML formats.

If you configure your system to use LDAP or kerberos authentication during install and
are unable to log on to the machine using the local root account, be aware that there
is a known bug in the /etc/pam.d/system-auth file. As a temporary fix, change the
line that reads

account required /lib/security/$ISA/pam_unix.so

to

account sufficient /lib/security/$ISA/pam_unix.so

The underlying problem appears to be a flaw in the way that PAM handles intervals for
requests for authorization. This issue has existed since Red Hat 7.3 and does not
appear to be fixed in Fedora.

Managing Password Security for Users

Selecting appropriate user passwords is always an exercise in trade-offs. A password such
as password (don’t laugh, it has been used too often before in the real world) is just too
easy to guess by an intruder, as are simple words or number combinations (a street
address, for example). A security auditor for one of my former employers used to take the
cover sheet from an employee’s personnel file (which contained the usual personal infor-
mation of name, address, birth date, and so on) and then attempt to log on to a terminal
with passwords constructed from that information—and often succeeded in logging on.

On the other hand, a password such as 2a56u"' "F ($84ud#"Hiu44Ik%$ ([#EJD is sure to
present great difficulty to an intruder (or an auditor). However, that password is so diffi-
cult to remember that it would be likely that the password owner would write that pass-
word down and tape it next to her keyboard. I worked for a business in which the safe
combination was written on the ceiling tile over the safe; the manager could not remem-
ber it and was told he should not keep it on a piece of paper in his wallet. This is but one
of many examples of poor security in the field.

The sysadmin has control, with settings in the /etc/shadow file, over how often the pass-
word must be changed. The settings can be changed with a text editor, the change
command, or a configuration tool such as Fedora’s User Manager, as shown in Figure
10.1. Click on the Password Info tab under that particular user’s Properties to set indi-
vidual password policies.
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Changing Passwords in a Batch

On a large system, there might be times when a large number of users and their pass-
words need some attention. The super-user can change passwords in a batch by using
the chpasswd command, which accepts input as a name/password pair per line in the
following form:

# chpasswd username:password

You can change passwords en masse by redirecting a list of name and password pairs to
the command. An appropriate shell script can be constructed with the information
gleaned from this chapter.

However, Fedora also provides the newusers command to add users in a batch from a text
file. This command also allows a user to be added to a group, and a new directory can be
added for the user as well.

Granting System Administrator Privileges
to Regular Users

It may be necessary for regular users to run a command as if they were the root user. They
usually do not need these powers, but they might on occasion—for example, to temporar-
ily access certain devices or run a command for testing purposes.

There are two ways to run commands with root privileges: The first is useful if you are the
super-user and the user; the second if you are not the regular user (as on a large, multiuser
network).

Temporarily Changing User Identity with the su Command

What if you are also root, but are logged on as a regular user because you are performing
nonadministrative tasks and you need to do something that only the super-user can do?
The su command is available for this purpose.

NOTE

A popular misconception is that the su command is short for super-user; it just means
substitute user. An important but often overlooked distinction is that between su and
su -. In the former instance, you become that user but keep your own environmental
variables (like paths). In the latter, you inherit the environment of that user. This is
most noticeable when you use su to become the super-user, root. Without appending
the -, you do not inherit the path variable that includes /bin or /sbin, so you must
always enter the full path to those commands when you just su to root.

Because almost all Linux file system security revolves around file permissions, it can be
useful to occasionally become a different user with permission to access files belonging to
other users or groups or to access special files (such as the communications port
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/dev/ttyS0 when using a modem, or the sound device /dev/audio when playing a game).
You can use the su command to temporarily switch to another user identity, and then
switch back.

TIP

It is never a good idea to use an Internet Relay Chat (IRC) client as the root user, and
you might not want to run it using your regular user account. Simply create a special
new user just for IRC and su to that user in a terminal widow to launch your IRC client.

The su command spawns a new shell, changing both the UID and GID of the existing
user and automatically changes the environmental variables associated with that user.
This behavior is known as inheriting the environment. Refer to Chapter 5 for more informa-
tion on environmental variables.

The syntax for the su command is

$ su option username arguments

The man page for su gives more details, but some highlights of the su command are

-c, --command COMMAND
pass a single COMMAND to the shell with -c

-m, --preserve-environment
do not reset environment variables

-1 a full login simulation for the substituted user,
the same as specifying the dash alone

You can invoke the su command in different ways that yield diverse results. By using su
alone, you can become root, but you keep your regular user environment. You can verify
this by using the printenv command before and after the change. Note that the
working directory (you can execute pwd as a command line to print the current working
directory) has not changed. By executing the following, you become root and inherit
root’s environment:

$ su -
By executing the following, you become that user and inherit the super-user’s environ-
ment—a pretty handy tool. (Remember: Inheriting the environment comes from using

the dash in the command; omit that, and you keep your “old” environment.) To become
another user, specify a different user’s name on the command line:

$ su - other_user
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When leaving an identity to return to your usual user identity, use the exit command.
For example, while logged on as a regular user,

$ su - root

the system prompts for a password:

Password:

When the password is entered correctly, the root user’s prompt appears:

#

To return to the regular user’s identity, just type

# exit

This takes you to the regular user’s prompt:

$

If you need to allow other users access to certain commands with root privileges, it is
necessary to give them the root password so that they can use su—that definitely is not a
very secure solution. The next section describes a more flexible and secure method of
allowing normal users to perform selected root tasks.

Granting Root Privileges on Occasion—The sudo Command

It is often necessary to delegate some of the authority that root wields on a system. For a
large system, this makes sense because no single individual will always be available to
perform super-user functions. The problem is that Unix permissions come with an all-
or-nothing authority. Enter sudo, an application that permits the assignment of one,
several, or all of the root-only system commands.

After it is configured, using sudo is simple. An authorized user merely precedes the super-
user-authority-needed command with the sudo command, like so

$ sudo command

After getting the user’s password, sudo checks the /etc/sudoers file to see whether that
user is authorized to execute that particular command; if so, sudo generates a “ticket” for
a specific length of time that authorizes the use of that command. The user is then
prompted for his password (to preserve accountability and provide some measure of secu-
rity) and then the command is run as if root had issued it. During the life of the ticket,
the command can be used again without a password prompt. If an unauthorized user
attempts to execute a sudo command, a record of the unauthorized attempt is kept in the
system log and a mail message is sent to the super-user.
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Three man pages are associated with sudo: sudo, sudoers, and visudo. The first covers the
command itself, the second the format of the /etc/sudoers file, and the third the use of
the special editor for /etc/sudoers. You should use the special editing command because
it checks the file for parse errors and locks the file to prevent others from editing it at the
same time. The visudo command uses the vi editor, so you might need a quick review of
the vi editing commands found in Chapter 4 in the section “Working with vi.” You
begin the editing by executing the visudo command with

# visudo

The default /etc/sudoers file looks like this:

sudoers file.

#

#

#

# This file MUST be edited with the 'visudo' command as root.

#

# See the sudoers man page for the details on how to write a sudoers file.
#

# Host alias specification
# User alias specification
# Cmnd alias specification
# Defaults specification

# User privilege specification
root ALL=(ALL) ALL

# Uncomment to allow people in group wheel to run all commands
# %wheel ALL=(ALL) ALL

# Same thing without a password
# %wheel ALL=(ALL) NOPASSWD: ALL

# Samples

# %users ALL=/sbin/mount /cdrom,/sbin/umount /cdrom
# %users localhost=/sbin/shutdown -h now

The basic format of a sudoers line in the file is

user host_computer=command

The user can be an individual user or a group (prepended by a % to identify the name as a
group). The host_computer is normally ALL for all hosts on the network and localhost
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for the local machine, but the host computer can be referenced as a subnet of any specific
host. The command in the sudoers line can be ALL, a list of specific commands, or a restric-
tion on specific commands (formed by prepending a ! to the command). A number of
options are available for use with the sudoers line, and aliases can be used to simplify

the assignment of privileges. Again, the sudoers man page gives the details, but here are

a few examples:

If you uncomment the line,

# %wheel ALL=(ALL) NOPASSWD: ALL

any user you add to the wheel group can execute any command without a password.

Suppose that you want to give user vanessa permission across the network to be able to
add users with the graphical interface. You would add the line

vanessa ALL=/system-config-users

or perhaps grant permission only on her local computer:

vanessa 192.168.1.87=/usr/bin/system-config-users

If you want to give the editor group systemwide permission with no password required to
delete files, you use

%editors ALL=NOPASSWD: /bin/rm

If you want to give every user permission with no password required to mount the CD
drive on the localhost, you use

ALL localhost=NOPASSWD:/sbin/mount /dev/scd® /mnt/cdrom /sbin/umount /mnt/cdrom

It is also possible to use wildcards in the construction of the sudoers file. Aliases can be
used as well to make it easier to define users and groups. Although the man page for
sudoers contains some examples, http://www.komar.org/pres/sudo/toc.html provides
illustrative notes and comments of sudo use at a large aerospace company. The sudo home
page at http://www.sudo.ws/ is also a useful resource for additional explanations and
examples.

The following command presents users with a list of the commands they are entitled to
use:

$ sudo -1

Disk Quotas

On large systems with many users, you need to control the amount of disk space a user
has access to. Disk quotas are designed for this purpose. Quotas, managed per each parti-
tion, can be set for both individual users as well as groups; quotas for the group need not
be as large as the aggregate quotas for the individuals in the groups.
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When files are created, both a user and a group own them; ownership of the files is
always part of the metadata about the files. This makes quotas based on both users and
groups easy to manage.

To manage disk quotas, you must have the quota package installed on your system; it is
usually installed by default. Quota management with Fedora is not enabled by default
and has traditionally been enabled and configured manually by system administrators.
Sysadmins use the family of quota commands, such as quotacheck to initialize the quota
database files, edquota to set and edit user quotas, setquota to configure disk quotas, and
quotaon or quotaoff to control the service. (Other utilities include warnquota for auto-
matically sending mail to users over their disk space usage limit.)

Implementing Quotas

To reiterate, quotas might not be enabled by default, even if the quota software package is
installed on your system. When quotas are installed and enabled, you can see which
partitions have user quotas, group quotas, or both by looking at the fourth field in the
/etc/fstab file. For example, one line in /etc/fstab shows that quotas are enabled for
the /home partition:

/dev/hda5 /home ext3d defaults,usrquota,grpquota 1 1

The root of the partition with quotas enabled has the files aquota.user or aquota.group
in them (or both files, if both types of quotas are enabled), and the files contain the
actual quotas. The permissions of these files should be 600 so that users cannot read or
write to them. (Otherwise, users would change them to allow ample space for their music

files and Internet art collections.) To initialize disk quotas, the partitions must be
remounted. This is easily accomplished with the following:

# mount -o ro,remount partition_to_be_remounted mount_point

The underlying console tools (complete with man pages) are
» quotaon, quotaoff—Toggles quotas on a partition
> repquota—A summary status report on users and groups

» quotacheck—Updates the status of quotas (compares new and old tables of disk
usage); it is run after fsck

» edquota—A very basic quota management command

Manually Configuring Quotas
Manual configuration of quotas involves changing entries in your system’s file system
table, /etc/fstab, to add the usrquota mount option to the desired portion of your file

system. As an example in a simple file system, quota management can be enabled
like this:

LABEL=/ / ext3 defaults,usrquota 11
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Group-level quotas can also be enabled by using the grpquota option. As the root opera-
tor, you must then create a file (using the example of creating user quotas) named
aquota.user in the designated portion of the file system, like so:

# touch /quota.user

You should then turn on the use of quotas by using the quotaon command:

# quotaon -av

You can then edit user quotas with the edquota command to set hard and soft limits on
file system use. The default system editor (vi unless you change your EDITOR environment
variable) is launched when a user’s quota is edited.

Any user can find out what her quotas are with

$ quota -v

NOTE

No graphical tools supported by Fedora can be used to configure disk quotas. A Quota
mini-HOWTO is maintained at http://www.tldp.org/HOWTO/Quota.html.

Related Fedora Commands

You will use these commands to manage user accounts in Fedora:

ac—A user account-statistics command

change—Sets or modifies user password expiration policies
chfn—Creates or modifies user finger information in /etc/passwd
chgrp—Modifies group memberships

chmod—Changes file permissions

chown—Changes file ownerships

chpasswd—Batch command to modify user passwords
chsh—Modifies a user’s shell

groups—Displays existing group memberships
logname—Displays a user’s login name

newusers—Batches user management command
passwd—Creates or modifies user passwords

su—Executes shell or command as another user

sudo—Manages selected user execution permissions
system-config-users—Fedora’s graphical user management tool

useradd—Creates, modifies, or manages users
userinfo—~Fedora’s graphical chfn command
usermod—Edits a user’s login profile
userpasswd—Fedora’s graphical user password command

vV V. V V VvV VYV VvV VvV VvV VvV VvV VvV VvV VvV YVvVYvYyYy
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The Config HOWTO Software Configuration gives some advice.
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elegant way to delegate authority to regular users for specific commands.

http://www.kernel.org/pub/linux/libs/pam/index.html—The Pluggable Authen-
tication Modules suite contains complex and highly useful applications that provide
additional security and logging for passwords. PAM is installed by default in Fedora.
It is not necessary to understand the intricacies of PAM to use it effectively.

http://localhost/localdomain/—Your Fedora system contains man and info pages on
just about everything covered here. Use man -k to search on a keyword.
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CHAPTER 11

Automating Tasks

In this chapter you will learn about the three ways to
automate tasks on your system: making them services that
run as your system starts, making them services you start
and stop by hand, and scheduling them to run at specific
times.

After you turn on the power switch, the boot process
begins with the computer executing code stored in a chip
called the BIOS; this process occurs no matter what operat-
ing system you have installed. The Linux boot process
begins when the code known as the boot loader starts
loading the Linux kernel and ends only when the login
prompt appears.

As a system administrator, you will use the skills you learn
in this chapter to control your system’s services and
manage runlevels on your computer. Understanding the
management of the system services and states is essential
to understanding how Linux works (especially in a multi-
user environment) and will help untangle the mysteries of
a few of your Fedora system'’s configuration files.
Furthermore, a good knowledge of the cron daemon that
handles task scheduling is essential for administrators at all
skill levels.

In this chapter you'll take your first steps in shell scripting,
but if you want to take it further, Chapter 33 is dedicated
exclusively to programming shell scripts. These are preset
lists of commands that you want to execute all at once, so
putting them in a shell script means you can just type the
name of the script and all the commands run in sequence.
For now, though, we're more interested in having things
done automatically for us without much user intervention.

IN THIS CHAPTER

» Running Services at Bootup

» Troubleshooting Runlevel
Problems

» Starting and Stopping Services
Manually

» Scheduling Tasks
» Basic Shell Control

» Reference
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Running Services at Bootup

Although most people consider a computer to be either on or off, in Fedora there are a
number of states in between. Known as runlevels, they control what system services are
started at bootup. These services are simply applications running in the background that
provide some needed function to your system, such as getting information from your
mouse and sending it to the display; or a service could monitor the partitions to see
whether they have enough free space left on them. Services are typically loaded and run
(also referred to as being started) during the boot process, in the same way as Microsoft
Windows services are.

You can manage nearly every aspect of your computer and how it behaves after booting
via configuring and ordering boot scripts, as well as by using various system administra-
tion utilities included with Fedora. In this chapter, you learn how to work with these boot
scripts and system administration utilities. This chapter also offers advice for trouble-
shooting and fixing problems that might arise with software configuration or the intro-
duction or removal of various types of hardware from your system.

Beginning the Boot Loading Process

Although the actual boot loading mechanism for Linux varies on different hardware plat-
forms (such as the SPARC, Alpha, or PowerPC systems), Intel-based PCs running Fedora
most often use the same mechanism throughout product lines. This process is accom-
plished through a Basic Input Output System, or BIOS. The BIOS is an application stored
in a chip on the motherboard that initializes the hardware on the motherboard (and
often the hardware that’s attached to the motherboard). The BIOS gets the system ready
to load and run the software that we recognize as the operating system.

As a last step, the BIOS code looks for a special program known as the boot loader or boot
code. The instructions in this little bit of code tell the BIOS where the Linux kernel is
located, how it should be loaded into memory, and how it should be started.

If all goes well, the BIOS looks for a bootable volume such as a floppy disk, CD-ROM,
hard drive, RAM disk, or other media. The bootable volume contains a special hexadeci-
mal value written to the volume by the boot loader application (likely either GRUB or
LILO, although LILO is not provided with Fedora) when the boot loader code was first
installed in the system'’s drives. The BIOS searches volumes in the order established by the
BIOS settings (for example, the floppy first, followed by a CD-ROM, and then a hard
drive) and then boots from the first bootable volume it finds. Modern BIOSs allow consid-
erable flexibility in choosing the device used for booting the system.

If the BIOS detects a hardware problem, the boot process fails and the BIOS gener-
ates a few beeps from the system speaker. These “beep codes” indicate the nature of
the problem the BIOS has encountered. The codes vary among manufacturers, and the
diagnosis of problems occurring during this phase of the boot process is beyond the
scope of this book and does not involve Linux. If you encounter a problem, you should
consult the motherboard manual or contact the motherboard’s manufacturer.
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Next, the BIOS looks on the bootable volume for boot code in the partition boot sector
also known as the Master Boot Record (MBR) of the first hard disk. The MBR contains the
boot loader code and the partition table—think of it as an index for a book, plus a few
comments on how to start reading the book. (We cover the MBR in more detail in
Chapter 35, “Managing the File System.”) If the BIOS finds a boot loader, it loads the boot
loader code into memory. At that point, the BIOS’s job is completed, and it passes control
of the system to the boot loader.

The boot loader locates the Linux kernel on the disk and loads it into memory. After that
task is completed, the boot loader passes control of the system to the Linux kernel. You
can see how one process builds on another in an approach that enables many different
operating systems to work with the same hardware.

Fedora can use a variety of boot loaders, including GRUB (the default for Fedora), LILO (a
long-time standard but not available with Fedora), BootMagic (a commercial program),
and others.

NOTE

Linux is very flexible and can be booted from multiple images on a CD-ROM, over a
network using PXE (pronounced “pixie”) or NetBoot, or on a headless server with the
console display sent over a serial or network connection. Work is even underway to
create a special Linux BIOS at http://www.linuxbios.org/ that expedites the boot
process because Linux does not need many of the services offered by the typical BIOS.

This kind of flexibility enables Linux to be used in a variety of ways, such as remote
servers or diskless workstations, which are not generally seen in personal home use.

Loading the Linux Kernel

In a general sense, the kernel manages the system resources. As the user, you do not often
interact with the kernel, but instead just the applications that you are using. Unix refers
to each application as a process, and the kernel assigns each process a number called a
process ID (PID). First, the Linux kernel loads and runs a process named init, which is
also known as the “father of all processes” because it starts every subsequent process. The
init process looks for a list of instructions in a file named /etc/rc.d/rc.sysinit. That
script issues a number of commands that are run only once—each time the system is
turned on.

NOTE

Details about the sequence of events that occur when the Linux kernel is loaded can
be found in the file /usr/src/linux-2.6/init/main.c if you installed the Linux kernel
documentation.

This next step of the boot process begins with a message that the Linux kernel is loading,
and a series of messages is printed to the screen, giving you the status of each command
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in rc.sysinit script language. A failure should display an error message. The -quiet
option may be passed to the kernel at boot time to suppress many of these messages.

Although it is not intended that you modify the rc.sysinit script, knowledge of the
contents of the file might aid you in diagnosing a problem if the boot process fails during
this step. Look at /etc/rc.d/rc.sysinit, and you will discover that it’s just a text file
filled with shell script language.

After the rc.sysinit script has run, the basic system is configured and the kernel is in
control of the system. If the boot process were halted at this point, the system would just
sit idle and the screen would be blank. To make the system useful for users, you need to
start the system services. Those services are some of the applications that enable you to
interact with the system.

System Services and Runlevels

After finishing with rc.sysinit script during the bootloading process, the init command
uses the Linux system initialization table found in /etc/inittab to boot Fedora to a
specific system state. The state of the system is commonly referred to as its runlevel.

Several different ways of starting and stopping system services exist, and Fedora uses a
method derived from System V Unix. The System V (pronounced “System Five”) method
uses runlevels and different combinations of services to define different states of opera-
tion. Runlevels determine which of the many available system services are started, as well
as in which order they start. A special runlevel is used to stop the system, and a special
runlevel is used for system maintenance. As you will see, there are other runlevels for
special purposes.

The System V method makes extensive use of symbolic links, which are ways to refer-
ence a file in another location and make it appear as if it were in two or more places

at once. The benefit is that you need to edit only one file to change them all. In addi-

tion, any reorganization to be done means that only links need to be changed, not the
files themselves.

You use runlevels to manage the system services running on your computer. All these
special files and scripts are set up during your installation of Fedora Linux, and they
receive their initial values based on your choices during the installation—as described in
Chapter 1, “Installing Fedora,” You can change and control them manually, as you learn
later in this chapter, using tools of varying sophistication.

Runlevel Definitions
The Fedora runlevels are defined for the Fedora system in /etc/inittab.
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NOTE

Not all Linux distributions use the same runlevel configurations or runlevel definitions!
For example, although Fedora uses runlevel 3 for a full, console-based multiuser mode,
pre-7.1 versions of SUSE Linux defined this system state as runlevel 2. Red Hat,
Fedora, and SUSE now use the same runlevels to conform to the Linux Standards
Base, or LSB. As a system administrator, you should be aware of this issue, especially
if you have devised any administrative scripts or tools that deal with system states.

Each runlevel tells the init command what services to start or stop. Although runlevels
might all have custom definitions, Fedora has adopted some standards for runlevels:

» Runlevel 0—Known as “halt,” this runlevel is used to shut down the system.

» Runlevel 1—This is a special runlevel, defined as “single,” which boots Fedora to a
root access shell prompt where only the root user may log in. Networking, X, and
multiuser access are turned off. This is the maintenance or rescue mode. It allows
the system administrator to perform work on the system, make backups, or repair
configuration or other files.

» Runlevel 2—This runlevel dictates that Fedora be booted to a console, or text-based
mode, with multiuser access.

» Runlevel 3—This runlevel is identical to runlevel 2, except that it also starts any
networking services.

» Runlevel 4—This runlevel is undefined, and it can readily be configured to boot
Fedora to a custom system state.

» Runlevel 5—This runlevel boots Fedora to a networking, multiuser state with an
active X session. This is the most common runlevel for home users who want a
graphical interface.

» Runlevel 6—This runlevel is used to reboot the system.

Runlevel 1 (also known as single-user mode or maintenance mode) is most commonly used
to repair file systems and change the root password on a system when the password has
been forgotten. Trespassers with physical access to the machine can also use runlevel 1 to
access your system.

CAUTION

Never forget that uncontrolled physical access is virtually a guarantee of access to
your data by an intruder.

Booting into the Default Runlevel

Entries in /etc/inittab use a field-based notation that determines the runlevel—when to
execute the process, whether or not the process is executed when booting, whether or not
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to wait for the process to complete, and when to execute the process during booting. The
default choices are adequate and need be changed only in unique circumstances that the
average user is not likely to encounter.

The value of the default entry, or the initdefault line in /etc/inittab, determines the
particular system state in which Fedora is when the login prompt is finally presented.
For example,

id:5:initdefault:

In this example, Fedora boots to runlevel 5, a network-enabled, multiuser mode with an
active X session and a graphical login. The value 5 is forwarded to the script named rc
under the /etc/rc.d directory. This script is used when booting or changing runlevels;
it also acts as an interpreter when you boot Fedora in “Interactive” mode when you press
i during the boot.

After /etc/rc.d/rc.sysinit has finished, init uses the corresponding /etc/inittab
entry that matches the designated default runlevel. Using the previous example, the line
in /etc/inittab would then be

15:5:wait:/etc/rc.d/rc 5

Under the /etc/rc.d directory is a series of directories that correspond to each runlevel:

# 1ls /etc/rc.d
init.d rc0.d rc2.d rc4.d rcé6.d rc.sysinit
rc rci.d rc3.d rc5.d rc.local

Assuming that the value is 5, the rc script executes all the scripts under the
/etc/rc.d/rc.5 directory and then launches the graphical login.

If Fedora is booted to runlevel 5, it executes scripts from the /etc/rc.d/rc5.d directory.
Scripts beginning with the letter K are executed first, followed by scripts beginning with
the letter S:

# 1s /etc/rc.d/rc5.d/

Ko1yum K20bootparamd K28amd K45named K611ldap
K74ypxfrd S05kudzu S24pcmcia S85gpm  K@5innd

K2@iscsi K30sendmail  K46radvd K65identd K84bgpd
S08ip6tables  S25netfs S90crond K@5saslauthd  K2@netdump-server
K34dhcrelay  K50netdump Ké5kadmin  K84ospféd S@8ipchains
S26apmd S90FreeWnn  Ki@psacct K2onfs K34yppasswdd
K50snmpd Ké5kprop K84ospfd S08iptables S28autofs
S90xfs Ki@radiusd K20rstatd K35atalk K5@0snmptrapd
K65krb524  K84ripd S10network S40smartd S921isa
K12canna K20@rusersd K35dhcpd K50tux K65krb5kdc

K84ripngd S12syslog S44acpid S95anacron Ki2mailman
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K20rwalld K35smb K50vsftpd K70aep1000 K85zebra
S13irgbalance S55cups S95atd Ki2mysqld K20rwhod
K35vncserver Kb54dovecot K70bcm5820 K9@isicom S13portmap
S55sshd S97messagebus Ki15httpd K20spamassassin K35winbind
K54pxe K74ntpd K91isdn S14nfslock S56rawdevices
S97rhnsd Ki5postgresql K24irda K4@mars-nwe  K55routed

K74ups K95firstboot S17keytable S56xinetd S991ocal
Kiérarpd K25squid K45arpwatch K61hpoj K74ypserv
S@@microcode_ctl S2@random S84privoxy S99mdmonitor

These scripts are actually symbolic links to system service scripts under the /etc/rc.d/
init.d directory (yours might look different, depending on whether you are working
with a workstation or server installation and the services or software packages installed on
your system):

# 1s /etc/rc.d/init.d/

acpid bgpd firstboot ip6tables keytable mars-nwe nfs
postgresql ripd smartd vncserver zebra aepl1000 bluetooth
FreeWnn ipchains killall mdmonitor nfslock privoxy

ripngd smb vsftpd amd bootparamd functions iptables
kprop messagebus nscd psacct routed snmpd winbind
anacron  canna gkrellmd irda krb524 microcode_ctl ntpd
pxe rstatd snmptrapd xfs apmd cpgarrayd  gpm
irgbalance krb5kdc mysqld ospféd radiusd rusersd
spamassassin xinetd arpwatch crond halt iscsi kudzu
named ospfd radvd rwalld squid ypbind

atalk cups hpoj isdn ldap netdump pand
random rwhod sshd yppasswdd atd dhcpd

httpd isicom lisa netdump-server pcmcia rarpd

saslauthd syslog ypserv autofs dhcrelay identd kadmin
Im_sensors netfs portmap rawdevices sendmail  tux

ypxfrd bcm5820  dovecot innd kdcrotate mailman

network postfix rhnsd single ups yum

The rc5.d links are prefaced with a letter and number, such as K15 or S10. The (K) or (S) in
these prefixes indicates whether a particular service should be killed (K) or started (S), and
passes a value of stop or start to the appropriate /etc/rc.d/init.d script. The number in
the prefix executes the specific /etc/rc.d/init.d script in a particular order. The symlinks
have numbers to delineate the order in which they are started. Nothing is sacred about a
specific number, but some services need to be running before others are started. You would
not want your Fedora system to attempt, for example, to mount a remote Network File
System (NFS) volume without first starting networking and NFS services.
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After all the system services are started for your runlevel, init starts the graphical login
(because you are in runlevel 5). The graphical login’s definition appears toward the end of
/etc/inittab and looks like this:

# Run xdm in runlevel 5
x:5:respawn:/etc/X11/prefdm -nodaemon

This example shows that the shell script named prefdm executes the proper X11 display
manager when Fedora is booted to runlevel 5.

Booting to a Nondefault Runlevel with GRUB

After you select a default runlevel, that runlevel is selected every time you restart the
system from a power-off state. There might come a time when you do not want to boot
into that runlevel. You might want to enter the maintenance mode or start the system
without an active X server and graphical login to modify or repair the X server or desktop
manager. You have to follow several specific steps to boot to a nondefault runlevel if you
use GRUB, the default boot loader for Fedora.

If you have enabled a GRUB password, you must first press p, type your password, and
then press Enter before using this boot method.

The GRUB boot loader passes arguments, or commands, to the kernel at boot time. These
arguments are used, among other things, to tell GRUB where the Kernel is located and
also to pass specific parameters to the kernel, such as how much memory is available or
how special hardware should be configured.

To override the default runlevel, you can add an additional kernel argument to GRUB as
follows:

1. At the graphical boot screen, press e (for edit), scroll down to select the kernel, and
press e again.

2. Press the spacebar, type single or 1 (Fedora allows S and s as well), and press Enter.

3. Finally, press b to boot, and you'll boot into runlevel 1 instead of the default
runlevel listed in /etc/inittab.

Fedora includes several command-line and graphical system administration utilities you
can use to start, stop, reorder, or restart various services in different runlevels. These
commands (discussed later in this chapter) work by renaming, removing, or creating
symbolic links from /etc/rc.d/init.d to /etc/rc.d/rc.* as appropriate. Many adminis-
trators use these commands to change the symbolic links to the scripts under each
/etc/rc.d/rc* directory rather than do it by hand.
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The locations of symbolic links can also be confusing. Red Hat (and now Fedora) has tradi-
tionally kept them in one place, and the Linux Standards Base (LSB) requires that they
now be located elsewhere. Because other scripts reference these files and it would be diffi-
cult to change them all, Fedora places symbolic links in the places specified by the LSB.

As you might surmise, symbolic links are very powerful tools in the system administra-
tor’s toolbox.

Understanding init Scripts and the Final Stage of Initialization

Each /etc/rc.d/init.d script, or init script, contains logic that determines what to do
when receiving a start or stop value. The logic might be a simple switch statement for
execution, as in this example:

case "$1" in
start)
start
B
stop)
stop
B
restart)
restart
i
reload)
reload
i
status)
rhstatus
i
condrestart)
[ -f /var/lock/subsys/smb ] && restart ;|

1)

echo $"Usage: $0 {start|stop restart|status;condrestart}"
exit 1
esac

Although the scripts can be used to customize the way that the system runs from power-
on, absent the replacement of the kernel, this script approach also means that the system
does not have to be halted in total to start, stop, upgrade, or install new services.

Note that not all scripts use this approach, and that other messages might be passed to
the service script, such as restart, reload, or status. Also, not all scripts respond to the
same set of messages (with the exception of start and stop, which they all have to
accept by convention) because each service might require special commands.
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TIP

You can write your own init scripts, using the existing scripts as examples. Sample
scripts can also be found in /usr/share/doc/initscripts/sysvinitfiles, along with a
brief tutorial written by Red Hat and a brief explanation of all the options available to
use in init scripts.

After all the system scripts have been run, your system is configured and all the necessary
system services have been started. If you are using a runlevel other than 5, the final act of
the init process is to launch the user shell, which on Linux is nearly always bash. The
shell launches and you see a login prompt on the screen.

Controlling Services at Boot with Administrative Tools

As the master control file for system startup, /etc/inittab and its corresponding system
of symbolic links control system services. You can manage /etc/inittab and its symbolic
links, using these graphical and nongraphical administrative tools:

» chkconfig—A small script that helps you configure system services.
» ntsysv—A graphical interface for the chkconfig configuration script.

» system-config-services—A full graphical services configuration client. This
application is found in the System Services/Sever settings menu as the Services
menu item.

The following sections explain how to use all these administrative tools to configure and
manage services in Fedora.

Using the chkconfig Text-Based Command-Line Tool

Traditionally, the command-line tool chkconfig has been used to effect administration of
the services and their associations in the different runlevels. chkconfig was a major
improvement over the process of configuring the symbolic links by hand. It is an effec-
tive, text-based command-line tool that you can use to display, diagnose, or change the
starting or stopping of system services (as available under /etc/rc.d/init.d) in each
runlevel.

For example, to list all services that are turned on in runlevel 5, you can pipe the output
of chkconfig through the grep command like this:

# /sbin/chkconfig --list | grep '5:on' | sort

anacron Q:off 1:0ff 2:0n 3:o0n 4:on 5:0n 6:0ff
apmd Q:off 1:0ff 2:0n 3:o0n 4:on 5:0n 6:0ff
atd Q:off 1:0ff 2:0ff 3:o0n 4:on 5:0n 6:0ff
autofs Q:off 1:0ff 2:0ff 3:o0n 4:on 5:0n 6:0ff
canna Q:off 1:0ff 2:0n 3:0ff 4:on 5:0n 6:0ff
crond Q:off 1:0ff 2:0n 3:o0n 4:on 5:0n 6:0ff



Running Services at Bootup 243

Not all the output is shown here, but as you can see, chkconfig can display the value of
off or on for each service and each runlevel. The sample output shows only those services
that are started in runlevel 5. The chkconfig command can be used to reassign start or
stop values for each runlevel and each service. As an example, to alter the scripts to start
power management (controlled by the apmd script under /etc/rc.d/init.d) when using
Fedora during runlevel 5, use chkconfig like this:

# chkconfig --level 5 apmd on

You can then verify this action by again using grep on chkconfig’s output like this:

# chkconfig --list | grep apmd
apmd Q:off 1:0ff 2:0n 3:on 4:0n 5:0n 6:0ff

The chkconfig command does not start or stop a service; instead, it alters the scripts that
start or stop a service, or it can report on the status of a service. It affects only the current
runlevel by default; you can modify other runlevels by using the -levels option. You
would use the ntsysv or service commands or run the daemons directly to actually start
or stop services (as described later in this chapter). All these tools have useful man pages
to refresh your memory of all the available options.

ntsysv is a graphical interface you can use to access chkconfig and use a graphical inter-
face. ntsysv is an ncurses-based interface, meaning that it offers crude, block graphics
and elements you can tab through and select by pressing the spacebar (see Figure 11.1).

G 1ool@marviniz 7 - -
File Edit View Terminal Go Help
ntsysv 1.3.8 - (C) 2000-2001 Red Hat, Inc

[+]

Services

What services should be automatically started?

Press <F1> for more information on a service.

v

& & O E I caonaas ] P LT

FIGURE 11.1 The ntsysv utility manages only which services are started in the current
runlevel. Use the - -1level option to modify other runlevels.
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When you have the ntsysv application open, you can scroll through the list of services
and toggle a service on or off by pressing the spacebar on the keyboard. When finished,
use the Tab key to highlight the OK or Cancel button. Your changes are saved and used
the next time Fedora is booted.

ntsysv is simple to use and it's an excellent tool for a system without X, but it works
for only the runlevel in which you are currently. Use the --1level option to modify other
runlevels.

The Fedora tool setup is an ncurses-based menu for all the available ncurses-based
command-line configuration tools (see Figure 11.2). It can be used to access ntsysv and
all the other command-line configuration tools.

Intsysv 1.3.8 - (C) 2000-2001 Red Hat, Inc.

What services should be automatically started?

acpid
aepl000
anacron
apmd
atd
autofs
bcn5820
chargen

Press <F1> for more information on a service.

FIGURE 11.2 Use the setup command’s System Services item to access the ntsysv
command.

Using the GUI-Based Service Configuration Tool

Fedora's developers have added GUIs to many text-only, command-line-based system
administration tools as Linux has matured. These tools provide an easier-to-use interface
and don’t require memorization or lookup of command-line options. Fedora provides
its own Service Configuration tool for the control and administration of services (see
Figure 11.3). You can access the GUI menu selection from the System Settings/Server
Settings menu, and then select Services. The command-line name of this tool is
system-config-services.
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FIGURE 11.3 The new Service Configuration tool enables you to select runlevels to edit,
displays all the available services, and provides an explanation of what the service does.

Running Services Through xinetd

The xinetd daemon is a replacement for inetd; it listens for requests for services on
certain ports and starts those services as required. xinetd is called a super server because it
controls other servers. Its purpose is to conserve resources by not running services when
not needed. The xinetd daemon is more secure than the older inetd, offers better logging
facilities than inetd, and can redirect service requests to another machine. It does not
require the root user to start any services.

The configuration file for xinetd is found at /etc/xinetd.conf; configuration files for
individual services are located in /etc/xinet.d/; the particulars of its format are covered
in the man page for xinetd.conf, which also provides a sample file listing. Fedora
provides the appropriate server RPM packages already configured to use xinetd if possible.
If you are installing servers manually from source code, the included documentation
describes the appropriate xinetd configuration. Services run under xinetd cannot be
started and stopped in the same manner as the services run from scripts in /etc/rc.d/
init.d; you must restart the xinetd service itself and let it control those services.

Here is a sample listing of the rsync file /etc/xinet.d/rsync:

# default: off
# description: The rsync server is a good addition to an ftp server, as it \
# allows crc checksumming etc.
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service rsync

{
disable = yes
socket_type = stream
wait = no
user = root
server = /usr/bin/rsync
server_args = --daemon
log _on_failure += USERID
}

The items are straightforward and vary from service to service. Although you can edit this
by hand, it can be configured via the command line or graphical service configuration
clients.

Changing Runlevels

After making changes to system services and runlevels, you can use the telinit
command to change runlevels on the fly on a running Fedora system. Changing runlevels
this way enables system administrators to alter selected parts of a running system to make
changes to the services or to put changes into effect that have already been made (such as
reassignment of network addresses for a networking interface).

For example, a system administrator can quickly change the system to maintenance or
single-user mode by using the telinit command with its § option, like this:

# telinit S

The telinit command uses the init command to change runlevels and shut down
currently running services. The command then starts services for the specified runlevel; in
this example, the single-user runlevel is the same as runlevel 2. The init command can
be run only from a console, not from an xterm running in an X session.

After booting to single-user mode, you can then return to multiuser mode without X, like
this:

# telinit 3

If you have made changes to the system initialization table itself, /etc/inittab, use the
telinit command’s ¢ command-line option to force init to re-examine the table.

TIP

Linux is full of shortcuts: If you exit the single-user shell by typing exit at the prompt,
you go back to the default runlevel without worrying about using telinit.
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Troubleshooting Runlevel Problems

Reordering or changing system services during a particular runlevel is rarely necessary
when using Fedora unless some disaster occurs. But system administrators should have a
basic understanding of how Linux boots and how services are controlled to perform trou-
bleshooting or to diagnose problems. By using additional utilities such as the dmesg |
less command to read kernel output after booting or by examining system logging with
cat /var/log/messages | less, it is possible to gain a bit more detail about what is
going on when faced with troublesome drivers or service failure.

To better understand how to troubleshoot service problems in Fedora, look at the diag-
nosis and resolution of a typical service-related issue. In this example, X doesn’t start: You
don’t see a desktop displayed, nor does the computer seem to respond to keyboard input.
The X server might be hung in a loop, repeatedly failing, or might exit to a shell prompt
with or without an error message.

The X server attempts to restart itself only in runlevel 5, so to determine whether the X
server is hung in a loop, try switching to runlevel 3.

TIP

If you are working on a multiuser system and might inadvertently interrupt the work of
other users, ask them to save their current work; then change to a safer runlevel, such
as single-user mode.

Change to runlevel 3 by switching to another virtual console with Ctrl+Alt+F2, logging in
as root, and running the command telinit 3. This switch to runlevel 3 stops the X
server from attempting to restart. Now you can easily examine the error and attempt to
fix it.

First, try to start the X server “naked” (without also launching the window manager). If
you are successful, you get a gray screen with a large X in the middle. If so, kill X with
the Ctrl+Alt+Backspace key combination and look at your window manager configura-
tion. (This configuration varies according to which window manager you have chosen.)

Let’s assume that X won’t run “naked.” If you look at the log file for Xorg (it’s clearly
identified in the /var/log directory), pay attention to any line that begins with (EE), the
special error code. You can also examine the error log file, .xsessions-error, in the home
directory if such a file exists.

If you find an error line, the cause of the error might or might not be apparent. One nice
thing about the Linux community is that it is very unlikely that you are the first person
to experience that error. Enter the error message (or better, a unique part of it) into
http://www.google.com/linux and discover what others have had to say about the
problem. You might need to adjust your search to yield usable results, but that level of
detail is beyond the scope of this chapter. Make adjustments and retest as before until you
achieve success. Fix the X configuration and start X with startx. Repeat as necessary.
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CAUTION

Before making any changes to any configuration file, always make a backup copy of the
original, unmodified file. Our practice is to append the extension .original to the copy
because that is a unique and unambiguous identifier.

If you need to restore the original configuration file, do not rename it, but copy it back
to its original name.

Starting and Stopping Services Manually

If you change a configuration file for a system service, it is usually necessary to stop and
restart the service to make it read the new configuration. If you are reconfiguring the X
server, it is often convenient to change from runlevel 5 to runlevel 3 to make testing
easier and then switch back to runlevel 5 to re-enable the graphical login. If a service is
improperly configured, it is easier to stop and restart it until you have it configured
correctly than it is to reboot the entire machine.

There are several ways to manually start or stop services or to change runlevels while
using Fedora. The traditional way to manage a service (as root) is to call the service’s

/etc/rc.d/init.d name on the command line with an appropriate keyword, such as
start, status, or stop. For example, to start the automated nightly update of the yum
RPM package database, call the /etc/rc.d/init.d/yum script like this:

# /etc/rc.d/init.d/yum start
Enabling nightly yum update: [ OK ]

The script executes the proper programs and reports their status. Stopping services is
equally easy, and in fact, you can also check the status of some services by using the
status keyword like this:

# /etc/rc.d/init.d/yum status
Nightly yum update is enabled.

In this example, the yum script reports that the daemon is running. This information
might be useful for other system management tasks.

A much easier way to manually start or stop a service is to use a script named service.
Using service, you do not have to know the full pathname to the system service; you
need know only the name of the system service you want to manipulate. Using this
approach, the previous yum example looks like this:

# service yum start
Nightly yum update is enabled: [ OK ]

Of course, the GUI tools mentioned earlier also have the functionality to start and stop
specific services in your current runlevel. The tool you choose is a matter of personal pref-
erence; a good system administrator is aware of them all.
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Relevant Fedora Commands

Here are some of the commands you learned so far:
» chkconfig—Fedora’s text-only command-line runlevel configuration utility

» ntsysv—Fedora’s text-based system services configuration tool for the
command line

» setup—Actually a bash script, it is a menu to all the individual ncurses-based
configuration tools, including ntsysv

» system-config-services—Fedora’s GUI runlevel configuration tool, named
Configure Services

» telinit—Changes the current runlevel

Scheduling Tasks

There are three ways to schedule commands in Fedora, all of which work in different
ways. The first is the at command, which specifies a command to run at a specific time
and date relative to today. The second is the batch command, which is actually a script
that redirects you to the at command with some extra options set so that your command
runs when the system is quiet. The last option is the cron daemon, which is the Linux
way of executing tasks at a given time.

Using at and batch to Schedule Tasks for Later

If there is a time-intensive task you want to run, but you do not want to do it while you
are still logged in, you can tell Fedora to run it later with the at command. To use at, you
need to tell it the time at which you want to run and then press Enter. You then see a
new prompt that starts with at>, and everything you type there—until you press Ctrl+D—
comprises the commands you want at to run.

When the designated time arrives, at performs each action individually and in order,
which means later commands can rely on the results of earlier commands. In this next
example, run at just after 5 p.m., at is used to download and extract the latest Linux
kernel at a time when the network should be quiet:

[paul@caitlin ~]$ at now + 7 hours

at> wget http://www.kernel.org/pub/linux/kernel/v2.6/1inux-2.6.10.tar.bz2
at> tar xvfjp linux-2.6.10.tar.bz2

at> <eE0T>

job 2 at 2005-01-09 17:01

Specifying now + 7 hours as the time does what you would expect: at was run at 5 p.m.,
so the command runs just after midnight that night. When your job finishes, at sends
you mail with a full log of your job’s output; type mail at the console to bring up your
mailbox and then press the relevant number to read at’s mail.
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If you have a more complex job, you can use the -f parameter to have at read its
commands from a file, like this:

echo wget http://www.kernel.org/pub/linux/kernel/v2.6/1inux-2.6.10.tar.bz2\;
tar xvfjp linux-2.6.10.tar.bz2 > myjob.job
at -f myjob.job tomorrow

As you can see, at is flexible about the time format it takes; you can specify it in
three ways:

» Using the now parameter, you can specify a number of minutes, hours, days, or
weeks relative to the current time—for example, now + 4 weeks would run the
command one month from today.

» You can also specify several special times, including tomorrow, midnight, noon, or
teatime (4 p.m.). If you do not specify a time with tomorrow, your job is set for
precisely 24 hours from the current time.

» You can specify an exact date and time using HH:MM MM/DD/YY format—for example,
16:40 22/12/05 for 4:40 p.m. on the 22nd of December 2005.

When your job is submitted, at reports the job number, date, and time that the job will
be executed; the queue identifier; plus the job owner (you). It also captures all your envi-
ronment variables and stores them along with the job so that, when your job runs, it can
restore the variables, preserving your execution environment.

The job number and job queue identifier are both important. When you schedule a job
using at, it is placed into queue a by default, which means it runs at your specified time
and takes up a normal amount of resources.

There is an alternative command, batch, which is really just a shell script that calls at
with a few extra options. These options (-q b -m now, if you were interested) set at to
run on queue b (-q b), mailing the user on completion (-m), and running immediately
(now). The queue part is what is important: Jobs scheduled on queue b are executed only
when the system load falls below 0.8—that is, when the system is not running at full
load. Furthermore, they run with a lower niceness, meaning queue a jobs usually have a
niceness of 2, whereas queue b jobs have a niceness of 4.

Because batch always specifies now as its time, you need not specify your own time; it
simply runs as soon as the system is quiet. Having a default niceness of 4 means that
batched commands get fewer system resources than queue jobs (at’s default) and fewer
system resources than most other programs. You can optionally specify other queues using
at. Queue c runs at niceness 6, queue d runs at niceness 8, and so on. However, it is impor-
tant to note that the system load is checked only before the command is run. If the load is
lower than 0.8, your batch job is run. If the system load subsequently rises beyond 0.8,
your batch job continues to run, albeit in the background, thanks to its niceness value.

When you submit a job for execution, you are also returned a job number. If you forget
this or just want to see a list of other jobs you have scheduled to run later, use the atq
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command with no parameters. If you run this as a normal user, it prints only your jobs;
running it as a super-user prints everyone’s jobs. The output is in the same format as
when you submit a job, so you get the ID number, execution time, queue ID, and owner
of each job.

If you want to delete a job, use the atrm command followed by the ID number of the job
you want to delete. The next example shows atq and atrm being used to list jobs and
delete one:

[paul@caitlin ~1$ atq

14 2005-01-20 23:33 a paul
16 2005-02-03 22:34 a paul
17 2005-01-25 22:34 a paul
15 2005-01-22 04:34 a paul
18 2005-01-22 01:35 b paul
[paul@caitlin ~]1$ atrm 16
[paul@caitlin ~1$ atq

14 2005-01-20 23:33 a paul
17 2005-01-25 22:34 a paul
15 2005-01-22 04:34 a paul
18 2005-01-22 01:35 b paul

In that example, job 16 is deleted by atrm, and so it does not show up in the second
call to atq.

The default configuration for at and batch is to allow everyone to use it, which is not
always the desired behavior. Access is controlled through two files: /etc/at.allow, and
/etc/at.deny. By default, at.deny exists but is empty, which allows everyone to use at
and batch. You can enter usernames into at.deny, one per line, to stop those users sched-
uling jobs.

Alternatively, you can use the at.allow file; this does not exist by default. If you have a
blank at.allow file, no one except root is allowed to schedule jobs. As with at.deny, you
can add usernames to at.allow one per line, and those users can schedule jobs. You
should use either at.deny or at.allow: When someone tries to run at or batch, Fedora
checks for the username in at.allow. If it is in there, or if at.allow does not exist, Fedora
checks for the username in at.deny. If the username is in at.deny or at.deny does not
exist, the user is not allowed to schedule jobs.

Using cron to Run Jobs Repeatedly

The at and batch commands work well if you want to execute a just single task at a later
date, but they are less useful if you want to run a task frequently. Instead, there is the
crond daemon for running tasks repeatedly based on system—and user—requests. cron
has a similar permissions system to at: Users listed in the cron.deny file are not allowed
to use cron, and users listed in the cron.allow file are. An empty cron.deny file—the
default—means everyone can set jobs. An empty cron.allow file means that no one
(except root) can set jobs.
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There are two types of jobs: system jobs and user jobs. Only root can edit system jobs,
whereas any user whose name appears in cron.allow or does not appear in cron.deny can
run user jobs. System jobs are controlled through the /etc/crontab file, which by default
looks like this:

SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root

HOME=/

# run-parts

@1 * * * * proot run-parts /etc/cron.hourly
02 4 * * * root run-parts /etc/cron.daily
22 4 * * @ root run-parts /etc/cron.weekly
42 4 1 * * root run-parts /etc/cron.monthly

The first four lines are optional: SHELL specifies which shell should be used to execute the
job (defaults to the shell of the user who owns the crontab file, usually /bin/bash), PATH
specifies the search path for executables to use, and you should avoid using environment
variables there. MAILTO defines to whom mail should be sent. If this is not set, it uses the
owner of the crontab, but if you do not want to receive mail when your job runs, just set
it to "". Finally, HOME specifies the home directory of the user; again, this defaults to the
user’s home directory if left unspecified.

The next line, # run-parts, starts with a pound sign (#) and so is treated as a comment
and ignored. The next four lines are the important parts: They are the jobs themselves.

Each job is specified in seven fields that define the time to run, owner, and command.
The first five commands specify the execution time in quite a quirky order: minute
(0-59), hour (0-23), day of the month (1-31), month of the year (1-12), and day of the
week (0-7). For day of the week, both 0 and 7 are Sunday, which means that 1 is Monday,
3 is Wednesday, and so on. If you want to specify “all values” (that is, every minute, every
hour, every day, and so on), use an asterisk, *.

The next field specifies the username of the owner of the job. When a job is executed, it
uses the username specified here. The last field is the command to execute.

So, the first job runs at minute 1, every hour of every day of every month and executes
the command run-parts /etc/cron.hourly. The run-parts command is a simple script
that runs all programs inside a given directory—in this case, /etc/cron.hourly. So, in this
case, the job executes at 00:01 (1 minute past midnight), 01:01, 02:01, 03:01, and so on,
and uses all the programs listed in the cron.hourly directory.

The next job runs at minute 2 and hour 4 of every day of every month, running
run-parts /etc/cron.daily. Because of the hour limitation, this script runs only once
per day, at 4:02 a.m. Note that it uses minute 2 rather than minute 1 so that daily jobs do
not clash with hourly jobs. You should be able to guess what the next two jobs do, simply
by looking at the commands they run!
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Inside each of those four directories (cron.hourly, cron.daily, cron.weekly, and
cron.monthly) is a collection of shell scripts that are run by run-parts. For example, in
cron.daily are scripts such as rpm, which saves a list of your packages in /var/log/
rpmpkgs every day; logrotate, which handles backing up of log files; and makewhatis,
which updates the whatis database. You can add other system tasks to these directories if
you want to, but you should be careful to ensure your scripts are correct.

The cron daemon reads all the system crontab files and all user crontab files once a
minute (on the minute; that is, at 6:00:00, 6:01:00, and so on) to check for changes.
However, any new jobs it finds are not executed until at least one minute has passed.

For example, if it is 6:01:49 (that is, 49 seconds past one minute past 6 a.m.) and
you set a cron job to run at 6:02, it does not execute. At 6:02, the cron daemon
rereads its configuration files and sees the new job, but is not able to execute it. If
you set the job to run at 6:02 a.m. every day, it is executed the following morning and
every subsequent morning.

This same situation exists when deleting jobs. If it is 6:01:49 and you have a job
scheduled to run at 6:02, deleting the job makes no difference: cron runs it before it
rereads the crontab files for changes. However, after it has reread the crontab file and
noticed the job is no longer there, it is not executed on subsequent days.

There are alternative ways of specifying dates. For example, you can use sets of dates and
times by using hyphens or commas, such as hours 9-15 would execute at 9, 10, 11, 12,
13, 14, and 15 (from 9 a.m. to 3 p.m.), whereas 9,11,13,15 would miss out at the even
hours. Note that it is important that you do not put spaces into these sets because the
cron daemon would interpret them as the next field. You can define a step value with a
slash (/) to show time division: */4 for hours means “every four hours all day,” and 0-
12/3 means “every three hours from midnight to noon.” You can also specify day and
month names rather than numbers, using three-character abbreviations: Sun, Mon, Tue,
Fri, Sat for days, or Jan, Feb, Mar, Oct, Nov, Dec for months.

As well as system jobs, there are also user jobs for those users who have the correct
permissions. User jobs are stored in the /var/spool/cron directory, with each user having
his own file named after his username—for instance, /var/spool/cron/paul or
/var/spool/cron/root. The contents of these files contain the jobs the user wants to run
and take roughly the same format as the /etc/crontab file, with the exception that the
owner of the job should not be specified because it is always the same as the filename.

To edit your own crontab file, type crontab -e. This brings up a text editor (vim by
default, but you can set the EDITOR environment variable to change that) in which you
can enter your entries. The format of this file is a little different from the format for the
main crontab because this time there is no need to specify the owner of the job—it is
always you.
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So, this time each line is made up of six fields: minute (0-59), hour (0-23), day of the
month (1-31), month of the year (1-12), day of the week (0-7), and then the command
to run. If you are using vim and are new to it, press i to enter insert mode to edit your
text; then press Esc to exit insert mode. To save and quit, type a colon followed by wq and
press Enter.

When programming, we tend to use a sandbox subdirectory in our home directory where
we keep all sorts of temporary files that we were just playing around with. We can use a
personal job to empty that directory ever morning at 6 a.m. so that we get a fresh start
each morning. Here is how that would look in our crontab file:

@6 ** * rm -rf /home/paul/sandbox/*

If you are not allowed to schedule jobs, you will be stopped from editing your
crontab file.

When your jobs are placed, you can use the command crontab -1 to list your jobs.
This just prints the contents of your crontab file, so its output is the same as the line you
just entered.

If you want to remove just one job, the easiest thing to do is type crontab -e to edit your
crontab file in vim; then, after having moved the cursor to the job you want to delete,
type dd (two ds) to delete that line. If you want to delete all your jobs, you can use
crontab -r to delete your crontab file.

Basic Shell Control

Fedora includes a rich assortment of capable, flexible, and powerful shells. Each shell is
different but has numerous built-in commands and configurable command-line prompts
and might include features such as command-line history, the capability to recall and use
a previous command line, and command-line editing. As an example, the bash shell is so
powerful that it is possible to write a minimal web server entirely in bash’s language using
114 lines of script (see Chapter 33 for more information).

Although there are many shells to choose from, nearly everyone sticks with the default,
bash. The bash shell does everything most people need to do, and more. Change your
shell only if you really need to.

Table 11.1 lists each shell, along with its description and location, in your Fedora file
system.

TABLE 11.1  Shells with Fedora

Name Description Location

ash A small shell (sh-like) /bin/ash

ash.static A version of ash not dependent on /bin/ash.static
software libraries

bash The Bourne Again SHell /bin/bash

bsh A symbolic link to ash /bin/bsh



Basic Shell Control 255

TABLE 11.1 Continued

Name Description Location

csh The C shell, a symbolic link to tcsh /bin/csh

ksh The Korn shell /bin/ksh, /usr/bin/ksh
pdksh A symbolic link to ksh /usr/bin/pdksh

rsh The restricted shell (for network operation) /usr/bin/rsh

sash A standalone shell /sbin/sash

sh A symbolic link to bash /bin/sh

tcsh A csh-compatible shell /bin/tcsh

zsh A compatible csh, ksh, and sh shell /bin/zsh

Learning More About Your Shell

All the shells listed in Table 11.1 have accompanying man pages, along with other
documentation under the /usr/share/doc directory. Some of the documentation can
be quite lengthy, but it is generally much better to have too much documentation than
too little! The bash shell includes more than 100 pages in its manual, and the zsh
shell documentation is so extensive that it includes the zshall meta man page (use
man zshall to read this overview)!

The Shell Command Line

Having a basic understanding of the capabilities of the shell command line can help you
write better shell scripts. If, after you have finished reading this short introduction, you
want to learn more about the command line, check out Chapter 32, “Command Line
Masterclass.” You can use the shell command line to perform a number of different tasks,
including

» Getting data from and sending data to a file or command, known as input and
output redirection.

» Feeding or filtering a program’s output to another command (called using pipes).

A shell can also have built-in job-control commands to launch the command line as a
background process, suspend a running program, selectively retrieve or kill running or
suspended programs, and perform other types of process control.

Multiple commands can be run on a single command line, with a semicolon to separate
commands:

$w; free ; df

6:02pm up 4 days, 24 min, 1 user, load average: 0.00, 0.00, 0.00
USER TTY FROM LOGIN@ IDLE JCPU PCPU WHAT
bball pts/0 shuttle.home.org 1:14pm 0.00s 0.57s 0.01s w
total used free shared buffers cached
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Mem: 190684 184420 6264 76 17620 142820
-/+ buffers/cache: 23980 166704

Swap: 1277156 2516 1274640

Filesystem 1k-blocks Used Available Use% Mounted on
/dev/hda1l 11788296 4478228 6711248 41% /

none 95340 0 95340 0% /dev/shm

This example displays the output of the w, free, and df commands. You can extend long
shell command lines inside shell scripts or at the command line if you use the backslash
character (\). For example,

$ echo ""this is a long \

> command line and"" ; echo
> may be strung out.""

this is a long command line and

shows that multiple commands may be strung out.

shows that multiple commands \

The first three lines of this example are a single command line. In that single line are
two instances of the echo command. Note that when you use the backslash as a line-

continuation character, it must be the last character on the command line (or in your
shell script, as you will see later in this chapter).

Using the basic features of the shell command line is easy, but mastering use of all
features can be difficult. Entire books have been devoted to using shells, writing shell
scripts, and using pattern-matching expressions. The following sections provide an
overview of some features of the shell command line relating to writing scripts.

GROKKING GREP

If you plan to develop shell scripts to expand the capabilities of pattern-matching
commands such as grep, you will benefit from learning more about using expressions.
One of the definitive guides to using the pattern-matching capabilities of Unix and
Linux commands is Mastering Regular Expressions by Jeffrey E. F. Freidl (O’Reilly),
ISBN: 0-596-00289-0.

Shell Pattern-Matching Support

The shell command line allows you to use strings of specially constructed character
patterns for wildcard matches. This is a simpler capability than that supported by GNU
utilities such as grep, which can use more complex patterns, known as expressions, to
search through files or directories or to filter data input to or out of commands.

The shell’s pattern strings can be simple or complex, but even using a small subset of the
available characters in simple wildcards can yield constructive results at the command
line. Some common characters used for shell pattern matching are
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» *—Matches any character. For example, to find all files in the current directory
ending in .txt, you could use

$ 1s *.txt

» ?—Matches a single character. For example, to find all files in the current directory
ending in the extension .d?c (where ? could be 0-9, a-z, or A-Z),

$ 1s *.d?c

» [xxx] or [x-x]—Matches a range of characters. For example, to list all files in a
directory with names containing numbers,

$ 1s *[0-9]*

» \x—Matches or escapes a character such as ? or a tab character. For example, to
create a file with a name containing a question mark,

$ touch foo\?

Note that the shell might not interpret some characters or regular expressions in the same
manner as a Linux command, and mixing wildcards and regular expressions in shell
scripts can lead to problems unless you're careful. For example, finding patterns in text is
best left to regular expressions used with commands such as grep; simple wildcards
should be used for filtering or matching filenames on the command line. And although
both Linux command expressions and shell scripts can recognize the backslash as an
escape character in patterns, the dollar sign ($) has two wildly different meanings (single-
character pattern matching in expressions and variable assignment in scripts).

CAUTION

Make sure that you read your command carefully when using wildcards; an all-too-
common error is to type something like rm -rf * .txt with a space between the *
and the .txt. By the time you wonder why the command is taking so long, bash will
already have deleted most of your files. The problem is that it treats the * and the
.txt separately. * matches everything, so bash deletes all your files.

Piping Data

Many Linux commands can be used in concert in a single, connected command line to
transform data from one form to another. Stringing Linux commands together in this
fashion is known as using or creating pipes. Pipes are created on the command line with
the bar operator (}). For example, a pipe can be used to perform a complex task from a
single command line like this:

$ find /d2 -name '*.txt' -print | xargs cat | \
tr ' ' "\n' | sort | unig >output.txt
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This example takes the output of the find command to feed the cat command (via
xargs) the name of all text files under the /d2 command. The content of all matching
files is then fed through the tr command to change each space in the data stream into a
carriage return. The stream of words is then sorted, and identical adjacent lines are
removed with the unig command. The output, a raw list of words, is then saved in the
file named output.txt.

Background Processing

The shell enables you to start a command and then launch it into the background as a
process by using an ampersand (&) at the end of a command line. This technique is often
used at the command line of an X terminal window to start a client and return to the
command line. For example, to launch another terminal window using the xterm client,

$ xterm &
[3] 1437

The numbers echoed back show a number (3 in this example), which is a job number, or
reference number for a shell process, and a Process ID number, or PID (1437 in this
example). You can Kkill the xterm window session by using the shell’s built-in kill
command, along with the job number like this:

$ kill %3

Or the process can be killed with the kill command, along with the PID, like so:

$ kill 1437

Background processing can be used in shell scripts to start commands that take a long
time, such as backups:

# tar -czf /backup/home.tgz /home &

Related Fedora and Linux Commands

You can use these commands and tools when using the shell or writing shell scripts:
chsh—Command used to change one’s login shell

kibitz—Allows two-person interaction with a single shell

mc—A visual shell named the GNU Midnight Commander

nano—An easy-to-use text editor for the console

vV v v vy

system-config-users—A graphical user-management utility that can be used
to change one or more user login shells

» shar—Command used to create shell archives
» vi—The vi (actually vim) text editor
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Reference

»

http://www.linuxgazette.com/issue70/ghosh.html—A Linux Gazette article on
“Bootstrapping Linux,” which includes much detail on the BIOS and MBR aspects of
the boot process.

http://www.lostcircuits.com/advice/bios2/1.shtml—the LostCircuits BIOS guide;
much detail on the meaning of all those BIOS settings.

http://www.rojakpot.com/default.aspx?location=1—The BIOS Optimization Guide;
details on tweaking those BIOS settings to your heart’s content.

http://www-106.ibm.com/developerworks/linux/library/l-slack.html—A link through
IBM’s website to an article on booting Slackware Linux, along with a sidebar about
the history of System V versus BSD init scripts.

/usr/src/linux/init/main.c—This file in the Linux source code is the best place to
learn about how Linux boots. Fascinating reading, really. Get it from the source!

http://sunsite.dk/linux-newbie/—Home page for the Linux Newbie Administrator
Guide—a gentle introduction to Linux System Administration.

http://www.gnu.org/software/grub/manual/—The still yet-to-be-completed GRUB
Manual. On your Fedora system, info grub provides a plethora of information, and
a sample grub.conf file (/boot/grub/menu.1lst is a symbolic link to /boot/grub/
grub.conf; use either name) can be found in /usr/doc/grub.

LILO User’s Guide—Werner Almesberger’s definitive technical tome on the LInux
LOader, or LILO, and how it works on Intel-based PCs. Look under the
/usr/share/doc/1lilo*/doc directory for the file User_Guide.ps, which can be
viewed with the gv client. LILO has been dropped from Fedora; GRUB is now the
default boot loader supported in the distribution.

“Managing Initscripts with Red Hat’s chkconfig”—by Jimmy Ball, Linux Journal,
April 2001; pp. 128-132.

“Grub, Glorious Grub”—Hoyt Duff, Linux Format, August 2001; pp. 58-61. A tutorial
on the GRUB boot loader.

http://www.redhat.com/docs/manuals/linux/RHL-9-Manual/custom-guide/s1-
services-serviceconf.html—Red Hat’s guide to use the system-config-service client
(then called redhat-config-service).

http://www.linuxbase.org/spec/refspecs/LSB_1.0.0/gLSB/sysinit.html—The Linux
Standard Base description of system initialization; this is the standard.
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CHAPTER 12

System-Monitoring
Tools

To keep your system in optimum shape, you need to be
able to monitor it closely. Such monitoring is imperative in
a corporate environment where uptime is vital and any
system failures can cost real money. Whether it is checking
processes for any errant daemons, or keeping a close eye on
CPU and memory usage, Fedora provides a wealth of utili-
ties designed to give you as little or as much feedback as
you want. This chapter looks at some of the basic monitor-
ing tools, along with some tactics designed to keep your
system up longer. Some of the monitoring tools cover
network connectivity, memory, and hard drive usage, but
all should find a place in your sysadmin toolkit. Finally
you will learn how to manipulate active system processes,
using a mixture of graphical and command-line tools.

Console-Based Monitoring

Those familiar with Unix system administration already
know about the ps or process display command commonly
found on most flavors of Unix. Because Linux is closely
related to Unix, it also benefits from this command and
allows you to quickly see the current running processes on
the system, as well as who owns them and how resource-
hungry they are.

Although the Linux kernel has its own distinct architecture
and memory management, it also benefits from enhanced
use of the /proc file system, the virtual file system found
on many Unix flavors. Through the /proc file system you
can communicate directly with the kernel to get a deep
view of what is currently happening. Developers tend to
use the /proc file system as a way of getting information
out from the kernel and for their programs to manipulate it

IN THIS CHAPTER

» Console-Based Monitoring

» Using the kill Command to
Control Processes

» Using Priority Scheduling and
Control

» Displaying Free and Used
Memory with free

» Graphical Process and System
Management Tools

» KDE Process- and System-
Monitoring Tools

» Reference
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into more human readable formats. The /proc file system is beyond the scope of this
book, but if you want to get a better idea of what it contains you should head on over to
http://en.tldp.org/LDP/Linux-Filesystem-Hierarchy/html/proc.html for an excellent and
very in-depth guide.

Processes can also be controlled at the command line, which is important because you
might sometimes have only a command-line interface. Whenever an application or
command is launched, either from the command line or a clicked icon, the process that
comes from the kernel is assigned an identification number called a process ID or PID for
short. This number is shown in the shell if the program is launched via the command line.

# system-config-display &
[1] 4286

In this example, the system-config-display client has been launched in the background,
and the (bash) shell reported a shell job number ([1] in this case). A job number or job
control is a shell-specific feature that allows a different form of process control, such as
sending or suspending programs to the background and retrieving background jobs to the
foreground (see your shell’s man pages for more information if you are not using bash).

The second number displayed (4286 in this example) represents the process ID. You can
get a quick list of your processes by using the ps command like this:

# ps
PID TTY TIME CMD
4242 pts/0 00:00:00 su
4245 pts/0 00:00:00 bash
4286 pts/0 00:00:00 consolehelper-g
4287 pts/0 00:00:00 userhelper
4290 pts/0 00:00:00 system-config-d
4291 pts/0 00:00:00 python2
4293 pts/0 00:00:00 ps

Note that not all output from the display is shown here. But as you can see, the output
includes the process ID, abbreviated as PID, along with other information, such as the
name of the running program. As with any Unix command, many options are available;
the proc man page has a full list. A most useful option is aux, which provides a friendly
list of all the processes. You should also know that ps works not by polling memory, but
through the interrogation of the Linux /proc or process file system. (ps is one of the
interfaces mentioned at the beginning of this section.)

The /proc directory contains quite a few files—some of which include constantly updated
hardware information (such as battery power levels, and so on). Linux administrators
often pipe the output of ps through a member of the grep family of commands to display
information about a specific program, perhaps like this:


http://en.tldp.org/LDP/Linux-Filesystem-Hierarchy/html/proc.html
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$ ps aux | grep system-config-display
root 4286 0.0 0.3 13056 3172 pts/0 S 11:57 0:00 system-config-
display

This example returns the owner (the user who launched the program) and the PID, along
with other information, such as the percentage of CPU and memory usage, size of the
command (code, data, and stack), time (or date) the command was launched, and name
of the command. Processes can also be queried by PID like this:

$ ps 4286
4286 pts/0 S 0:00 system-config-display

You can use the PID to stop a running process by using the shell’s built-in kill
command. This command asks the kernel to stop a running process and reclaim system
memory. For example, to stop the system-config-display client in the example, use the
kill command like this:

$ kill 4286

After you press Enter (or perhaps press Enter again), the shell might report

[1]+ Terminated system-config-display

Note that users can kill only their own processes, but root can kill them all. Controlling
any other running process requires root permission, which should be used judiciously
(especially when forcing a kill by using the -9 option); by inadvertently killing the
wrong process through a typo in the command, you could bring down an active system.

Using the kill Command to Control Processes

The kill command is a basic Unix system command. You can communicate with a
running process by entering a command into its interface, such as when you type into a
text editor. But some processes (usually system processes rather than application
processes) run without such an interface, and you need a way to communicate with them
as well, so we use a system of signals. The kill system accomplishes that by sending a
signal to a process, and you can use it to communicate with any process. The general
format of the kill command is

# kill option PID
A number of signal options can be sent as words or numbers, but most are of interest
only to programmers. One of the most common is

# kill PID

This tells the process with PID to stop; you supply the actual PID.

# kill -9 PID
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is the signal for kill (9 is the number of the SIGKILL signal); use this combination when
the plain kill shown previously does not work.

# kill -SIGHUP PID

is the signal to “hang up”—stop—and then clean up all associated processes as well. (Its
number is -1.)

As you become proficient at process control and job control, you will learn the utility of a
number of kill options. A full list of signal options can be found in the signal man

page.

Using Priority Scheduling and Control

No process can make use of the system’s resources (CPU, memory, disk access, and so on)
as it pleases. After all, the kernel’s primary function is to manage the system resources
equitably. It does this by assigning a priority to each process so that some processes get
better access to system resources and some processes might have to wait longer until their
turn arrives. Priority scheduling can be an important tool in managing a system support-
ing critical applications or in a situation in which CPU and RAM usage must be reserved
or allocated for a specific task. Two legacy applications included with Fedora include the
nice and renice commands. (nice is part of the GNU sh-utils package, whereas renice
is inherited from BSD Unix.)

The nice command is used with its -n option, along with an argument in the range of
-20 to 19, in order from highest to lowest priority (the lower the number, the higher the
priority). For example, to run the gkrellm client with a low priority, use the nice
command like this:

$ nice -n 12 gkrellm &

The nice command is typically used for disk- or CPU-intensive tasks that might be obtru-
sive or cause system slowdown. The renice command can be used to reset the priority of
running processes or control the priority and scheduling of all processes owned by a user.
Regular users can only numerically increase process priorities (that is, make tasks less
important) with this command, but the root operator can use the full nice range of
scheduling (-20 to 19).

System administrators can also use the time command to get an idea of how much time
and what proportion of a system’s resources are required for a task, such as a shell script.
(Here, time is used to measure the duration of elapsed time; the command that deals with
civil and sidereal time is the date command.) This command is used with the name of
another command (or script) as an argument like this:

# time -p find / -name core -print
/dev/core
/proc/sys/net/core
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real 1.20
user 0.14
sys 0.71

Output of the command displays the time from start to finish, along with the user and
system time required. Other factors you can query include memory, CPU usage, and file
system input/output (I/O) statistics. See the time command’s man page for more details.

Nearly all graphical process-monitoring tools include some form of process control or
management. Many of the early tools ported to Linux were clones of legacy Unix utilities.
One familiar monitoring (and control) program is top. Based on the ps command, the top
command provides a text-based display of constantly updated console-based output
showing the most CPU-intensive processes currently running. It can be started like this:

# top

After you press Enter, you see a display as shown in Figure 12.1. The top command has a
few interactive commands: Pressing h displays the help screen; pressing k prompts you to
enter the pid of a process to kill; pressing n prompts you to enter the pid of a process to
change its nice value. The top man page describes other commands and includes a
detailed description of what all the columns of information top can display actually
represent; have a look at top’s well-written man page.

root@localhost:~
Fle Edit View Terminal Tabs Help
top - 12:06:28 up 1:36, 1 user, load average: ©.49, €.27, 6.14 [+]
Tasks: 138 total, 2 running, 128 sleeping, © stopped, © zombie
Cpu(s): 3.0%us, 1.3%sy, 8.3%ni, 95.3%id, ©.8%wa, 0.0%hi, ©.0%si, 8.0%st
Mem: 1825504k total, 692588k used, 332996k free, 33508k buffers
Swap: 2031608k total, 0k used, 2831608k free, 398484k cached
PID to renice:
y S %CPU %MEM COMMAND
2627 root 15 © 356m 18m 8236 S 1.0 1.8 1:25.75 Xorg
3135 andrew 15 @ 18876 8784 6384 S 0.7 0.9 0:08.05 metacity
3170 andrew 15 © 54176 12m 18m S ©.7 1.3 0:00.26 nm-applet
3269 andrew 15 © 165ee 4768 376 S ©.7 ©.5 ©:04.57 gnome-screensav
4207 andrew 15 © 48864 13m 9412 R ©.7 1.3 ©:01.86 gnome-terminal
4379 root 15 © 2204 1824 792 R 0.7 0.1 0:00.04 top
3131 andrew 15 © 46028 13m 7144 S 8.3 1.4 ©:01.43 gnome-settings-
3139 andrew 15 @ 99572 38m 13m S 8.3 3.1 @:89.79 nautilus
3206 andrew 15 © 39568 18m 8412 S ©.3 1.1 ©:84.51 wnck-applet
1 root 15 @ 2148 672 580 S 0.8 0.1 0:81.22 init
2 root RT ® 4] 4] S 0.0 ©.0 ©:80.88 migration/®
3 root 34 19 4] 4] S 0.0 0.0 ©:00.80 ksoftirgd/e
4 root RT @ %] 4] es 0.8 0.8 0:00.00 watchdeg/e
5 root 18 -5 2] 2] es 0.8 0.8 0:00.25 events/@ [
6 root 18 -5 4] 4] S 0.0 0.0 ©:00.88 khelper L
7 root 18 -5 %] %] es 0.8 0.8 0:00.00 kthread i
46 root e -5 2] 2] 0SS 0.0 0.8 0:00.00 kblockd/® =

FIGURE 12.1 The top command can be used to monitor and control processes. Here, we
are prompted to renice a process.

The top command displays quite a bit of information about your system. Processes can be
sorted by PID, age, CPU or memory usage, time, or user. This command also provides
process management, and system administrators can use its k and r keypress commands
to kill and reschedule running tasks, respectively.
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The top command uses a fair amount of memory, so you might want to be judicious in
its use and not leave it running all the time. When you’ve finished with it, simply press q
to quit top.

Displaying Free and Used Memory with free

Although top includes some memory information, the free utility displays the amount of
free and used memory in the system in kilobytes (the -m switch displays in megabytes).
On one system, the output looks like this:

# free

total used free shared buffers cached
Mem: 1025504 692752 332752 0 33588 398580
-/+ buffers/cache: 260584 764920
Swap: 2031608 0 2031608
Swap: 433712 0 433712

This output describes a machine with 1GB of RAM memory and a swap partition of 2GB.
Note that some swap is being used, although the machine is not heavily loaded. Linux is
very good at memory management and “grabs” all the memory it can in anticipation of
future work.

TIP

A useful trick is to employ the watch command; it repeatedly reruns a command every
two seconds by default. If you use

# watch free

you can see the output of the free command updated every two seconds.

Another useful system-monitoring tool is vmstat (virtual memory statistics). This command
reports on processes, memory, I/O, and CPU, typically providing an average since the last
reboot; or you can make it report usage for a current period by telling it the time interval
in seconds and the number of iterations you desire, like

# vmstat 5 10

which runs vmstat every five seconds for 10 iterations.

Use the uptime command to see how long it has been since the last reboot and to get an
idea of what the load average has been; higher numbers mean higher loads.
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Disk Quotas

Disk quotas are a way to restrict the usage of disk space either by user or by groups.
Although rarely—if ever—used on a local or standalone workstation, quotas are definitely
a way of life at the enterprise level of computing. Usage limits on disk space not only
conserve resources, but also provide a measure of operational safety by limiting the
amount of disk space any user can consume.

Disk quotas are more fully covered in Chapter 10, “Managing Users.”

Graphical Process and System Management Tools

The GNOME and KDE desktop environments offer a rich set of network and system-
monitoring tools. Graphical interface elements, such as menus and buttons, and graphical
output, including metering and real-time load charts, make these tools easy to use. These
clients, which require an active X session and (in some cases) root permission, are
included with Fedora.

If you view the graphical tools locally while they are being run on a server, you must
have X properly installed and configured on your local machine. Although some tools
can be used to remotely monitor systems or locally mounted remote file systems, you
have to properly configure pertinent X11 environment variables, such as $DISPLAY, to use
the software or use the ssh client’s -X option when connecting to the remote host.

Fedora no longer includes the xosview client, which provided load, CPU, memory and
swap usage, disk I/O usage and activity, page swapping information, network activity, I/O
activity, I/O rates, serial port status, and if APM is enabled, the battery level (such as for a
laptop). However, a great replacement is GKrellM, which provides a much neater interface
and a host of additional plugins. You have to use this command to retrieve GKrellM:

#yum install gkrellm

and after installed it can be found under Applications, System Tools. GKrellM is shown in
Figure 12.2.

Some of the graphical system- and process-monitoring tools that come with Fedora
include the following:

» vncviewer—AT&T’s open source remote session manager (part of the Xvnc package),
which can be used to view and run a remote desktop session locally. This software
(discussed in more detail in Chapter 15, “Remote Access with SSH”) requires an
active, background, X session on the remote computer.

» gnome-nettool—A GNOME-developed tool that enables system administrators to
carry out a wide range of diagnostics on network interfaces, including port scanning
and route tracing.

» ethereal—This graphical network protocol analyzer can be used to save or display
packet data in real time and has intelligent filtering to recognize data signatures or
patterns from a variety of hardware and data captures from third-party data capture
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programs, including compressed files. Some protocols include AppleTalk, Andrew
File System (AFS), AOL's Instant Messenger, various Cisco protocols, and many
more.

> gnome-system-monitor—This tool is a simple process monitor offering three views: a
list view, a moving graph, and a storage status overview. To access it choose System,
Administration and select the System Monitor entry (see Figure 12.3).

System Monitor
Monitor Edit View Help

System | Processes | Resources I File Systems }
Load averages for the last 1, 5, 15 minutes: 0.76, 1.30, 0.89
Pracess Name v  Status % CPU | Nice |ID B
 bash Sleeping 0 0 4213 |
beagled Sleeping 0 0 3152 ||
beagled-helper Sleeping 2 12 3878 |
bluetooth-applet Sleeping 0 0 3149
bonobo-activation-serv Sleeping 0 0 3145
W clock-applet Sleeping 0 0 3245
dbus-daemon Sleeping 0 0 3124
dbus-launch Sleeping 0 0 3123
escd Sleeping 0 0 3180
fast-user-switch-apple! Sleeping 0 0 3241
nam server 1 n n EVEVI|ED
€] I I D]

FIGURE 12.3 The Process Listing view of the System Monitor.
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From the Process Listing view (chosen via the Processes tab in the upper-left portion of
the window), select a process and click on More Info at the bottom left of the screen to
display details on that process at the bottom of the display. You can select from three
views to filter the display, available in the drop-down View list: All Processes, My
Processes (those you alone own), or Active Processes (all processes that are active).

Choose Hidden Processes under the Edit command accessible from the top of the display
to show any hidden processes (those that the kernel does not enable the normal monitor-
ing tools to see). Select any process and kill it with End Process.

You can change the nice value of the processes by selecting Edit, Change Priority. The
View selection from the menu bar also provides a memory map. In the Resource Monitor
tab, you can view a moving graph representing CPU and memory usage (see Figure 12.4).

=] System Monitor EEE
Monitor Edit View Help

System Processes | Resources |Fiie 5ystems|

CPU History

Memory and Swap History

Usermemory: 238.4 MiB of 10015 MiB 23.8%
I | Used swap: Obytes of 1.9GiB 0.0 %

Network History
i i i 5
Received: 0 bytes/s Total: 6.9 MiB

Sent: 0 bytes/s Total: 474.9 KiB

L

FIGURE 12.4  The Graph view of the System Monitor. It shows CPU usage, Memory/Swap
usage, and disk usage. To get this view, select the Resource Monitor tab.

Finally, you can see the status of your file system and storage devices by clicking the File
Systems tab shown in Figure 12.5.
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System Monitor.

Monitor Edit View Help

System ‘Processes Resources | File Systems

File Systems

Device v | Directory Type
(=) /dev/mapper/VolGroup00-LogVol00 / ext3
) fdev/sdal /boot ext3
() sunrpc Jvarflib/nfsfrpc_pipefs rpc_p

FIGURE 12.5 Keep a close eye on your free disk space.

KDE Process- and System-Monitoring Tools

KDE provides several process- and system-monitoring clients. Integrate the KDE graphical
clients into the desktop taskbar by right-clicking on the taskbar and following the menus.

These KDE monitoring clients include the following:

» kdf—A graphical interface to your system’s file system table that displays free disk
space and enables you to mount and unmount file systems with a pointing device.

» ksysguard—Another panel applet that provides CPU load and memory use informa-
tion in animated graphs.

Reference

» http://and.sourceforge.net/—Home page of the and auto-nice daemon, which can
be used to prioritize and reschedule processes automatically.

» http://sourceforge.net/projects/schedutils/—Home page for various projects offering
scheduling utilities for real-time scheduling.

» http://freetype.sourceforge.net/patents.html—A discussion of the FreeType bytecode
interpreter patents.

» http://www.ethereal.com/—Home page for the Ethereal client.

» http://www.realvnc.com/—The home page for the Virtual Network Computing
remote desktop software, available for a variety of platforms, including Fedora Core
Linux. This software has become so popular that it is now included with nearly
every Linux distribution.


http://and.sourceforge.net/
http://sourceforge.net/projects/schedutils/
http://freetype.sourceforge.net/patents.html
http://www.ethereal.com/
http://www.realvnc.com/
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» Choosing a Backup Strategy

BaCklng Up » Choosing Backup Hardware
and Media

» Using Backup Software

This chapter examines the practice of safeguarding data » Copying Files
through backups, restoring that same data if necessary, and
recovering data in case of a catastrophic hardware or soft-
ware failure. After reading this chapter, you will have a full » Reference
understanding of the reasons for sound backup practices.

You can use the information in this chapter to make intelli-

gent choices about which strategies are best for you. The

chapter also shows you how to perform some types of data

recovery and system restoration on your own and when to

seek professional assistance.

» System Rescue

Choosing a Backup Strategy

Backups are always trade-offs. Any backup consumes time,
money, and effort on an ongoing basis; backups must be
monitored, validated, indexed, stored, and new media
continuously purchased. Sound expensive? The cost of not
having backups is the loss of your critical data. Re-creating
the data from scratch costs time and money, and if the cost
of doing it all again is greater than the cost associated with
backing up, you should be performing backups. At the
where-the-rubber-meets-the-road level, backups are nothing
more than insurance against financial loss for you or your
business.

Your first step in formulating and learning to use an effec-
tive backup strategy is to choose the strategy that is right
for you. First, you must understand some of the most
common (and not so common) causes of data loss so that
you are better able to understand the threats your system
faces. Then you need to assess your own system, how it is
used and by whom, your available hardware and software
resources, and your budget constraints. The following
sections describe each of these issues in detail, and also
offer some sample backup systems and discuss their use.
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Why Data Loss Occurs

Files disappear for any number of reasons: They can be lost because the hardware fails
and causes data loss; your attention might wander and you accidentally delete or over-
write a file. Some data loss occurs as a result of natural disasters and other circumstances
beyond your control. A tornado, flood, or earthquake could strike, the water pipes could
burst, or the building could catch on fire. Your data, as well as the hardware, would likely
be destroyed in such a disaster. A disgruntled employee might destroy files or hardware in
an attempt at retribution. And any equipment might fail, and it all will fail at some
time—most likely when it is extremely important for it not to fail.

A Case in Point

A recent Harris poll of Fortune 500 executives found that roughly two-thirds of them
had problems with their backups and disaster-recovery plans. How about you?

Data can also be lost because of malfunctions that corrupt the data as it attempts to write
to the disk. Other applications, utilities, and drivers might be poorly written, buggy (the
phrase most often heard is “still beta quality”), or might suffer some corruption and fail
to correctly write that all-important data you just created. If that happens, the contents of
your data file would be indecipherable garbage, of no use to anyone.

All these accidents and disasters offer important reasons for having a good backup
strategy; however, the most frequent cause of data loss is human error. Who among us
has not overwritten a new file with an older version or unintentionally deleted a needed
file? This applies not only to data files, but also to configuration files and binaries. Among
users perusing the mail lists or the Usenet newsgroup postings, stories about deleting
entire directories such as /home, /usr, or /1ib seem all too common. Incorrectly changing
a configuration file and not saving the original in case it has to be restored (which it

does more often than not because the person reconfigured it incorrectly) is another
common error.

TIP
To make a backup of a configuration file you are about to edit, use the cp command:

$ cp filename filename.original

And to restore it:

$ cp filename.original filename

Never edit or move the *.original file, or the original copy will be lost.

Proper backups can help you recover from these problems with a minimum of hassle, but
you have to put in the effort to keep backups current, verify their intactness, and practice
restoring the data in different disaster scenarios.
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Assessing Your Backup Needs and Resources

By now you realize that some kind of plan is needed to safeguard your data, and, like
most people, you are overwhelmed by the prospect. Entire books, as well as countless arti-
cles and whitepapers, have been written on the subject of backing up and restoring data.
What makes the topic so complex is that each solution is truly individual.

Yet the proper approach to making the decision is very straightforward. You start the
process by asking

» What data must be safeguarded?

» How often does the data change?

The answers to these two questions determine how important the data is, determine the
volume of the data, and determine the frequency of the backups. This in turn determines
the backup medium. Only then can the software that accommodates all these considera-
tions be selected. (You learn about choosing backup software, hardware, and media later
in this chapter.)

Available resources are another important consideration when selecting a backup strategy.
Backups require time, money, and personnel. Begin your planning activities by determin-
ing what limitations you face for all these resources. Then construct your plan to fit those
limitations, or be prepared to justify the need for more resources with a careful assess-
ment of both backup needs and costs.

TIP

If you are not willing or capable of assessing your backup needs and choosing a
backup solution, a legion of consultants, hardware vendors, and software vendors
would love to assist you. The best way to choose one in your area is to query other
Unix and Linux system administrators (located through user groups, discussion groups,
or mail lists) that are willing to share their experiences and make recommendations. If
you cannot get a referral, ask the consultant for references and check them out.

Many people also fail to consider the element of time when formulating their plan. Some
backup devices are faster than others, and some recovery methods are faster than others.
You need to consider that when making choices.

To formulate your backup plan, you need to determine the frequency of backups. The
necessary frequency of backups should be determined by how quickl